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Abstract: Cooperative jamming can effectively combat eavesdropping in physical layer security communication

without affecting the legal receiver and improve the security performance of the system. This paper introduces

cooperative jamming to cognitive radio (CR) networks with non-orthogonal multiple access (NOMA) technology.

The secure performance of the considered NOMA and CR (CR-NOMA) network is evaluated using two modes:

non-cooperative jamming and cooperative jamming. In particular, the secrecy outage probabilities (SOPs) of the

primary user (PU) in the two modes are derived under Rician fading channels, based on which, the influence of the

transmission signal-to-noise ratio (SNR) of secondary users (SUs), the number of SUs, the secrecy rate and the

power allocation coefficient on the SOPs of PU are analyzed thereafter. Both analysis and simulation results show

that cooperative jamming effectively prevents eavesdropping behaviour, which reduces the SOP of PU compared

to non-cooperative jamming. We also show that the transmit SNR, the number of SUs, the secrecy rate and the

power distribution coefficients greatly influence performance improvement.
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1 Introduction

According to the initial deployment stages, fifth
generation (5G) wireless networks have achieved
a significant data rate enhancement and close-to-
boundary spectral efficiency, by enabling massive
multiple-input multiple-output (MIMO), network
densification, and mmWave communications [1].
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Compared to 5G networks, it is envisioned that
emerging technologies in the sixth generation (6G)
networks will provide enhanced services with reduced
cost and improved energy efficiency, intelligence,
security, privacy, secrecy, and reconfigurability [2]. In
this context, non-orthogonal multiple access (NOMA)
and cognitive radio (CR) are considered as key
enabling technologies for SG wireless networks, which
are capable of providing enhanced connectivity, data
rate, and spectral and energy efficiency. The core idea
of NOMA and CR schemes is to achieve an efficient
spectrum sharing between multiple users within a
resource block [3]. It is worth noting that NOMA
and CR networks are strong candidates for future 6G
networks.

Spectral and energy efficiency enhancement in
NOMA can be achieved by enabling superposition
coding, where multiple users are permitted to share
the same time and frequency resources simultaneously
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[1]. On the other hand, CR networks improve spectrum
utilization through dynamic spectrum access under the
premise of coexistence of unlicensed and licensed users.
Spectrum access of unlicensed users is coordinated
based on different protocols, namely, overlay, underlay,
and interweave [4]. The integration of NOMA and CR
networks has been widely considered in the literature,
as a prominent solution to improve the overall network
throughput.

1.1 Related Work

Motivated by the advantages brought by NOMA-
enabled CR networks, considerable research efforts
were devoted to investigate such networks. In
particular, the authors in [5] analyzed the performance
CR-NOMA networks, where multicast secondary users
(SUs) are utilized as relays, in order to improve the
outage performance of both primary and secondary
networks. In [6], the outage probability of cooperative
underlay NOMA-enabled CR networks with imperfect
CSI was studied. The obtained results showed that the
outage performance of CR-NOMA outperforms CR-
orthogonal multiple access (OMA). Furthermore, the
authors in [7] proposed primary user (PU) priority
decoding mode and SU priority decoding mode in
NOMA-enabled CR system, and analyzed the two
modes in terms of throughput. Additionally, in [8], the
authors investigated the outage performance of NOMA-
enabled CR networks under two relaying modes,
namely, decode-and forward (DF) and amplify-and-
forward (AF). Several other contributions in the open
literature have considered investigating the integration
of NOMA and CR networks, under different system
models and practical scenarios, e.g. [9, 10].

In actual Internet of Things (IoT) communications
for example, traditional cryptographic techniques may
result in high latency, which cannot satisfy the
stringent latency requirement. As a result, it is
of great challenge to realise the security by the
traditional signalling process, which makes it difficult to
satisfy the requirement for such dynamic and complex
cognitive environment by traditional cryptography
techniques. This motivates the shift towards more
secure and robust approaches, which are independent
of the computational complexity.  Physical layer
security (PLS) is a low complexity approach to
provide security to the users by utilising the dynamic
properties of wireless communication [11-13], which
is more suitable to solve the secure transmission for a

heterogeneous network.

Recently, there have been a lot of research on PLS-
NOMA [14-17]. The authors in [14] investigate the
PLS performance by applying NOMA in a large-scale
networks. Furthermore, the authors in [15] investigate
the impact of PLS on the performance of a unified
NOMA framework. The authors in [16, 17] also
investigate the PLS performance for NOMA network in
different metrics.

Further, there have been considerable research efforts
on the application PLS schemes in NOMA-enabled
CR networks. The considered CR architectures
primarily include underlay, overlay, and interweave
based NOMA networks [9].  Concurrent primary
and secondary transmissions are permitted in the first
scenario, provided that interference on the primary
network is kept below a manageable level. In the
second scenario, a SU provides relaying services
to the primary network while also transmitting its
own signal, which also referred as cooperative CR-
NOMA. As a reward, the SU can send its own
signal simultaneously using the NOMA principle. In
the third scenario, a SU can transmit only when no
PU occupies the licensed spectrum [18]. To this
end, our paper focus on the second scenario, which
has been investigated in [19-24]. Specifically, The
authors in [19] considered a cooperative cognitive
millimeter wave NOMA networks, in which the
primary user and the secondary user are served by a
base station. They analyzed the connection outage
probability (COP), secrecy outage probabilities (SOP),
and secrecy throughput. The authors in [20] investigates
PLS in an inspired CR-NOMA networks with multiple
primary and secondary users, the NOMA transmission
strategy was proposed to reduce mutual interference
between signals and improve transmission security.
The authors in [21] designed a secure transmission
scheme in hybrid automatic repeat request assisted
cognitive NOMA networks. The authors in [22-24]
considered that a cognitive transmitter serves as a relay
and assists primary/cognitive transmissions using the
NOMA principle. In the context of NOMA-enabled
underlay CR networks, the authors in [25] investigated
the secrecy performance of a downlink wiretap system,
as a way to improve spectrum utilization and connection
reliability. Moreover, the authors in [20] assumed that
SUs are intercepting the signals of PUs in NOMA-
enabled CR networks. Therefore, they studied the
outage probability, secrecy outage probability, and
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effective secrecy throughput of PUs over Nakagami-m
channels. In [26], the authors proposed an artificial-
noise-aided cooperative jamming scheme to enhance
the security of the primary network in multiple-input
single-output NOMA-enabled CR network, by utilizing
simultaneous wireless information and power transfer.
In [27], the authors propose a multi-antenna physical
layer security technology that improves confidentiality
performance by utilizing spatial degrees of freedom.
The secrecy performance of CR-inspired NOMA
network over Rayleigh fading channels were studied in
[28], where jamming signals are transmitted from the
base station to improve PLS. In specific, the authors
in [28] considered that jamming signals are transmitted
from the BS, and it should be decoded at the SUs.
Furthermore, the total transmission power from the BS
is divided between the information signals and jamming
signals, yielding degraded performance. The power
budget allocated to legitimate signals is further divided
between secondary and primary users in order to realize
NOMA. Also, during the second time slot, one of the
SUs is selected to forward a superimposed message
comprising the SU message, PU message and jamming
signal with power divided between all signals.

To the best of authors’ knowledge, there has little
research on how to improve the PLS performance
for the considered cooperative CR-NOMA networks
by friendly jammers. Further, we consider Rician
fading channels to evaluate the correlations between the
channels, which is more applicable and interesting to
describe the actual complex communication scenarios.

1.2 Contributions

Cooperative jamming is a prominent PLS scheme
that has been extensively investigated in OMA systems
[29, 30]. Motivated by this and the earlier discussion,
in this paper, we investigate the PLS performance of
the primary user in a cooperative CR-NOMA network
with the existence of an eavesdropper and a cooperative
jammer, which sends jamming signals to the PU and the
eavesdropper. The detailed contributions are concluded
as:

e The closed-form expressions of the SOP for the
primary user under the two scenarios, i.e. with
cooperative jammer and without jammer, are
derived respectively over Rician fading channels,
where the optimal SU is selected from multiple
SUs who work at DF mode.

o We further derive the asymptotic SOP expressions
to gain deep insights in the high SNR region for the
considered cooperative CR-NOMA networks.

e We verify the analysis by simulations. We also
compare the SOP performance with and without
channel correlation under different SU number,
which is reflected by Rician factor. The results
clearly indicate that the better SOP performance
can be obtained when the channel correlation is
considered, no matter how much SUs exist, which
benefits from the LoS link.

e We investigate the influence of the transmit
power from SU and the jamming power on
the SOP performance under the two scenarios.
The results indicate that in these two scenarios,
the performance of SOP improves as the SU
transmission power increases. Furthermore, as
the power of the jammer increases, the SOP
performance in scenarios with jammers is
significantly superior to that in the other scenario.

e We also investigate the effect of the transmit
power from SU and the jamming power on the
SOP performance under the power allocation
coefficient. The results indicate that the overall
system’s SOP performance worsens with the power
allocation coefficient increases. When the power
allocation coefficient remains constant, the SOP is
more significantly influenced by the SU transmitter
power compared to the friendly jammer power.

2 System Model and Proposed Protocol

We consider a downlink NOMA-enabled CR
network, which consists of a single base station (BS),
N SUs, denoted by SU; = {SU;,SU,,--- ,SUx}, a
single PU and a single eavesdropper (). Furthermore,
we consider the existence of a cooperative jammer (.J)
in order to realize PLS. Fig. 1 depicts the adopted
system model with the cooperative jammer. Among
them, the communications between BS and SU are in
broadcast mode, i.e. x; remains the same value for
all SUs, and there is no channel link between BS and
E. Furthermore, we assume that the SUs operate as DF
relays to assist in data transmission between the BS and
the PU. DF relays aims to provide services for both the
remaining SU and PU simultaneously. For the sake of
clarity, CR-NOMA-NC]J refers to the scenario where we
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don’t have a jammer. On the other hand, CR-NOMA-
CJ represents the system with a cooperative jammer,
as shown in Fig. 1. Without loss of generality, we
assume that the direct link between the BS and the PU
is unavailable due to obstacles or shadowing effect.

Fig.1 CR-NOMA-CJ system.

In both scenarios, the BS broadcasts a superimposed
signal to all SUs, which are divided into two sets,
namely, D and D. The classification of D and D
is random and depends on the quality of the channel.
SUs in D can successfully decode the superimposed
signal, while SUs in D fail to successfully decode
the superimposed signal. Therefore, SU;- is selected
from D (if D # @) to re-encode and forward a new
superimposed signal to the PU and SUs in D [18].
Simultaneously, in CR-NOMA-CJ scenario, node J
broadcasts a jamming signal that is received by the
PU and the eavesdropper. Due to the broadcast nature
of the wireless channels, the message intended to the
PU is intercepted by the eavesdropper. It is assumed
that the PU has a prior knowledge of the jamming
signal, thus, jamming signals can be canceled at the
primary receiver. In this work, we consider that the
instantaneous channel state information (CSI) of ' and
all legitimate users are available at the BS as well as
node J. It is noted that this assumption can be used
for the scenario that both PU and E' are assumed to be
beyond the coverage area of the BS as considered in
[31]. However, there is further case in which PU and
FE are within the coverage of the same source node. In
such a case, both PU and E will receive signals from
SUs. Thus, the enhanced SINR for PU and E will be
used for evaluating the SOP.

2.1 Signal Model

In this subsection, we present the signal models of
CR-NOMA-NCJ and CR-NOMA-C]J systems.

For the two scenarios, in the first time slot, the BS
sends superimposed signal including z; of PU and x»
of SU to all SUs, which can be expressed as

x=+\Voa,Pxy + asPxy, (1)

where, P is the total transmit power at the BS, o, and
a are the power allocation coefficients of z; and z,
respectively. Moreover, a1 + ay = 1, a1 >
and E [|x1|2} =F |:|l‘2‘2} = 1. We assume that:
1) All nodes are equipped with a half-duplex single
antenna; 2) Fading channel between any two nodes
follows the Rician distribution; 3) The additive white
gaussian noise (AWGN) variance equals to Ny in all
nodes.

Thus, the received signal at SU; can be expressed as

Ysu, = \/ﬁhBS—SUi (Vaizy + asrs) + ns. (2)
where hpg_sy, denotes the channel gain between the
BS and SU;, and ng ~ CN (0,Ny) is the AWGN
received at SU;.

SUs perform successive interference cancellation
(SIC) process in order to decode x; first, which is
intended to the PU, and then decode signal z5. The
signal-to-interference-plus-noise ratios (SINR) at SU;

to decode x; and x5 can be obtained as
2

a1p|hBS—SUi
asplhps_sv, | +17

SINRZ, = 3)

and
2

SINRG, = aoplhps—su, 4)

Also, p = N% represents the average transmit signal-
to-noise ratio (SNR) at the BS.

In the following two subsections, we present the
signal models at the second transmission phase for the
two scenarios, CR-NOMA-NJC and CR-NOMA-C].

2.1.1 CR-NOMA-NC]J System

In the second time slot, SU;-, is selected from
D to re-encode and forward a superimposed signal
Va1 Pz + \/as P,y to the PU and SUs in D, where
P, is the average transmit power at SU;-. The received
signal at the PU can be formulated as

Ypu = \/FihSUi*—PU (Vaizy + /aszs)+np, (5)
where hgy,._py denotes the channel gain between
SUj;- and the PU, and np ~ CN (0, Ny) is the AWGN
received at the PU.
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During the second transmission, the eavesdropper
intercept the transmitted data to the PU. Hence, the
received signal at node F is given by

Ygp = \/f)ihSUi*—E (\/0713?1 + \/OTQHUQ) +ng. (6)
where hsy,. — g denotes the channel gain between SU;-
and node E, and np ~ CN (0,Ny) is the AWGN
received at node .

The received SINR at the PU in the second time slot
can be given as

Q105 ’hSU,*—PU|2

SINRZ, = .
Qap; ‘hSUi*—PU|2 +1
where p; = ﬁo represents the average transmit SNR at

SU;-.

The received SINR at node E in the second time slot
can be given as

2

Q1pP; |hSUi*7E|
asp; |hsu,. 7E|2 +1

Based on the SINR of each link in the second time
slot, the mutual information between SU;- and the PU,
SU;+« and node E can be respectively expressed as

SINR% = (8)

1 X
Ipy = Flog, (1+ SINRyy), ©)

and

1
Iy = glog, (1 + SINRg). (10)
2.1.2 CR-NOMA-CJ System

Considering the presence of a CJ, in the second time
slot, both the PU and E receive the superimposed signal
Va1 Pxy + as Py sent by SU;- and ; sent by J.
However, recalling that the PU has a prior knowledge of
the jamming signal, the PU is able to cancel the effect
of the jamming signal in order to perform reliable signal
detection. Assuming that the transmit power P; of J
satisfies P; < P;. Consequently, after eliminating the
jamming signal, the received signal of the PU in CR-
NOMA-C]J system can be expressed by (5).

On the other hand, the received signal at node F is
given by

5 =\ Pihsv,.—p (Voum, + /1)
+\/ﬁth_EZ'j +ng,
where h;_g denotes the channel gain between node J
and node E.

Hence, the received SINR at node F is given by

011,0i|hSU,i*7E|2

a2,0i|hSUi*fE|2 + pj|thE|2 +1
(12)

(1)

SINR,™ =

where p; = % represents the average transmit SNR at
J.

The mutual information between SU;- and node E
can be represented as

1 ;
Ij = Slog, (1 + SINR,‘Q"") . (13)
2.2 Optimal SU Selection Scheme

Based on CR-NOMA-NCJ and CR-NOMA-CJ
systems considered in Fig.1 , all SUs that successfully
decode the signal of BS will be eligible to forward
the signal to the PU. Because the wireless channels
are affected by shadow and fading, the performance
of the systems are different by choosing different SU.
The system model considered in this paper is that
cognitive users can exchange their own communication
by helping the primary user transmit. The maximization
and minimization method is adopted [18]. Specifically,
we firstly select the weakest link between SU; and SUj,
where SU; belongs to D and SU, belongs to D, to
form a subset. Then, we select SU;- from D to let
the channel difference between cognitive transmission
link and eavesdropping link is the largest. The proposed
optimal SU selection scheme can be described as

SU;- = arg max {min {|hSUi,SU,|2} — |hSUiE|2} .
1€D leD )
(14)

where hgy,_su, is the channel gain between SU; and
SU,, hsy,— g is the channel gain between SU; and E.

3 Secrecy Performance Analysis

In this work, we analyze the SOP in order
to investigate the secrecy performance of the two
scenarios.

3.1 SOP of CR-NOMA-NC] System

Utilizing (9) and (10), the secrecy capacity of the PU

in CR-NOMA-NC]J scenario can be defined as
Rspe = Ipy — Is]". (15)
where [z]" = max {z, 0}.

Note that, in the first time slot, the outage event
occurs at the PU when the selected SU cannot
successfully decode the superimposed signal sent by the
BS, i.e., D=&. On the other hand, in the second time
slot, the PU will be in an outage if its secrecy capacity

falls below a certain threshold value, i.e., Rspc < Rup,
where R;;, > 0. Hence, the SOP of the PU in CR-
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ailhps—su,|?

a1lhps—su,|? _sU )
Pr (D =0) = | | Pr : <& + Pr = > & ,062/)|hBS—SUi <& . (20)
ey { <a2|th—SU,- 1>+ % Y aslhps—su;|” + % v |

NOMA-NCIJ system is given by
Pouvr =Pr (D = 9)
2N 1 16
+ Y Pr(D =Dy, Rspc < Ru), (1o
k=1
where D = D, represents the decoding set, and k
represents the combination of all SU sets.

Recalling that SUs perform SIC in order to detect x
and x, the probability that the SUs cannot successfully
detect x; and the probability that certain SUs can
successfully detect x; but cannot successfully detect
Ty can be evaluated as shown in (20), where {, =
22Rru 1 ¢ = 22Rsu 1 Rgy and Rpy denotes the
targeted secrecy rates of the SU and PU, respectively.

Given that, all channels are Rician distributed,
then \h|2 follows the exponential distribution with
probability density function (PDF) given by [32]

KK+
A

K+1 e*(m_AA)K”
finz () = ( )/\ Iy | 2

A7)
where X is the channel variance. K is the Rician K-
factor defifined as the ratio of the power of the line-of-
sight component to the separate components and I (+)
denotes the zeroth-order modifified Bessel function of
the first kind. (-)! is the factorial. Using [33], the PDF
of the Rician channels can be rewritten as

s _(@=MK+ta l
(K+1)z 3 K (K +1)
f @) =3¢ ( ) ,
=0 )\ )\
(18)

Utilizing (18), (20), [34, eq.(3.381.1)] can be further
evaluated as

o K2a+1(K+ )2a+2 -K
DN T

a=0 b=0 i=1
lete
X (1— ) ,
(19)
— &p & (E+1)B
where § = max ((al wE) az) and Q; = o p—

As the event that SU,; successfully detects the
superimposed signal is independent with the event that
the secrecy capacity falls below a certain threshold
value. We have Pr(D = Dy, Rspc < Ry,) =

Pr (D = Dk) Pr (RSEC < Rth)-
can be given by

Pr (D = Dy) and

Pe=D)=3 3 3 ST

a1=0b1=0a2=0b3=01i=1 [=1
(K+ )2(al+a2+2)K2 ai+az+1)
X

)\2(12 +2 )\2(11 +2

BS—SU,"\BS—SU;
Q. e Q>"e®
x[1-— 1-— ,
by! bo!
(21
. ilhsu, —
Letting X = cpiffis;ru and Y =
azp; hSUi—PU|
2
a1p; hSUrE‘

—————5—, Pr(Rsgc < Ry,) can be given by
hSUi—E| +1

i*zi)

azpi
Pr (RSEC < Rth) =Pr (IpU —Ig < Rth)
o (LHSINRE, o,
N 1+ SI]VRI1
1+ SINRDy,
= N Pr(i* = i) Pr |~ PU g2k
2 Pr(in=i) ( T SINED <
i€ Dy,
S+oy— 1
SRR f (y) dady,
i€Dy,
(22)
where (0 = p(/\fﬂ and § = 22F . In order to
BS-sU;

solve (22), we first need to present the PDF of X and Y
according to (17) as

K (K + 1)+ G eraise, ro
;MIZ:O e quz — Q1 Px )d1+1)‘gltj+i£PUd1!Cl!
(23)
K(K+1)y

2 Kh (K 4 1)d1+1€_(Qlﬁi*O‘QPiy)ASU,i—E
f(y) = Z K di+1ydi+1 P
c2=0ds=0 € (a1pi — 2py) )‘SU,i—EdQ'CQ'

" <K (K +1) 2%

—d )2
Asv,—E @pi) )

(24

According to (16), (19), (21) and (25), the SOP of
the PU of CR-NOMA-NCIJ system can be rewritten
as (26) shown at the bottom of this page. As it
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is difﬁcult to obtain the closed-form expression
of fo y)dy, Using the Gauss-Laguerre (GL)
quadrature and performing some further mathematical
manipulations the result can be approximated as in
(25), we resorted to numerical evaluation in order to get

v
(W)evdy ~ 3, e'wu A (y).
With w, and y, are the weight and the points

the final results. fooo

of GL quadrature, respectively, while V is
a  complexity-vs-accuracy  tradeoff  parameter
of such a method [35]. Where A(y) =

KK+ (+by—1)
e (a1pi(2=6-5v)) A5y, -PU

Asu;—PU
(a1pi(2=6-0y) N3y _py
Further, by substltutlng (23) and (24) into (22), we

obtain Pr (Rspc < Ryy) in (25) shown at the bottom
of previous page. Due to the intractability of (26) and
(25), we resorted to numerical evaluation in order to get
the final results.

Lemma 1 The SOP of CR-NOMA-NC]J system is
expressed in (26). Also, for the optimal relay selection
scheme discussed in Subsection 2.2, the expression for
Pr (i* = 4) in (26) is given in Appendix A.

3.2 SOP of CR-NOMA-C]J System

d
<K<K+1)<6+éy—1> Ly (a1 pr)tt

According to (9) and (13), the secrecy capacity of the
PU of CR-NOMA-C]J can be defined by

Ripe = [Ipv — I3] ™. 27)
The SOP of the PU of CR-NOMA-CJ system is given

Physical Layer Security for CR-NOMA Network with Cooperative Jamming 7

by
PE)IUT =Pr(D = Q))

N
+Y CEPr(D = D;)Pr(Rige < Ru),
k=1
(28)

Letting Z = a1Pi|hSUrE|2/(042Pi’hSUi7E|2 + P
\hy_p)* 4+ 1), Pr (R4 < Run) can be expressed as

Pr (RéEC < Rth) =Pr (IPU - IJ < Rth)

= Z Pr(i* = (11+SINRM 92Run)* — Z)
icDy + SINR
5+62— 1
- Z Pr (i* / / [ (2)dxdz.
i€Dy,
(29)
PDF of Z is given by

- i i 023 C:rf (K + 1)CS+C4+2K63+(:4

c3=0c4=0m=0
_ K(K+1)z
—(a+m+1 m a1p;—agp;z)Agy. _ —2K
C( )(pj)e(lz 20i2)AsU; -8B o

X

c3+1 cg+1
)\SUifE)\J E

c3

xv(cﬁmﬂ,@) () .
e%) Q1p; — Q22

(30)

K(K+1)(pjzhs—p+Asv,—5
where ( = @ =)

. (upi—azpiz)\i—EAsu,-E
an incomplete lower gamma function.

By substituting (23) and (30) into (29), we obtain
Pr (RIzc < Ry) in (31) shown at the bottom of next
page.

According to (19), (21), (28) and (31), the SOP of

, v (+) represents

o0 V. d A1~ (K —yy)
K4 (K +1)% o f (Yo
Pr(Rspc < Rin) = ZZZZ Rrl e o f (g
€Dy, c1=0d;=0v=1

2 di—1 [P
)‘SUifF’U)\SUifPUdl'Cl'

(K (K +1) (6 + 6y, — 1)%

_ K(K+1)(6+dyp—1)
d i — i (0+8yy— A
— di(a1pi) 2)\SUFPU) e (orrimerribtove—D)Asu;—py

X Pr (’L* = Z) )
Asu,—pu(aipi — a1p; (5 + oy, — 1)) 21!
(25)
o a N K2a+l(K+ )2a+26—K (1_ Ql};‘te) N oo a1 oo a3 c© ¢ V N N .
Povr =Y 31 T ZZZZZZ > > > IIIIew
a=0 b=0 i=1 SU; =1a1=0b1=0a3=0by=0i€EDy, c1=0d;=0v=11i=11[=1
) o)
KXartax+Dtdy(fe | 1)2(artaz)di+5,—3K (1 _e? b?!l 1) (1 _ 113!2 2) ¥ wy f (o) 06
X

)\2(12 +2 )\Qal +2

dy—1
BS—SU,"BS—SU; )‘SUﬁPU@!al!dl!Cl!

ASU;—PU

K(K+1)(8+6yy—1)

—d; (Oélpi)dl> e (e1pi—e1pi(3+oyv—1)Xsy, —pU

(K(K+1)(5+5y,u—1)d1
)

(c1pi — a1pi (0 + 0y — 1))d1+1)‘25'U _PU
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the PU of CR-NOMA-CJ system becomes (32) shown
at the bottom of this page. Due to the intractability of
(32), we resorted to numerical evaluation in order to get
the final result.

3.3 Asymptotic Analysis

This section aims to investigate the asymptotic
performance of secrecy outage probability in the
considered system, offering deeper insights into the
system’s performance in high signal-to-noise ratio
(SNR) scenarios. By letting (p; = p = p), the
asymptotic performance is investigated as the SNR is
sufficiently high, i.e., (p — 00). When x — 0,
et ~ 1 — xand % ~ 2, then in the high SNR
range, the asymptotic of the PU can be written as

N

B~y Y Y Y Y Y S S S

K=1a1=0a2=0c¢1=0d;=0c3=0c4s=0m=0i€ Dy i=1 I=1

_cscﬁ;se-“dxalpi)dl (o))"

| | 2(a2+1) a1+1
al'a2')‘BS—SUL)‘BS SU;

K2(a1+a2+1)+(:3+c4(K+1) (a1+a2+3)+cs+ca

" NG e
xPr(i* =i)y(ca+m+1,0).

(33)

4 Numerical Results

This section provides simulation results by MATLAB
to verify the above analysis, thereby it gives a reference
to the actual system design. Unless otherwise stated,
default values for simulation parameters have the

following settings: transmit SNRs are p = p; = p; =
10 dB; the channel fading parameters are Ags_sy, =
Asv,—pu = 1, Asy,—g = 0.01, A;_g = 0.5; the
target secrecy rates are Ry = 0.5 bps/Hz, Rpy = 0.1
bps/Hz; the secrecy rate of PU is R;;, = 0.1 bps/Hz; the
power allocation coefficients are a; = 0.8, as = 0.2,
and when a; # 0.8, ap = 1 —avy; Rician factor K = 0
orl;

Secrecy Outage probability

Star:K=1(Rician),Circle:K=0(Rician)
Solid line: Multi-SUs forwading scheme(Ana.)

K=1

Dashed line: Optimal-SUs forwading scheme(Ana.) X
Solid Mark: Multi-SUs forwading g

102 h . . L
0 2 4 6 8 10 12

SU; transmit SNR(dB)

Fig. 2 Secrecy outage probability of PU versus SU; transmit
SNR under different relay forwarding scheme.

Fig.2 plots secrecy outage probability of PU vs.
transmit SNR of SU; for CR-NOMA-CJ system, when
the number of SUs is N = 1,2, 3 under different
K and SU forwarding schemes. We can see from
Fig.2 that secrecy outage probabilities of PU are nearly
the same under the proposed optimal SU selection
scheme and multi-SUs (that successfully decode the

received BS signal) forwarding scheme with number

K%(K 4 1) e~ (K20, £(2,)

Pr(Rbpe < Run) = i S

(K (K +1) (6 + 62, — 1)

2 da—1 [P
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Fig. 3 Secrecy outage probability of PU versus power allocation coefficient «; under different p; and p;.

of SU. Especially, the secrecy outage probabilities of
PU under the two schemes are exactly same when
N = 1. However, utilizing optimal SU forwarding has
less energy consumption. Therefore, in the following
simulations, we only discuss secrecy outage probability
of PU under the optimal SU selection scheme proposed
in Subsection 2.2.

Fig.3 (a) and Fig.3 (b) present secrecy outage
probability of PU of CR-NOMA-CJ system versus
power allocation coefficient «; under different p; and
p;, respectively. According to the curves in Fig.3 (a),
when N is a fixed value, the SOP of PU decreases by
increasing p; and the SOP of PU decreases first and then
increases by increasing power allocation coefficient ;.
We can also see that the curves of SOP of PU reach
the lowest point when or; = 0.9. We can obtain the
system has optimal power allocation. As we can see
from Fig.3 (b), p; has a little effect on the SOP of
PU of CR-NOMA-CJ system, which is consistent with
the analysis results in Fig.7. Similar with Fig.3 (a),
the curves of SOP of PU reach the lowest point when
ap = 0.9.

Fig.4 plots secrecy outage probability of PU of CR-
NOMA-NCJ and CR-NOMA-CJ systems versus SU;
transmit SNR, when the number of SUs is NV = 1,2, 3.
The dashed lines represent the SOP of PU of CR-
NOMA-NCIJ system, and solid lines represent the SOP
of PU of CR-NOMA-CJ system. We can see that
theoretical results are completely in agreement with
simulation results, which verifies the correctness of (25)
and (31). This figure indicates that the SOP of PU
decreases as SU; transmit the SNR and the number
of SUs increases. The SOP of PU decreases rapidly

10°6
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o

J _ . _ N
Py for N=1 (Sim.) P o forN=1 (Sim.>

J = =
Pom for N=1 (Ana.) o Puut for N=1 (Ana.)
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PY for N=2 (Sim.) P forN=2 (Sim.)
out out

<
&

J =: =:
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PY for N=3 (Sim.)
out

p_ forN=3 (Sim.)
out

o P:m for N=3 (Ana.) o P, forN=3 (Ana.)

0 5 10 15 20 25 30
SU; transmit SNR(dB)

Fig. 4 Secrecy outage probability of PU versus SU; transmit
SNR under different number of SUs.

when the values of SU; transmit SNR and the number
of SUs are changed to a suitable interval, which shows
that increasing SU; transmits SNR and the number of
SUs can indeed improve the physical layer security
performance of the systems. In addition, the SOP of PU
of NOMA-C]J system is always lower than that of the
NOMA-NCIJ system when the values of SU; transmit
SNR and the number of SUs are fixed, indicating that
cooperative jamming can effectively improve physical
layer security performance.

Fig.5 plots secrecy outage probability of PU of CR-
NOMA-CJ systems versus SU; transmit SNR, when
the number of SUs is N = 1,2, 3. It considers three
scenarios and analyzes the secrecy outage probability
of PU transmission in the CR-NOMA-C]J system. The
dashed line represents the asymptotic analysis under
high SNR in the CR-NOMA-CJ system. The solid
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Fig. 5 Secrecy outage probability of PU versus SU; transmit
SNR under different relay forwarding scheme.
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Fig. 6 Secrecy outage probability of PU versus R:, under
different number of SUs.

line represents the simulation results of secrecy outage
probability under the CR-NOMA-CJ system. From the
figure, it is evident that the theoretical and simulation
results are comparable, suggesting consistency between
the analysis and simulation outcomes. It indicates that
the SOP of the PU decreases with increasing SNR and
SU count, suggesting that enhancing the number of SUs
and SNR can improve the physical layer performance.
This observation also confirms the validity of system
described in Eq. (32) and Eq. (33).

Fig.6 shows secrecy outage probability of PU of
CR-NOMA-NCJ and CR-NOMA-CJ systems versus
the secrecy rate of PU when the number of SUs is
N = 1,2,3. From these curves, we can observe
that the SOP of PU increases with the increase of
Ry, and the high SOP of PU of NOMA-CJ system
is always lower than that of the NOMA-NCJ system
when N is the same, which shows that the cooperative

10°
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8 82 84
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0.16
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8 85

Secrecy Outage probability
=)

r0,~5dB
ro;=25dB
ro,;=50dB

o

2 3 4 5 6 7 8 9
SU; transmit SNR(dB)

Fig. 7 Secrecy outage probability of PU versus SU; transmit
SNR under different p;.

jamming can effectively improve physical layer security
performance. It means that improving the security
performance of the system affected by cooperative
jamming is limited by R;;,. Therefore, it is necessary to
select appropriate N and R;;, when improving physical
layer security performance of the system.

Fig. 7 shows secrecy outage probability of PU of CR-
NOMA-CJ system versus SU; transmit SNR when the
number of SUs is N = 1, 2, 3 under different p;. The
SOP of PU decreases with the increase of SU; transmit
SNR. The change of SOP of PU is not obvious as p;
increases when N = 1, 2; the change of SOP of PU is
obvious as p; increases when N = 3. These results
show that the physical layer security performance of
NOMA-CJ system is less affected by p;, and p; will
have a more significant impact on the physical layer
security performance of the NOMA-CJ system, when
N reaches a certain amount. The SOP of PU of p; = 25
dB is greater than that of p; = 5 dB when SU; transmit
SNR is greater than 20 dB and less than 25 dB; the SOP
of PU of p; = 50 dB is greater than that of p; = 5 dB
when SU; transmit SNR is greater than 25 dB. These
effects indicate that the influence of p; on the SOP of
PU is related to SU; transmit SNR and the appropriate
p; should be selected when SU; transmit SNRs are
different, in order to improve the security performance.

5 Conclusion

In this paper, we investigated the physical layer
security performance of CR-NOMA network with
eavesdropper based on DF that applies cooperative
jamming technology. The physical layer security
performance of CR-NOMA system with and without
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cooperative jamming are compared and analyzed. We
derived the expressions for SOP of PU of CR-NOMA-
NCJ and CR-NOMA-CJ systems and verified them
using Monte Carlo simulations. Simulation results
demonstrated that cooperative jamming technology
can effectively improve the physical layer security
performance of a CR-NOMA system. Furtherly, the
results showed how to select the appropriate the number
of SUs and the value of security rate of PU to improve
the physical layer security performance of CR-NOMA-
CJ system. Simulation results also demonstrated that
CR-NOMA-C]J system has an optimal power allocation
coefficient, so we can further analyze optimal power
allocation algorithm of CR-NOMA-CJ system under
different conditions later.

6 Appendix A:Proof of Lemma 1

According to the best secondary user selection
criteria described in section II, Pr (¢* = 7) can be given
by

min {|hSUFSU,|2} - |hSU7;7E|2 >

LEDy,

= Pr ﬂ @

i i gun {‘hSU, SUl}z} — }hSUi/fEf

R
(A.1)

where i’ € Dy, and i’ # 1.
Using the conditional probability [18], (A.1) can be
written as

Pr(z’*:i):/ooo I[I Frla)fola)d

i/GDk—{i}

A
(A.2)

Let X; = min {|hSU1‘75‘U;|2} and Y] = |hSUi7E|2
leDy,

in (A.1). Then the cumulative distribution function
(CDF) of Q = X; — Y] can be expressed as

Fo(q) =Pr(X; —Y1<q)
q
exp ( B )\SUi_SUl>
1 AAsui—E +1 (A.3)
— SU; —SU;
leDy,

From (A.3), the PDF of () can be obtained as
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1
lez[:) Asu;-su, q
k
fola) = = =il R Dl v
Asu;-su; leDy, e
(A4)
Similarly, let Xy, = gl})n {|hSU, SUz| } Y, =
|hSUi,,E‘2. Then the CDF of R = X, — Y5 can be
expressed as
Fr(r)=Pr(X;—-Y,<r)
1 T
—1- Y -
Asu, —B
Z )\SU/ su, +1 leDy )\SUi/_SUL
(A.5)

Substituting (A.5) into (A.2), then A can be

expressed as

(A.6)
According to the polynomial expansion, (A.6) can be
further expressed as

where | Dy is the cardinality of the set Dy, and D, (r)
denotes the rth non-empty subset of the set Dy, — {i}.

Substituting (A.4) and (A.7) into (A.2) and
performing the required integration, the closed
expression of Pr(i* =14) can be obtained and it is
shown in (A.8) at the bottom of next page.
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