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Abstract

In the twenty-first-century society, which focuses on digital technologies and services, sys-
tems such as mobile banking are progressively adopted by the worldwide population. Cur-
rently, the number of mobile banking subscribers worldwide exceeds 1.75 billion, represent-
ing 32 percent of the global adult population. Banks and payment institutions continue
to provide accessible and reliable channels for payment transfer and seamless coordination
of banking activities. Mobile banking has become one of the principal domains targeted
by tech-savvy criminals due to the lack of user awareness and insufficient software security
measures. In some parts of the world, SMS banking offers a convenient mobile banking ser-
vice that is easy to implement. However, it is only feasible under the assumption that SMS
service providers provide secure SMS services to users.

In this thesis, a novel secure SMS banking protocol based on steganography is proposed. The
steganographic system proposed is based on a multi-channel security protocol that com-
bines steganography by cover synthesis and steganography by cover modification. The new
security protocol has been inspired and developed by protocols proposed for the security of
Online Social Networks and Social Media Platforms. The resulting protocol considers the
mobile characteristics and constraints, delivering confidentiality based on steganography
with multiple channels but avoiding the need for hardware devices creating symmetric ses-
sion keys as in traditional cryptographic protocol solutions. The secure system is designed in

such a manner that it makes the protocol robust against various types of adversarial attacks.
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Furthermore, this novel protocol is evaluated with a theoretical framework by applying the
concept of game theory to a range of steganographic protocol settings. The game theory
models developed are based on two-player non-zero-sum complete information games in
strategic standard form. A range of use cases is designed, simulating these game-theoretical

models using Matlab.

iii



Dedication

This thesis is dedicated to Ezechitoke, Ndishi/ Nna, Ata Oyere, Ata Ona, Ata Omego,
Arushi Isi Iyi-Ogwugwu, Arushi Ideyi ma-ma Eze, Eze-Nwanyi Iyi Opobo, Omaba, Arushi
Ngwu and Igbo.

iv



Acknowledgement

Iam very grateful to all individuals who has supported me during my doctoral study journey.
I will take this opportunity to acknowledge those whose advice greatly influence the success
of this research.

At first, I would like to sincerely express my appreciation to my supervisor Dr Eckhard
Pfluegel for his utmost support, encouragement, motivation, patience and knowledge. The
guidance of my supervisor aided me greatly during my research.

Secondly, I would like to thank my second supervisor, Dr Martin Tunnicliffe, for all the
insightful feedback, questions, and comments throughout my study.

Thirdly, I am deeply grateful to my co-authors for the various valuable and helpful com-
ments that considerably contributed to this thesis: Dr Charles Clarke and Dr Gordon Hunter.
Finally, I would like to express my sincere gratitude to my family, the love of my life and my

friends, who have continuously supported me throughout my doctoral studies.



Contents

List of Figures

List of Tables

Introduction

1 Research Aimsand Objectives . . . . . . ... ... ... ... .....
1.2 Research Contributions . . . . . . . .. .. .. ... ... .......
1.3 Thesis Organisation . . . . ... ... ... ...............

1.4 Associated Publications . . . . . . .. ... ... ... .. .. .. ...

Background and Network Security Concepts
2.1 Security Services . . . ... ...
2.1 DataConfidentiality . . . . . ... ... ... .. 0 0L,
212 Datalntegrity . . . . .. ... ... oo
203  DataAvailability . . ... ... ... o o 0oL
2.2 Steganography . . . ... L.
2.3 Digital Steganography . . . . . ... ... oo o000 L
2.3.1  Steganography by Cover Selection . . . . ... ... ... ...
2.3.2  Steganography by Cover Synthesis . . . . . ... ... .. ...
2.3.3  Steganography by Cover Modification . . . . . ... ... ...
2.4 MobilePayments . . . . ... L L L L
2.4.1  Reference Model for Mobile Banking . . . . ... ... .. ..
2.5 Mobile Banking Applications . . . . . . ... ... Lo 0L
2.6 Entitiesin Mobile Banking . . . . ... ... ... 00000

vi

xi

xiii

)

c O\ -~ h

10

II

12

12



CONTENTS

2,61 Banks . .. ... 26

27 SUMMAIY . . . . . . it 27
3 Security Definitions and Terminologies 28
3.1 Cryptographic Definitions . . . . ... .. ... ... ......... 29
3.2 Security Definitions and Polynomial Security . . . . .. ... ... ... 32
3.3 Anonymity . ... ... ... 35
3.4 GameTheory . . . ... ... ... ... . L 37
3.40  Overview . . . . . . . ... 38

3.4.2  Non-cooperative Game Theory . . . . . ... ... ... ... 38

3.4.3  Strategiesin normal-formgames . . . .. ... ... L. 39

3.4.4  Solution Conceptsin Game Theory . . . . ... ... .. ... 41

4 Literature Review 43
4.1 Security Issues and AttacksinSMS . . ... ..o o000 44
4.2 Security Vulnerabilities of Mobile Network Algorithms and Protocols . . 48
4.3 Secure Transmission for Short Message Service . . . . .. .. ... ... 50
431 Secure SMS Protocols Based on Encryption . . . . .. ... .. 50

432 Secure SMS Techniques based on Steganography . . . . . . . .. 53

4.4 Protocols used for Secure SMS based Mobile Banking . . . . . ... .. 56
4.41  SMS Banking Protocols based on Steganography . . . . . . . .. 56

4.4.2  SMS Banking Approaches based on Encryption . . . . ... .. 57

4.5 Online Social Network-Specific Multi-Channel Protocols . . . . . . . . 59
4.6 Game Theory for Steganography . . . . .. ... ... ... ..., 61
4.6a1  Generic Security Games . . . . .. ... 62

4.62 Stego-Games . . . ... ... 62

47 Summary ... 64

s A Multi-Channel Steganographic Protocol for Secure SMS Mobile Banking 65

s, Motivation . . ... L. e e e 66
5.2 Chapter Contribution . . . ... ... ... ... ... ....... 69
5.3 Security Terminology and Setting . . . . . .. ... ... ... ... .. 70

vii



CONTENTS

s3.1  SecurityGoals . . . ... L oo Lo 70
s.3.2  Encryption and Steganography . . . . . . ... ... L. 70
s.4  Entropy in Cryptography and Steganography . . . . . .. ... ... .. 71
s.41  Entropyin Cryptography . . . . ... ... ... ... .. ... 73
s.4.2  EntropyinSteganography . . . .. ... ... ... .. ... .. 74
s.4.3  High Entropy Steganographic Model . . . . . . ... ... ... 77
s.4.4  Low Entropy Steganographic Model . . . . ... ... ... .. 79
s.5  SystemModel . . ... Lo 8o
s.s.1  AdversaryModel . ... oL oo oo 80
s.s.2  PassiveWarden . . . .. ... ... Lo 82
5.3  ActiveWarden . . ... ... 84
5.6 ProtocolDesign . . . . . ... ... ... L 88
5.61  SystemOverview . . . .. ... ... ... ........... 89
5.6.2  Protocol Description . . . . . ... ... ... ... .. ... 89
5.7 Security Analysis . . . ... ... L o 929
5.7.1 External SMS Interceptor . . . . . . . ... ... 99
s.7.2  Mobile Network Operators — Employees and Management . . . 101
s.7.3  Cybercafé Usersand Owner . . . . ... .. ... ... .... 104
s.7.4 ISP of Cybercafé and Government . . . . . ... ... ... .. 104
5.8 Summary . . ... 107
s.81  Advantages . . . ... ... 107
5.8.2  Limitations . . . . . . . . . .. ... e 108
6 Ensuring Message Freshness and Integrity in A Multi-Channel SMS Stegano-
graphic Banking Protocol 109
6.1 Motivation . . . ..o e 110
6.2 Chapter Contributions . . . . .. ... ... ... ... .. ... 12
6.3 Related Terminology . . . . . ... ... ... ... ........ .. 113
6.31  Semantically Constrained and Insecure Channels . . . . . . .. 113
6.3.2  Data Integrity and Authentication . . . . ... ... ... ... 113
633  Message Freshness . . . .. ... ... ... ... ..., 114

viii



CONTENTS

6.4 Ourpreviousprotocol . . . . ... ... L L 11§
6.41  Single-Channel Replayattack . . . ... ... ... .. ... .. 116
6.4.2  Multi-Channel Replayattack . . . . ... ... ... .. ... .. 18
6.5 Strengthened Approach . . . . ... ... ... Lo Lo oL 119
6.51  New Protocol Description . . . .. ... ... ... ... .. 19
6.6  Steganographic Protocols using Nonce Sharing . . . . . .. ... .. .. 123
6.7 Security Analysis . . . ... ... Lo L L 128
6.7a1  Security Assumptions . . ... ... 128
6.7.2  Collaborative Mobile Network Operator (MNO) Replay Attack 129
6.7.3  Multi-Channel Replay Attack . . . ... ... ... .. ..., 130
6.7.4  Multi-Channel Man-in-the Middle Attack . . . . . . ... ... 131
6.8 Discussion . . . . . . . . . e e 132
6.81 TrafficAnalysis . . . . ... ... ... L L 132
6.9 Requirements for a Proof of Concept Implementation . . . . . ... .. 133
6.90 Proofof Concept . . . ... ... ... .. ... ... ... . 134
6.9.2 Objective . . . . ... ... . 134
6.9.3  Implementing a Proof of Concept: detailed description . . . . . 135
6.9.4  Tasks for the Proofof Concept . . . . . . ... ......... 137
6.10 Costand Benefits Analysis . . . .. ... ... ... .o 00, 142
6.J0.I  ASSUMPLiOns . . . . ... ... 144
6.1 SUMMATY . . . . o v vt 147
7 Game-Theoretical Decision Models for Entropy-based Steganographic Tech-
niques 149
71 Introduction . . . ... ... 149
7.2 Chapter Contribution . . . . . ... ... ... ... .. ... 151
7.3 Contextand Background . . . . . ... ... o oo oL 152
731 StrategicGame . . ... ... 153
7.4 Game-Theoretical Decision Models . . . . ... ... ... ....... IS5
7.41  Motivation for Security Game Model . . . . .. ... ... .. 155
7.4.2 GameScenario . . . .. ... ... e 156

ix



CONTENTS

7.43 ASimpleStegoGame . . . . ... ... L. 158
7.4.4 Entropy-StegoGame . . . . . ... ... 159
7.4.5  An Extended Entropy-Stego Game . . . . . ... ... ... 161
7.5 Justification For The Use of Game Theory . . . . .. ... ... ... .. 167
7.6 GameAnalysis. . . ... ... ..o 169
7.6 Simple Stego Game Analysis . . . . ... ... L. 169
7.6.2  Quantitative Example A . . . . ... ... .o 00 L. 75

7.6.3  Combining the Best Response Functions Reveals the Mixed Strat-
egy Nash Equilibrium . . .. ... ... ... ... .. ... 179
7.6.4  Entropy-Stego Game Analysis . . . . ... ... ... ... 180
7.6.5  Quantitative Example B . . . .. ... ... 0000 0L 184
7.6.6  Extended Entropy-Stego Game Analysis . . . . . ... ... .. 189
7.7 Summary ... 193
8 Conclusion 194
81 ThesisSummary . . . . ... ... L L Lo 194
8.2 Discussion. . . . . . . . .. .. e 196
8.2.1  Multi-Provider Communication Exploit . . . . . ... ... .. 196
8.2.2 TrafficAnalysis . . . . ... ... ... L L 198
83 FurtherWork . . . . . . . . .. ... 198
831 Usability . ... ... ... ... ... o o oo 199
8.3.2  Multi-Channel Security Protocols . . . . . ... ... ... .. 199
8.3.3  Trustless Secure Systems . . . . ... ... ... .. L., 202
8.3.4  Game Theoretical Models . . . ... ... ... ........ 202
References 208



List of Figures

2.1
2.2
2.3
2.4

3.1
3.2
3.3
3.4
3.5

5.1

5.2

5-3
5-4
5:S
5.6
57
5.8
5-9
5.10

§.1T

Network and Computer Security Services . . . . . ... ... ... ...
Component of a standard-stegosystem. . . . . . .. ... ... ... ..
The Third Party Service Provider Model . . . . . ... ... ... ...
SMS banking Architecture . . . .. ... o L L oL

Symmetric Key Encryption . . . . . ... ... .. 0 0L
Asymmetric Key Encryption . . . . . ... ... .. 0oL
Pseudo-Random Function . . . ... ... ... ... .........
Hash Function . . ... . ... ... ... ... .. ... .. .....
General Purpose Hash Function Algorithms . . . . . .. ... ... ..

Cryptographic Random Oracle . . . . . . ... ... ... .. ...,

Amara wanting to transfer money to Ebere throughabank. . . . . . ..
Entropy H(Q) on the flip of a coin flip, measured in bits, graphed versus

the bias of the coin Pr(Q = 1), where Q = 1 represents a result of heads.

Basic Steganographic Method Using DCT (JPEG Compression) . . . . .
Basic Steganographic Method Using DWT (JPEG Compression) . . . . .
The high-entropy stegomodel . . . . . . ... .. ... .. . 0L,
The low-entropy stegomodel . . . . ... ... ... .. 000,
Passive Warden. . . . . . . .. .. . ... ...
Active Warden. . . . . . ...
The External SMS adversary in operation with a Stingray device . . . . .
A Multi-Channel Steganographic Network Protocol Trace (a). . . . . . .

A detailed Multi-Channel Steganographic Protocol System Overview

xi

II
17
23

24

29
30
31
32
33
34



LIST OF FIGURES

5.12
5-13
5-14
5-15
5.16
5-17
5.18

6.1
6.2

6.4

6.6

7.1
7.2
73
7.4
75

8.1
8.2
8.3

A Multi-Channel Steganographic Protocol Worked Example (a). . . . . . 95
A Multi-Channel Steganographic Protocol Worked Example (b). 96
A Multi-Channel Steganographic Protocol Worked Example (c) . . . . . 96
A Multi-Channel Steganographic Protocol Worked Example (d) . . . . . 97
External SMS Interceptor Replay Attack . . . .. ... ... ... ... 100
Mobile Network Operators — Employees and Management Replay Attack 102
Multi-channel man in the Middle Attack. . . . . . ... ... ... ... 105
Multi-Channel Replay Attack . . . . . .. ... ... ... .. ... 18

A Multi-Channel SMS Mobile Banking Protocol secure against multi-channel
replayattack . . . . ..o Lo Lo 120

A Multi-Channel SMS Mobile Banking Protocol secure against multi-channel

man-in-the middleattack . . . . .. ... .. ... ... ... ... .. 124
Active Nonce Sharing . . . . .. ... ... ... ... ... ... ... 125
Passive Nonce Sharing . . . . . ... ... ... ... .......... 126
The Cost-Effectiveness Analysis of Optionaand b . . . . . .. ... .. 145
S’s Success Rate from choosing look or =look against U’s p-mixed strategy 176
U’s Success Rate from choosing hide or —~hide against S’s q-mix . . . . 178
The Mixed Strategy Nash Equilibrium Occursatp =0.3,g=0.6 . . . . 179
8’s Success Rate from choosing s¥, or n¥ . against U’s p-mixed strategy 18s

U’s Success Rate from choosing heniropy OF Lentropy against S’s g — mix . 187

The Mixed Strategy Nash Equilibrium occursat p = 0.08,¢ =-0.1 . . . 188
Attack using three independent channels to transfer message S . . . . . . 197
A Multi-Channel Steganographic Network Protocol Trace (b) . . . . . . 200
System Protocol Overview with hardware Token . . . . . ... ... .. 207

xii



List of Tables

5.1

6.1
6.2
6.3

7.1
7.2
73
7-4
7-5

77
7.8
79
7.10

7.11

SMS Banking Unstructured Supplementary Service Data (USSD) Codes .

hardware Requirements . . . . . . ... ... ... .. ... L.
Cost Effectiveness Analysis . . ... ... ... L Lo L

Cost Effectiveness Thresholdand Option . . . . . . ... ... ... ..

Matrix for the simple stego-game G1. . . . . . . ... ... ... ...
Matrix for an Entropy-Stego Game Ga(+, ) . . . . . . . . ... ... ..
Matrix for an Extended Entropy-Stego Game G3 for U and S . . . . . .
Matrix G3 for U and S using the parameter 7 . . . . . .. .. ... ..
Matrix for the simple stego-game G1(+, -) with p — mix and g — mix.

A mixed strategy Nash Equilibriumgame . . . . . .. .. ... ... ..
A Numerical Simple Stego-game G1. . . . . ... ... ... ......
Matrix for an Entropy-Stego Game G2 (-, -) with p — mix and g — mix

A Numerical Entropy Based Stego-game Go. . . . . . ... .. .. ...
Matrix Gg forA and Swhere T =1 . . . . . . ... ... ... ....
Matrix Gg forA and S where T =0 . . . .. .. .. ... ... ....

Matrix for an Extended Entropy-Stego Game G4 for U, S and 8

xiii



Chapter 1

Introduction

HE establishment of telephone communication networks at the inception of the 20™
T century is often comparable to the impact of Internet technology in society world-
wide. Internet technology through e-commerce enables the relationship between customer
and merchant flexibility. Contemporary advances in this technology enable mobile com-
puters and devices to be equipped with wireless interfaces. Technology offers a new paradigm
of computing that enables people with mobile devices to share infrastructure irrespective of
their geographical location. In Japan, the success of the Mobile phone operator company,
namely NTT DoCoMo’s i-mode, with about 34 million data subscribers, exemplifies the
necessity for mobile data services. In Europe and Africa, the widespread uptake of Short
Messaging Services (SMS) has demonstrated the high demand for additional services in the
market. In 2001, over 30 billion SMS messages were transmitted according to the GSM
Association and a billion wireless users by the end of 2005. Several mobile devices were
explicitly manufactured to aid users in processing stock trading, collecting product infor-

mation, and product purchasing [194].

The advancement of payment from the physical exchange of notes and writing cheques
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to payment through cards over the internet has made purchasing goods and services flexi-
ble. For example, in card payment, the interchange occurs between the merchant’s bank
and customer’s bank over a communication channel managed by card payment services or
organisations. The development of e-commerce payment services has put extra pressure
on payment service providers, card companies, mobile operators and banks to provide ade-
quate security and interoperability. The emergence of mobile payments has introduced an
extra layer of complexity through constrained devices with numerous capabilities. Mobile
banking executed through a mobile network should be placed to the same level of standard-
isation that governs physical payment cards used to be perceived as familiar and secure by

the public.

Mobile banking services are diverse and determined by regional differences and the in-
dividual market dynamics. For instance: in Europe, a mobile top-up for prepaid phone
services is ubiquitous. In Japan, mobile Internet services are successful. They can be at-
tributed to the high concentration of populations in urban areas, consumer satisfaction
with portable electronic devices, extensive commute times, and widespread wireless net-
work infrastructure [194]. The launch of M-Pesa mobile money accounts in Kenya has over
13 million Kenyans using their mobile phones to purchase goods and services. There are
over 90 million active mobile subscribers in Nigeria. This adoption perhaps has motivated

the Central Bank of Nigeria (CBN) to establish mobile financial services all over the country

[155] [68].

Mobile banking is a subset of online banking; there are differences. According to the
study in [123], mobile banking over online banking is due to the mobility, portability and

instant connectivity of mobile phones. The classification of mobile banking payments is
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Macro-payments and Micro-payments. Macro-payments refer to substantial payments such
as online shopping, while micro-payments refer to $5 or fewer payments. The difference
between these two types of payments is essential since the required security will be dissimilar.
For instance, authentication for every macro-payment via a trusted financial entity is crucial,
although network authentication could be sufficient for micro-payments that only use the

operator’s infrastructure.

The SMS (Short Message Service) is an alternative payment scheme to achieve pay-
ments with simplicity, convenience and low cost. The SMS is a texting service available on
an extensive range of networks, including 3G and 4G networks. However, it was initially
designed as part of the GSM (Global System for Mobile communication) and can trans-
mit non-sensitive messages across the mobile network. Many organisations, businesses and
individuals use SMS for official purposes. SMS is used to enquire about transaction infor-
mation and account status in mobile banking. In order words, with mobile, SMS bank-
ing enables an environment where users can request banking information, transfer money,
check account balance, manage an account, pay bills, request a cheque, and so on through
the mobile network. Though securing SMS is challenging due to the nature of the wireless
medium. The wireless network uses an air interface that is a shared medium; an adversary
tuned into the frequency correctly can access the SMS. Secondly, encryption techniques
used for security is considered insecure and, therefore, vulnerable to various attacks. Hence,
this motivates the need to design a secure SMS based mobile banking protocol that intends
to provide confidentiality and integrity to users while performing transactions on the net-

work environment.
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1.1 Research Aims and Objectives

This research aims to improve the security of existing SMS based mobile banking frame-
works by designing new security controls in the area of cryptographic and steganographic
protocols, to alleviate fraud and surveillance in mobile banking. These goals will be attained

by addressing the following objectives:

* To devise a novel multi-channel SMS-based mobile banking protocol, based on ex-
tending protocols employed for secure communication in Online Social Networks,

for application to a suitable use case in developing rural areas.

* To design a more robust version of the protocol, mitigating typical network security

attacks such as multi-channel replay and man-in-the-middle attacks.

* To develop a novel game theoretical framework for information hiding models in
a range of network scenarios, enabling the evaluation of a hybrid-entropy stegano-

graphic protocol based on simulations using Matlab.

1.2 Research Contributions

The research contributions made in this thesis focus on the design and evaluation of a novel
security protocol for SMS-based mobile banking. As presented in the previous section, these

contributions align with the individual research objectives.

* Contribution 1, the new security protocol, has been designed and inspired by the
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security protocols in the context of Online Social Networks and Social Media Plat-
forms [26, 47, 63, 170]. The resulting contribution to knowledge is the adaptation
of these types of protocols to the SMS mobile banking setting, and the arising con-
fidentiality protection against eavesdropping by the actual service providers. To the

author’s knowledge this has not been investigated in previous works.

* Contribution 2 is a strengthening of the new security protocol, designed in such a
way that it makes the protocol robust against typical network security attacks such
as single-and multi-channel man-in-the-middle attack, single-and multi-channel re-
play attack, and steganalysis under certain circumstances. As a result, the protocol
achieves data integrity and message freshness for SMS banking transactions. This ro-
bust security design could be essential for adapting the protocol in future real-world
scenarios. Together with the previous contribution, this establishes a thorough secu-

rity analysis of the multi-channel protocol.

* Contribution 3 of this thesis describes a novel theoretical framework for models ap-
plying the concept of game theory to a range of steganographic protocol settings.
The game theory models are based on two-player non-zero-sum complete informa-
tion games in strategic standard form. This framework is then used to evaluate the
steganographic protocol of Contribution 2. Using the Matlab scientific tool, a range

of use cases is designed, simulating these game-theoretical models.



CHAPTER 1. INTRODUCTION

1.3 Thesis Organisation

This thesis is organised as follows:

Chapter 2 — Background and Network Security Concepts. This chapter presents
a brief introduction to various security concepts. The areas presented include the security
services such as Data Confidentiality, Data Integrity and Data Availability. Secondly, var-
ious steganographic concepts are discussed. These steganographic concepts include Dig-
ital steganography, steganography by Cover Selection, steganography by Cover Synthesis
and steganography by Cover Modification. Finally, this chapter also discusses the reference

model for mobile banking, mobile banking applications and entities in mobile banking.

Chapter 3 — Security Definitions and Terminologies. In this chapter, the cryp-
tographic security definitions and terminologies used throughout this thesis are presented.
This chapter presents cryptographic terminologies such as encryption, hash functions, se-
mantic security, Secret Sharing and anonymity concepts. Also, this chapter presents con-
cepts in game theory such as the non-cooperative game theory, strategies in normal-form

games, and solution concepts in game theory.

Chapter 4 — Literature Review. In this chapter, various literature relevant to this
thesis are discussed. The literature presented is divided into four sections. At first, the se-
curity issues and attacks in the short message service (SMS) are discussed. Secondly, the
techniques used to secure SMS transmission are presented as well. This technique includes
secure SMS protocols based on encryption and steganography, respectively. The following
section presents SMS banking approaches based on encryption and steganography, which

researchers have proposed. It also presents the specialised multi-channel Online Social Net-



CHAPTER 1. INTRODUCTION

work (OSN) protocols. Finally, we present security games based on steganography which

are specific non-cooperative two-player games relevant to the games developed in this thesis.

Chapter s — A Multi-Channel Steganographic Protocol for Secure SMS Mo-
bile Banking. This chapter introduces the concepts of dual entropy steganography in an
SMS based mobile banking environment. In this paper, a novel secure SMS banking proto-
colis proposed. The approach is based on a multi-channel security protocol combining low
and high entropy steganography. One of the distinct advantages of this protocol is its confi-
dentiality property against the mobile network operator, which, to the author’s knowledge,
is a novel feature. Furthermore, the required architecture is simple and only involves GSM
services and one additional internet connection, which can be insecure. As such, it offers se-
curity, low deployment costs and would be suitable, for example, in rural areas or countries

without individual secure home internet connections.

Chapter 6 — Ensuring Message Freshness in A Multi-Channel SMS Stegano-
graphic Banking Protocol. In this chapter, an improved SMS banking protocol that was
already presented in Chapter 4 is described. After analysing the security of this prototype
protocol, the threat of a multi-channel replay attack is addressed by introducing server-side
nonces. As a result, the strengthened protocol is secure and robust for real-world scenarios.
In addition, a thorough strategy of the practical requirements necessary for implementing
the system is described. Finally, a Cost-Effectiveness analysis is calculated against an existing

solution to justify the practicability and benefits of the protocol.
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Chapter 7 — A Game-Theoretic Decision Model for a Hybrid-Entropy Stegano-
graphic Protocol. In this chapter, we devise a novel game theoretical control framework
for steganographic models in an insecure and constrained public network based on con-
sidering two-player non-cooperative games. These models aim to evaluate steganographic
systems developed in Chapters 5 and 6 by designing use cases with reasonable strategies that
can be applied in a realistic environment. Also, the models can assist in studying the princi-
ples of game theory for the development of steganography. The evaluation of these models

is implemented with the aid of the MATLAB computing tool.

Chapter 8 — Conclusion. Finally, in this chapter, the summary of the research re-
sults from this thesis is presented. The conclusion chapter is divided into two major sec-
tions: discussion and future research. The discussion section discusses a significant security
challenge known as a confidential messaging exploit and traffic analysis. The future research

section outlines four major challenges that need to be addressed.

1.4 Associated Publications

As part of the research carried out for this thesis, the following peer-reviewed articles have

been published:

1. Obinna O, Pfluegel E, Clarke CA, Tunnicliffe M]J. A Multi-Channel Steganographic
Protocol for Secure SMS Mobile Banking. In: The 12th International Conference for
Internet Technology and Secured Transactions (ICITST-2017). Cambridge, United

Kingdom: IEEE; 2017. p. 248-s3.
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2. Obinna O, Pfluegel E, Tunnicliffe M], Clarke CA. Ensuring Message Freshness in
A Multi-Channel SMS Steganographic Banking Protocol. In: International Con-
ference on Cyber Security and Protection of Digital Services (Cyber Security 2018),.

Glasgow, Scotland, UK: IEEE; 2018.

3. Tunnicliffe MJ, Obinna O, Pfluegel E. Hidden Protocol Strengthening with Ran-
dom Sentences as Cryptographic Nonces. In: Proceedings of 12th International Con-

ference on Global Security, Safety and Sustainability, ICGS3 2019. London, England:

IEEE; 2019.

As part of the materials published in these papers, an additional collaborative contribution
was made in the paper Hidden Protocol Strengthening with Random Sentences as
Cryptographic Nonces. This research is included in Section 6.6 for reasons of complete-
ness, and we refer to the published paper to study the novelty aspects of this contribution

in detail.



Chapter 2

Background and Network Security

Concepts

HIS chapter presents various background and network security concepts relevant to
T this thesis. In the contributions Chapters 5 and 6 of this thesis, the central focus re-
garding security services is Data Confidentiality and Data Integrity. The Data Confidential-
ity goal directs towards preventing surveillance, the discourse of SMS banking transactions
and using financial information for malicious intent by unauthorised persons and adver-
sarial entities. The Data Integrity interest is towards preventing modification attacks such
as replay attacks and man-in-the-attacks. Therefore, this chapter presents security services,
such as Data Confidentiality, Data Integrity and Data Availability. Secondly, the stegano-
graphic protocol developed in this thesis is a scheme that synthesises steganography by Cover

Synthesis and steganography by Cover Modification; consequently, these steganographic
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concepts are discussed in section 2.3, which also includes steganography by Cover Selection.
Finally, this chapter discusses the reference model for mobile banking, mobile banking ap-

plications and the entities in mobile banking considered in this thesis.

2.1 Security Services

The use of security services in mobile banking enables secure transactions. The security ser-
vices employed use mathematical algorithms to safely transmit transactions in an unreadable
manner to unauthorised entities. After the transaction has reached its destination, the au-
thenticated recipient should reconstruct the original message. In [18], the security services
consist of six services. However, in this thesis, the security services are classified into three

primary services:

Integrity

Figure 2.1: Network and Computer Security Services

II



CHAPTER 2. BACKGROUND AND NETWORK SECURITY CONCEPTS

2.1 Data Confidentiality

Data confidentiality protects private information from specific unauthorised individuals
or systems. There are several levels of protection that can be used to protect data while in
transmission. The TCP connection can protect the connection between two communicat-
ing entities that wish to exchange sensitive data. The small details of the service can also be
defined, and the details may include the specific fields within the private message or pro-
tection from a single message. Protecting data in this method might be less cost-eftective,

complicated to implement and less valuable than a comprehensive approach.

Another necessary aspect of confidentiality is data traffic flow protection from traffic
analysis. This concept requires that an adversary cannot know the source, destination and

other characteristics of traffic flow.

2.1.2  Data Integrity

Integrity is another important factor that can be applied to a single message and a stream
of messages. Data integrity ensures that sensitive data is not modified, deleted and inter-
rupted without authorisation. A connection-oriented integrity service like the TCP ensures
that data is not replayed, modified, inserted, reordering, duplicated or destroyed. Thus, the
connection-oriented integrity service ensures security against denial of service attack and
modification. However, connectionless integrity services can only ensure that messages are

not modified.

There is a difference between integrity without recovery and integrity with recovery.

12
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Integrity services relate to the detection rather than prevention of active attacks. If attacks
are detected, the service will only report this violation and not recover from the attack.
Other alternative mechanisms can be used to recover from the loss of integrity. For example,

automated recovery systems are a more alternative approach in general.

Origin Integrity The concept of origin integrity as a subcategory of data integrity per-
tains to a mechanism that ensures that an intended recipient can prove or verify the origina-
tor’s identity when information is transmitted across a channel. A typical example of such a
system is an electronic-mail system. When a sender transmits an email to a particular recipi-
ent, the recipient can verify that the email is legitimate by confirming the expected claimant
email address. For simplicity, this service provides proof of the integrity and origin of a mes-
sage; neither the sender nor the receiver can deny a transmitted message. This service may

also be referred to as non-repudiation of data.

Authentication This service assures that communication is authentic. In a case of a sin-
gle message, such as an intrusion detection system (IDS) alarm signal, the purpose of the
authentication service is to assure the recipient that the message is from a legitimate source.
This service can also be seen as the authentication of network participants, which is the col-
laboration of the identity that a person can claim a formal assurance of a trusted third party.
Authentication is essential to make certain non-repudiation of network users and network

COI’IlpOIlCl’ltS.
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2.1.3 Data Availability

The availability of a system can be defined with the RFC 4949 and X.800 services. This
service enables system resources to be accessible and usable to authorised entities by per-
formance specifications for the system. There are various kinds of attacks that can render
system resources unavailable. Some of these attacks can be mitigated with countermeasures
such as encryption and authentication, though other attacks require physical activity to pre-
vent the unavailability of resources. This service resolves the security concerns of denial-of-

service attacks.

Access Control  Access control in the context of network security is the ability to control
the privileges to host applications and systems through communications channels and links.
In order to achieve access control, each individual that needs access to a system must be

identified through authentication.

2.2 Steganography

The word “Steganography” originated from two Greek words, steganos, meaning “covered,
invisible or concealed”, and graphein meaning “writing”. Steganography is a technique that
covers or camouflages the message’s existence by using a cover message to embed a secret
message that is to be transmitted. Steganography can also be referred to as the science of
invisible communication [s8] [73] [166]. In contrast, encryption is a technique that converts
plaintext to ciphertext. This technique hides or encrypts the message from attackers but not

the message’s existence.
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Modern steganography is on the increase, driven by the digital age and used for legit-
imate and illegitimate purposes, which include: DRM, copyright, watermarking and es-
pionage, crime, activism, malware, respectively. Indicators show that the proliferation of
data hiding tools, such as “Android Data Hiding Tools”, is in use but difficult to prove. If
deployed effectively, steganography can overcome the limitations of encryption [106] [183]
[80]. In the following section, 2.3, the steganographic schemes used in developing the pro-
tocol in Chapters 5 and 6 of this thesis are discussed. The proposed steganographic protocol
is a synthesis that combines steganography by cover synthesis and steganography by cover se-
lection. Atfirst, section 2.3 briefly discusses the concept of digital steganography in-network

computing environment.

2.3 Digital Steganography

Information and computing technology have made concealing private information more
feasible and challenging to access by unauthorised personnel. Digital steganography can be
defined in various ways. It can be defined as the science and art of using digital media to
hide or cover private or secret digital information. It can also be defined as the science of
hiding sensitive data in digital format or media such as text, image, audio, and video-based
[73] [206]. Steganalysis is the science of uncovering embedded or private messages, just like

steganalysis systems are used to detect stego data in an image [73].

Modern techniques in steganography use powerful steganographic software tools to
conceal information. However, the application of steganography has attracted great interest

in government and commercial organisations. Commercial institutions that wish to protect
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their data-related assets from piracy have shown interest in utilising steganography. Today,
steganography is often used to secure and transmit data safely in images and music to ensure

copyright.

For steganography to be deployed effectively, a performance triangle needs to be con-
sidered. The performance triangle includes secrecy, capacity and robustness. This perfor-
mance triangle separates steganography from encryption. To attain secrecy, the effectiveness
of concealment must be attained. For adequate capacity, storage space limitations for confi-
dential data within a cover medium must be considered. This notion is important because
one needs to consider what happens to the cover medium if a capacity threshold is exceeded.

Robustness considers the limitations, vulnerabilities and thresholds of a carrier medium.

In this thesis, essential components that define steganographic communication is dis-
cussed. Consider the following example: Alice and Bob want to communicate secretly, al-
though both of them must agree on an essential proceeding to communicate (Protocol) their
secret messages. Specifically, both communicating entities need to hide their secret message
with some type of cover medium. They also need to respectively design algorithms necessary
to hide and extract their secret messages. In order to increase security, both algorithms need
to be dependent on a secret key (stego-key) known only by Alice and Bob. Besides the type
of cover the internal workings of the algorithm, an authorised entity’s capacity (For example,
Eve) to detect the secret communication depends on the size of the message. Finally, Alice
and Bob will transmit their messages through a channel controlled by the warden (Eve). Eve
may or may not interfere with the communication. In digital steganography, the following

are basic terminology is used:
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A 4

Figure 2.2: Component of a standard-stego system.

* Cover Media: The cover media is the carrier in which the secret data is hidden such

as an image file.
* Payload: The secret data to be hidden in cover media.
* Stego-Media: The media with embedded payload.

* Steganography: The process using which the payload is embedded in the cover me-
dia.

* Steganalysis: An attack on stego-media using which the hidden payload is to be

extracted from it.

Some forms of steganography are analogous to camouflage [180]. At times, they of-

ten rely on exploiting a weakness to be successful. Steganography has different techniques:
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text, image, audio, and video-based. These techniques have different approaches, including

steganography by cover selection, cover synthesis, and cover modification.

2.3.1 Steganography by Cover Selection

In this method, a sender has a database of images available, which can communicate a secret
message. A bit of data could be transmitted by using a picture. For example, a picture with
the presence of a cat in a portrait could have covert meanings such as “attack at dawn”. The
steganographic encoding algorithm can work by simply drawing images randomly from the
database until a suitable image can communicate the desired message. Here, the stego-key

is the set of principles that tell both the sender and receiver how to interpret the images.

Another case of steganography by cover selection involves hash functions. A sender
can select an image from a database and apply a hash function. If the hash matches the de-
sired message bitstream, the image is transmitted to the receiver; the sender selects a different

image until a suitable match is obtained.

2.3.2 Steganography by Cover Synthesis

The sender can create a cover that conveys the desired message in steganography by cover
synthesis. An interesting example is a text that involves the cover rather than a digital im-
age so that the text can look like legitimate spam. The sender uses the fact that spam often
has unusual wording, which can be used to embed a message. SpamMimic (www.spam-

mimic.com) utilises mimic function to encode messages in an artificially created spam-looking
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SthO text.

In exceptional cases, steganography by cover synthesis could be combined with steganog-
raphy cover selection to alleviate the exponential complexity of embedding by hashing [168].
This thesis combines steganography by cover synthesis with steganography by a cover mod-

ification to form a new system, and the approach is presented in chapter s of this thesis.

2.3.3 Steganography by Cover Modification

Steganography by cover modification is the most studied and widely used approach. A spe-
cific example of this approach is the List Significant bit (LSB) technique. The most popular
steganographic algorithms used to implement the LSB technique are the jsteg, Fs and the
+1 embedding. Eminent research [95] [92] in this area use information theory, Complexity-
theory and cryptographic concepts to formulate the theory of steganography by cover mod-
ification. Here, the sender uses a cover medium (image) and modifies that image so that
confidential data such as text can be hidden. Both the sender and the receiver can work a set

of all possible messages and keys that could, in most cases, depend on specific covers:

C istheset of cover objectsc € C,

K (c) is the set of all stego keys for c,
M(c) is the set of all message inc
Enc:CxKxM — C,

Dec: C XK — M,
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such that forallc € C,and all k € K(c),m € M(c),

Dec(Enc(c, k,m), k) = m.

The sender can use any suitable cover-medium ¢ € C and encode m in it. The number
of messages that can be communicated in a specific cover x depends on the steganographic

scheme and it may also depend on the cover itself.

2.4 Mobile Payments

2.4 Reference Model for Mobile Banking

With the advancement of information and communication technology (ICT), access to ser-
vices and competition have pushed banks to introduce mobile banking services. These ser-
vices have led to the development of various mobile banking models, which can be classified
into the following models [205]: Mobile Service Provider-led, Third-Party Service Provider
Model, and Bank-led Model. In this thesis, the Bank-Centric Model will be mainly consid-
ered, focusing on SMS banking. In this thesis, the Bank-Centric Model is used to develop
the protocol considering the bank is trusted; all payment routes and operations are cen-
tralised at the bank; this is further explained in Chapters s and 6 of this thesis. Although the
Mobile Service-led Model and the Third-Party Service provider Model are not used in this

thesis, it is essential to discuss them briefly.
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Bank-Centric Model In this Model, the bank controls the whole payments process leav-
ing the transport and network functionalities to the mobile operators. This Model uses the
technical and financial capabilities of a fully developed financial system. This system’s func-
tionality can translate into the usage of dual-slot mobile phones, where one SIM slot is used
for mobile banking while the other is used for telecommunications. Though, banks need to
ensure the protection of all mobile network operators and customers in a given market. In
the event the customer mobile phone is lost or stolen, banks may depend on or collaborate

with the mobile operator to deactivate the application.

Mobile Service Provider-led Model In this Model, all operations are centralised at the
mobile network operators. The chip installed on the mobile phone handles both financial
and security aspects. The mobile operator pays the merchant, and when customers make
purchases, credit is extended to them at the end of the billing process with a small transaction
fee. A solution such as this is specifically suitable micropayments, as seen in the instance of
a popular mobile internet service in japan known as i-mode®. Underdeveloped financial
institutions can also use this system in terms of quality, considering it takes advantage of the

mobile network reaches in rural areas.

The merchant and purchaser are restricted to the same network. In the case of the
banks, there are a few dangers in giving the mobile network operator exclusive privilege to
customers. In this thesis, the Mobile Service-led Model is not considered in developing the
protocol developed in Chapters s and 6 considering they are not to be trusted. This Model s
not considered for the reason that the mobile network service operators are participating in
mass phone surveillance, which includes logging text messages and phone calls. In Chapter

5, the System Model in section 5.5 presents the rationale for the lack of trust in the Mobile
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Service-led Model.

Third-Party Service Provider Model = The Third-Party Service Provider Model is an in-
dependent service provider that acts as a trusted entity to manage the security credentials.
In some instances, it may provide private currency to settle the accounts. The significant
responsibility of this Model is to bridge the mobile network operators and providers (for
example, banks.). During a purchase, credits the merchant’s account by debiting the pur-
chaser’s account. This Model gives some independence to the customer from the mobile
network operators or the bank. The protocol presented in Chapters s and 6 is a cost-eftective
solution designed to operate in rural areas or poor infrastructural environments; therefore,
using a trusted third party is not considered as this would introduce additional and unnec-

essary costs to deploy.

There are some risks associated with the Third Party Service Model. Some risks could
be considered in a case where a service provider pays a merchant before the customer pay-
ment is settled. On the other hand, the service provider will bear no risk if the customer

payment must be cleared before merchants are paid.

2.5 Mobile Banking Applications

Messaging-based Applications. There are various SMS mobile banking services that
banks offer in order to enable flexibility of financial and non-financial transactions to cus-
tomers. The services offered include the PUSH and PULL SMS mobile banking services.

Although SMS messages are, by default, designed to transmit non-sensitive messages over
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Figure 2.3: The Third Party Service Provider Model
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Figure 2.4: SMS banking Architecture

the communication network and the SMS encryption used for transmission is not secure,
this, however, potentiality leads to various threats that have been identified and discussed

by various scholars.

In SMS banking, customers can perform financial transactions such as bill payment,
balance payment and account transactions. With the use of secure text messages through a
mobile or cell phone. In this banking system, the details about a customer’s credit card in
the SIM card and an installed payment application is given by the mobile operator. There
are two methods of SMS widely used in today’s applications: the PUSH SMS and PULL

SMS messages.

The PUSH SMS messages are inquiry-based services that enable text messages to be
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sent from the bank to the customer’s mobile phone without the customer initiating a re-
quest for information. For example, a customer can receive a withdrawal alert from the
bank whenever a transaction is performed. The PULL SMS messages are transaction-based
services that enable a customer to use a mobile device or phone and send a request to the
bank to obtain financial information or perform a transaction. This messaging application
is a full-duplex communication system where a customer sends a request to the bank, and
the bank replies to the information sought by the user. For example; when a customer makes
an account balance enquiry, such is considered a PULL SMS message [23], [213], [214]. This

thesis is focused on the use of the messaging based application.

Web-based Applications. The mobile device uses a browser interface to display HTML
generated by server-based applications. Data processing is done solely on and by the server in
the browser-based application, and this means that there is no need for third-party software
and significant processing power on the mobile device. Web-based applications are reason-
ably suitable for mobile devices with low processing power and memory. Additionally, the
interaction between the user and the application is simplified by the predefined browser

graphical interface [225].

Client-based Applications. Thisapproach requiresa mobile banking customer to down-
load software (mobile app) on a mobile device. The entry of transaction details can be pre-
pared offline. Once all crucial information is imputed in the software, a server connection
is established, and then data is transmitted. Security measures take place employing PINs
and TANS before data transmission. Client-based applications are attractive because a sig-

nificant part of the banking process is conducted offline, reducing online connection time
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and cost [225].

2.6 Entities in Mobile Banking

2.6.1 Banks

Banks have continued to upgrade their infrastructure to accommodate new banking tech-
niques and security methods in response to the growth and development of online and
mobile commerce. Various banks have managed several generations of software and hard-
ware. In general, many information technology infrastructures of the bank had continued
to include subsystems that are outdated. Studies estimated that the information technol-
ogy infrastructure of banks globally spends about 70%-87% on maintaining outdated sys-
tems. Banking interconnecting elements might mask this heterogeneous system at the cost
of inefficiency and complexity. Though, at the time being, to put pressure on traditional
organizations, startups unburdened by outdated systems are free to explore new ways and

experiment with novel ideas.

Online access to the bank has highly increased. For example, banking customers regu-
larly check their account balances from smartphones and tablets, which could be overbur-
dened on systems designed for less frequent requests. Banking disruption such as a shut-
down of the Royal Bank of Scotland in 2012 could frustrate millions of customers from
accessing their bank accounts. Furtherly, if the increase of cryptocurrencies such as Bitcoin

becomes highly adopted, the role of banks may change radically.
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In retort, more than a few established banks have started offering cloud storage to cor-
porate clients, while others have partnered with technology companies to improve their ser-

vices.

2.7 Summary

This chapter introduces essential security concepts such as confidentiality, integrity, and
availability. This chapter also introduced an overview of steganographic schemes and core
concepts used in developing the protocol in Chapters s and 6 of this thesis. In digital steganog-
raphy, this chapter introduced the three approaches to implementing steganography: steganog-
raphy by the cover selection, steganography by cover synthesis and steganography by cover
modification—furthermore, mobile payments, mobile payments, mobile banking applica-
tions and entities in mobile banking were presented. Chapter 3 of this thesis presents the
vital cryptographic security definitions and terminologies considered in developing the con-

tribution.
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Chapter 3

Security Definitions and Terminologies

N this chapter, the cryptographic security definitions and terminologies are presented
I used throughout this thesis. Since the contributions described in Chapter 5 and 6 of
this thesis are concerned with confidentiality, privacy and integrity controls of SMS banking
transactions, the definitions described in section 3.1-3.4 are confidentiality and privacy con-
cepts that needed to understand the remaining chapters of this thesis. This chapter presents
cryptographic terminologies such as encryption, hash functions, semantic security, Secret
Sharing and anonymity concepts. Also, this chapter presents concepts in game theory such
as the non-cooperative game theory, strategies in normal-form games as well as solution con-
cepts in game theory. For the basic cryptographic notions presented in this chapter, more

details can be found in [142].
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3.1 Cryptographic Definitions

Negligible Function: A function f(-) is considered to be negligible if a polynomial p(-),

and a function f(+) is bounded by p(1)~! in the security parameter A..

Symmetric-key Encryption: A symmetric-key encryption system I constitutes of three

algorithms:{keyGen, Enc, Dec}

* On the input of a security parameter A, the keyGen(A) returns a key (k).

* The Ency(-) takes a key k and a secret message m € M, and returns a ciphertext

ceC.

* On the input of a key k and correct ¢, the Decy(c) will return m, otherwise L is

returned.

Shared Secret Key l
Hello Alft+ Z$%E~~2H @ Hello

Encryption e Tt i i
i Algorithn

Figure 3.1: Symmetric Key Encryption
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Public-Key Encryption: A public-key encryption system PKE constitutes of the follow-
ing algorithms: {keyGen, Enc, Dec}

* On the input of a security parameter A, the keyGen(A) returns a set of public keys

(pk, sk).

* The Encpy(+) takes a public key pk and a secret message m € M, and returns a

ciphertext ¢ € C.

* With the correct secret key sk and correct ¢, the Decgy(c) will return m, else L is

returned.

Public Key Secrelt Key

Hello AL#+ Z8%E~~2t Hello

S Be |
m a@@@ SEE

Plain-Text i Cipher-Text

Figure 3.2: Asymmetric Key Encryption

Pseudo-Random Functions: A pseudo-random function (PRF) is a deterministic efhi-
cient algorithm that uses a key k and a string of n-bit length x < {0, 1}" and returns an
n-bit string y <= PRF(x), this makes impossible to distinguish y from a truly random

output. To simplify, PRF : K x {0, 1}" — {0, 1}".
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Figure 3.3: Pseudo-Random Function

Hash Functions: A cryptographic hash function H(-) is a suitable algorithm that takes
as an input, a variable length of message or bit string m € M maps it into a fixed length /

s.t:{0,1}* — {0, 1}, simply m < H(m).

Universal Hash Functions: A random algorithm 7 is universal if it can be used for
constructing hash functions 2 : U — {1, ...... , M} ifforallx # yin U. Also, a set of hash
functions H is considered universal if the methodology used in choosing & € H atrandom

is universal.

(HMAC) Hash-Based Message Authentication Code: Unlike the MAC function, the
HMAC is a particular kind of message authentication code that involves the combination of
a private key and cryptographic hash function as input. The output is a fixed length which

provides data integrity, as a MAC would, HM ACx(m € M).
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f(x)

Myfile.txt A 25 bt
il

Plain-Text

Figure 3.4: Hash Function

3.2 Security Definitions and Polynomial Security

It is challenging to use arguments in information theory to prove the security of most cryp-
tographic background terminologies. Though, security in cryptographic systems or settings
can be bound to the complexity of mathematical tasks. This reason is due to the presump-
tion that no algorithm could solve this task in polynomial time with a probability of negli-
gibility. The secure scheme of Chapters 5 and 6 is described by showing that a probabilistic
adversary has a negligent advantage in breaking the steganographic protocol under certain
conditions. Consequently, it is essential to introduce some general security concepts rel-
evant to this thesis. The security definition such as indistinguishability is applied to the

contributions of Chapters 5 and 6 of this thesis.

Semantic Security: Throughout this thesis, a cryptographic system is considered secure

semantically if the property of indistinguishability for a ciphertext and message holds.
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Figure 3.5: General Purpose Hash Function Algorithms

Definition ©:  (Message Indistinguishability). A cryptographic system S(-) : C «—
S (A, m) is said to be indistinguishable if a probabilistic polynomial time (PPT) A is unable
to distinguish between the outputs of S(m1) and S(ms2) plus a non-negligible function €.

It should the following:

|P[A(Cy « §(A,my)) = 1] = P[A(C2 = S(A,mp)) =1]| < €

Definition 2:  (Ciphertext Indistinguishability). A cryptographic scheme S(-) : C «—
S(A), is said to be ciphertext indistinguishable if no probabilistic polynomial time (PPT)
adversary A is able to distinguish the output of S(1) from any random value r «— {0, 1},

with non-negligible probability.

IP[A(C; — S)) =1] - P[A(r < 8{0,1}) =1]| < €
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Key-Privacy: Public key privacy was initially defined in [27] as the indistinguishability
property of public keys used for encryption. It is used most in particular to identify the

public key encryption defined as follows.

Definition 3: (key-Privacy). A public key encryption system Enc,i(m) — c, is key
private if any adversary bounded in polynomial time (PPT) A, with ingress to the keys
{pk1, pka} is unable to distinguish the output ¢; of Enc py;(m) when using pk1 and pko

such thati = {1, 2}, with non-negligible probability.

Cryptographic Random Oracle: A cryptographic random oracle O is a mathematical
function chosen at random that maps any input O(x) to a fixed random output & with
a uniform distribution. They are used for an ideal replacement of a hash function where
randomness is needed. i < O(x) [17]. A cryptographic random oracle can also be seen as
a theoretical black box that responds to every unique query with a truly random output in

its output domain. If queried the same input repeatably, it gives the same output [28].

4

<

%(X)
i
p S, p

Figure 3.6: Cryptographic Random Oracle
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Secret Sharing: The idea of secret sharing was initially proposed by Adi Shamir [203].
The idea of the secret sharing scheme is to divide a secret § into n shares amongst n indi-
viduals, in a way that each individual does not gain information about S. By combining
their shares the secret § can be constructed. However, knowledge of any piece or more than
pieces can reconstruct S. This can be achieved through the < n, where ¢ is the threshold.
Any individual with ¢ or more piece of the secret S can reconstruct f(n) using Lagrange

Interpolation.

for

3.3 Anonymity

Encryption techniques provides confidentiality of private content, though it does not di-
rectly provide anonymity. Techniques such as traffic analysis can be used to track and iden-
tify users communicating without their knowledge. Although, it is a challenging task to
provide definition of anonymity. Pfitzmann and Kéhntopp [169] defined anonymity as fol-

lows.

Definition 3.3.x. “Anonymity is the state of being not identifiable within a set of subject, the

anonymity set”.

The entity e; is considered anonymous if and only if it is difficult to e; in the set
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& ={ej, .....,en}, such that, N = |E|. Hence, an effort to quantify anonymity in commu-
nications, the study in [200] and [60] propose the use of entropy within the anonymity con-
text. Although the initial technique in [200] allows for the measurement of an anonymity
set, while the latter technique in [60] enables a classification of the anonymity degree within
an interval from o to 1. Let H(x) be the entropy of a random variable x such that, p; =
P[x = i] for the anonymity set &, then the effective size of the anonymity set H(x), and the

degree d of the anonymity are calculated, individually, as:

Definition 3.3.2. (Anonymity Size [200]). Given an anonymity set & = {e;, ...,un}, s.t,
N = |E|, e; € &, and considering p; = Pr[x = i] as the size probability distribution of u;

among all users in S. Then, the effective anonymity is computed as follows:

i=N
H(x) =- Zpi -logs pi.

Definition 3.3.3. (Degree of Anonymity [200]). Given the anonymity set for the set S. The

degree d of anonymity of S is calculated as follows:

L _HE
Hmax
for
H,0 = logaN.

Unlinkability: In a secure system, a secret is considered unlinkable if an adversary is in-

adequate in mapping two or more pieces of that secret to a single user. For example, if Alice
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publishes 71 and mo, and publishes m3 later, though, an adversary with a preceding knowl-

edge of m1 and my is incapable of linking m3 to Alice.

Pseudonymity: This concept is considered as a state where a user can substitute their
identities with a distinctidentity known as a pseudonym. However, this is used for anonymiz-
ing real identities, the utilization of single pseudonyms can lead to distinctive identifiers.
As a consequence, systems with anonymity capabilities normally apply a limited random

pseudonym for a single connection to achieve unlinkability by pseudonymity.

Unobservability:  This cryptographic concept is closely related to indistinguishability as
it designates the state where an action executed by a user is indistinguishable from any other
action of the same type from the same or another user. Consequently, it is difficult to dis-
tinguish the action from any other random action. At most times, unobservability implies

anonymity [169].

3.4 Game Theory

This section presents terminologies in game theory that are relevant to this thesis. The con-
cepts presented in this section are the definition of game theory, its mechanisms, represen-

tations and the solution concept used for game theory analysis.
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3.4.1 Overview

Game theory can be seen as an analytical tool used to aid in comprehending the phenomena
observed in decision making. The general presumptions, in theory, are that decision-makers
use objectives that are considered rational. They also consider that their knowledge and ex-
pectations of the other decision counterparts are strategic. Game theoretical models are
abstract depictions of classes of real-life situations which enables a wide range of phenom-
ena to be studied. Game theory uses mathematics to express its ideas formally. This thesis
focuses on the more studied game theory, called non-cooperative game theory in standard

forms.

3.4.2 Non-cooperative Game Theory

Utility Theory. The best approach to model an agent interest is utility theory. This the-
ory focuses on quantifying an agent’s degree of a greater liking for one alternative over an-
other set of available alternatives. Also, the theory aims to comprehend how these prefer-

ences change when an agent faces uncertainty about which alternative he will receive.

Utility Function. When referring to a utility function, it is a mapping from states to
real numbers. These numbers can be interpreted as measures of an agent level of happiness
in a given state. When an agent is faced with uncertainty about the state he faces, his util-
ity can be defined as the expected value of his utility function for the suitable probability

distribution over states.
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Normal form games The standard form is the most familiar representation of inter-
actions that are considered strategic in game theory. Games represented in this form are

summed up to represent every agent’s utility for each state.

Definition 3.4.1. (Normal-form game:) A standard form game is a finite ordered list of

elements (N, A, u), where:

* N is finite set of n players, indexed by i;

* A=A X XA, where A; is a finite set of actions available to player i. Each vector

a=(ai,---,a,) € Aiscalled an action profile;

* u = (uy,...,uy) whereu; : A — R is a real-valued utility (or payoft) function for

player i.

A natural way to represent games is via a n-dimensional matrix. For the first player,
each row has a close similarity to a possible action. Each column correlates to a viable action
for the second player. Each cell corresponds to a single viable outcome with the first player

listed from the inceptive.

3.4.3 Strategies in normal-form games

A pure strategy is defined as selecting a single action and using that action in the game. The
choice of pure strategy for each agent is called a pure strategy profile. However, players
can use another type of strategy called a mixed strategy. This approach can be made by

randomizing over a set of actions available using some probability distribution. It might
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not be obvious why an agent would want to introduce a random phenomenon, though

the multiagent environment plays a critical role in mixed strategies. The mixed strategy is

defined as follows.

Definition 3.4.2. (Mixed strategy) Let (N, A, u) be a normal-form game, and for any set

X let [1(X) be the set of all probability distributions over X. Then the set of mixed strategies

for playeriis S; = [T(A;)).

Definition 3.4.3. (Mixed-strategy profile) The set of mixed-strategy profiles is simply the

Cartesian product of the individual mixed-strategy sets, S1 X - - - X S,

It is essential to note that a pure strategy is considered a special case of a mixed strat-
egy, in which the support is one action only. Though, when it comes to a mixed strategy,
it is considered entirely mixed if it has complete support (i.e. if a nonzero probability is as-
signed to all actions). The mixed strategy is a straightforward concept, and it depends on the
rudimentary notion of decision theory-expected utility. Initially, the probability of reaching
each outcome of a strategy profile needs to be calculated, and secondly, the average of the
payofts of the outcomes needs to be calculated. The expected utility is defined as follows

(here, the notation u; is used for both expected utility and utility).
Definition 3.4.4. (Expected utility of a mixed strategy) Given a normal-form game (N, A, u),
the expected utility u; for player i of the mixed-strategy profile s = (51, ..., 8,) is defined as

wi(s) = > wi(a) | [ s(ap).
=1

acA Jj=
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3.4.4 Solution Concepts in Game Theory

This subsection presents how games can be seen from an individual player’s point of view,
% g players p
preferably from the perspective of an outsider observer. By doing so, itis a guide to the Nash

equilibrium solution concept in game theory.

The only observation is that if a player knew the strategy that other opponents would
play, his strategy would be simple. More specifically, he would be left with the only one-
agent problem of choosing a utility that will maximize his action. In a formal setting, define
S—i = (81, ..., S—is Six1, ..., Sn), a strategy profile s that has no player i’s strategy. Thus, it
can be written as s = (s;, S—;). Suppose the players besides i were to commit to a strategy s;,
an agent I of utility-maximization could be faced with the problem of determining his best

responsc.

Definition 3.4.5. (Best Response) The best response of Player i’s to the strategy profile s; is a

mixed strategy sT € S such that u;(s?,s_;) > u;(s;, s-;)V strategies s; € S;.

Indeed, the best response is not essentially unique, except in cases in which a unique

best response is a pure strategy, the number available best response is infinite.

Conventionally, a player is unable to know what strategies other players would adopt.
The idea of best response is not a solution concept though it identifies an important and
interesting set of outcomes. The notion of best response can define the most central idea in

a non-cooperative game theory known as the Nash equilibrium.

Definition 3.4.6. (Nash Equilibrium) A4 strategy profile s = (s1, ..., Sn) is a Nash equilib-

rium if, for all players i, s; is a best response to s_;.
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The Nash equilibrium is a stable strategy profile where no player would want to change
their strategy if he knew his opponents’ strategies. The Nash equilibrium can be divided
into two categories, strict and weak. The pure strategy Nash equilibrium can either be weak
or strict depending on the game, while the mixed strategy Nash equilibrium is essentially

weak.
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Literature Review

HE academic research environment has been motivated by the mobile banking sys-
T tem, with a security interest. This interest has led to a significant amount of studies
aiming at protecting the privacy and security of mobile banking subscribers and infrastruc-
ture. Some of these architectures and protocols suggested providing end-to-end security
in the application and transport layer. Though, a few scholars proposed changing the net-
work infrastructure, while others designed protocols that retained the original network in-
frastructure. In this chapter, various literature relevant to the proposals of Chapters s-7
is discussed. The literature presented is divided into six sections. At first, the security is-
sues and attacks in the short message service (SMS) are discussed in section 4.1. Secondly,
section 4.2 discusses the security vulnerabilities of Mobile Network Algorithms and Pro-
tocols. The following section, 4.3, presents techniques used to secure the transmission of

SMS. These techniques include secure SMS protocols based on encryption and steganog-
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raphy, respectively. Section 4.4 presents SMS banking approaches based on encryption and
steganography, which researchers have proposed. Also, the specialised multi-channel On-
line Social Network (OSN) protocols, from which the contribution of this thesis is inspired

mainly, are discussed. Finally, we present security games based on steganography in section

4.5.

4.1 Security Issues and Attacks in SMS

SMS stands for short message service, and it is a GSM service used to transmit text messages
up to 160 characters of 7-bit encoding. SMS messages are transmitted to a receiver through
the short message service centre (SMSC). The plain-text is the default format of SMS mes-
sages, and end to end encryption is not currently applicable, enabling SMS vulnerable to
attacks [196], [44]. The security of SMS is very critical because attacks can be carried out
remotely without any user interaction. On low powered mobile phones, SMS filtration op-
tions are not available. During the development of the GSM system, the SMS service was
designed for users to transmit non-sensitive messages over the GSM network. Security ser-
vices and considerations such as data confidentiality, authentication, non-repudiation and
end to end security were not inclusive to the SMS services. This subsection discusses the

security problems with SMS service.

Mobile Station (MS) Vulnerability The mobile station is vulnerable to misplacement
and theft. If an adversary could break into a mobile station (cell or mobile phone), sensitive

content stored on the phone can be compromised or stolen. This attack also applies to
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SMS messages. Theft is very dangerous even if the entire SMS communication channel or

network is encrypted; the decrypted SMS messages are stored in the SIM card.

As Encryption Vulnerability SMS messages are transmitted in plain-text format. The
GSM network does not offer end-to-end security. The only security mechanism available
offers encryption between the base transmission station and the SMS bank server during
transmission. The only encryption algorithm used is the A which is considered insecure, re-
verse engineering and verified to be insecure. The As algorithm has two main types, namely
As/1and As/2. Three possible attacks could be achieved in a few seconds with a personal
computer on the As/1version commonly used in Europe. The As/2 variant was also cracked
in less than a day. This shows how the GSM system is vulnerable to cryptanalysis attacks.
For authentication, the GSM systems commonly use the A3/A8 algorithm. However, there
are different flaws in this algorithm that can be broken. They were able to obtain the secret

key hence making SIM cloning possible [107, 44, 167, 31].

SMS Spoofing Attack An attacker can inject SMS messages into the SMS network with
spoofed originator IDs. The SMS spoofing attack can be performed in two ways. One way
is to impersonate the authentication server (AS) for an authorised mobile station (MS). The

other way is to impersonate the mobile station (MS) for an authorised (AS).

SMS Replay Attack There is a possibility that an attacker could replay SMS messages
by sending an authentication request and authentication response messages. However, re-
playing an authentication response could be a more severe vulnerability. At times it is not

obvious to detect an attack of an authentication request message to be replayed. If a replay
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attack is possible, it could be used to impersonate an authorised user and authenticate a false
transaction. However, this attack cannot work if an authentication request number can be

used for an anti-replay mechanism that must be included in the response.

Man In The Middle Attack SMS messages are sent across the network channel between
the mobile station (MS) and the base station (BS). In most GSM networks, all data traffic
transmitted across the network channel is encrypted. Although the choice of encrypting or
transmitting messages in plain text is specific, and it is in control of the Base Station Sub-
system (BSS). In some countries, SMS encryption is not allowed. However, the choice of
using an encryption algorithm must be precise, and it must be of two GSM specific known
as the As/1 and As/2, which is vulnerable to attacks like eavesdropping. If the network is
unencrypted, the attacker can read messages and decrypt the traffic. Intercepting messages
is straightforward and assuming there is no suitable encryption implemented, the attacker
would have trouble intercepting transmitting messages and linking messages to the transac-

tion of interest.

SMS Service Centre Attack The storage of copies of SMS messages at the SMS centre
server hosted by the mobile network service provider also provides a vulnerability vector to
the SMS banking service. Since the message is in plain-text, then any personnel who have

access to the SMS centre server can easily view sensitive details.

Silent SMS Denial of Service (DoS) Attack A denial of service (DoS) attack is an attack
that enables an adversary to attempt making a legitimate user computer resource unavail-

able. A well-known technique is to prevent legitimate packets by flooding the computer
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network with a large data packet. A typical target for such an attack is high-profile web
servers. This attack also can be deployed to make a hosted internet website unavailable. An
attack such as this can be extended to the mobile network domain. If a mobile device is
attacked with a Dos attack, the mobile device will be ineffective. Besides, if DoS attack a
mobile phone, the victim will not know. The only apparent way to know is the inability to
receive phone calls and a rapid decline of battery charge capacity. The ineffectiveness of the
mobile phone due to the SMS messages making use of the signalling layer is also used for

other network events.

Rapid battery consumption and signal clog may not only be the motivation for the
attack. For example, it can be used to gain an economic advantage by making an entity avoid
communication and prevent notification of certain events. A second example is an intrusion
Detection System (IDS) that informs a network Administration through a mobile phone
in the event of an attack. In the event of a DoS attack, the network can be intruded on for
much longer without the network administration knowing [48]. To mitigate this threat, the
study in [113] proposed a novel detection algorithm that uses a reply rate detection technique
to identify an SMS flooding attack. The research further proposes a method to reduce the

blocking rate caused by the attack.

SMS-Based Mobile Botnet The study in [97] described a proof-of-concept botnet that
uses SMS as its medium. The simulations in this study show that SMS based can covertly
transmit over 90% of two thousand bots within 20 mins using a flooding algorithm. Fur-
thermore, each bot can only transmit four SMS messages during the attack process, and
the botnet is robust to node failure that is both selective and random. The study thereby

demonstrates that the proposed SMS botnet is a significant threat to the security of the mo-
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bile network environment. For this reason, several defence strategies against such attacks

were suggested.

Brute-force Attack The vulnerability of firmware is an essential target for the internet
of things (IoT) attacks; however, it is difficult due to firmware may not be available to the
public, or it might be encrypted with an unknown key. The study in [233] discussed an at-
tack on the SMS authentication code. This attack enables adversaries to gain control of IoT
devices without firmware analysis. Based on observation, the IoT device has a native appli-
cation that controls itself. A customer needs to register an account to use this application,
and most times, phone numbers are suggested to be used as an account name. The majority
of these applications have a "Reset Your password” feature that uses an SMS authentication
code for a password reset when a customer’s password is forgotten. An adversary can steal
customers account and gain control of IoT devices by automatically initiating a brute-force
attack on this SMS authentication code. The prototype called SACIntruder can perform

such an attack.

4.2 Security Vulnerabilities of Mobile Network Algorithms
and Protocols

Several threats affect the evolved packet core (EPC) architecture. The surfaced threats have

characteristics of the radio interface, which pose a significant risk for the integrity of the

mobile network environment. In this subsection, we discuss the threats that degrade EPS

security, and these threats can be classified into the main threat and risk categories.

48



CHAPTER 4. LITERATURE REVIEW

Threats against user privacy can be seen as an authorised use of mobile equipment and
user identities to ingress network services. More specifically, a malicious entity or persons
might gain access to network services. An example is when an authorised user maliciously
modifies the user equipment (UE) to lockout a legitimate user from idle usage of services.
When it comes to UE/universal subscriber identity module tracking (UE/UIMT), tracking
a user based on an Internet Protocol (IP) address could be linked to either an International

Mobile Subscriber Identity (IMSI) or a different identity.

Concerning handovers and base stations, an adversary can force a legitimate user to
hand over to a compromised base station through a powerful signal. A method for threats
that concerns broadcasting or multi-casting is broadening false information across the net-
work, which can cause network disorder in the signalling plane. When it comes to denial of

service attacks (DOS), this attack can be deployed on specific UEs.

There is also a high risk of data manipulation. This data manipulation can be done
by changing the signalling data EPS protocol to become vulnerable to adversaries such as
eavesdroppers. The data can also be modified while in transit. In a situation where there
was authorised access to the EPS core network, malicious users or adversaries can establish
communication via the system for extra security damage. A falsification of cloned or faked
credentials, false configuration, and data associated with remote attacks could undermine
security. Reporting a false location of an enhanced NodeBs (eNB) might lead to network
configuration with wrong parameters. Besides, the protocol of the eNB can be exploited in

such a manner that faked messages can be inserted illegitimately.
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4.3 Secure Transmission for Short Message Service

4.3.1  Secure SMS Protocols Based on Encryption

The existing SMS protocols discussed in this section have been proposed to improve the
security of mobile SMS transmission. Due to the insecurities in SMS, various studies have
utilised different techniques to secure the transmission of SMS messages. The majority of
these techniques proposed by scholars uses the encryption techniques. The study in [90]
proposed the use of a public-key encryption system. The system was designed and imple-
mented with Java programming language. The Rivest—Shamir—Adleman (RSA) encryp-
tion algorithm was used for ciphering SMS messages, while the SHA-1 is used hashing al-
though, according to reference [235] and [219], there are collisions associated with the SHA-
1 hashing algorithm. Lisonek David and Martin Drahansky designed and implemented an
application for SMS encryption that uses the RSA for signage and encryption. Their re-
search work also describes attacks on the system and future extensions of the application
[129]. Research in [3] by Mary Agoyi and Devrim Seral evaluates the ElGamal, Elliptic-curve
cryptography (ECC) and RSA encryption techniques for the use of secure SMS transmis-
sion. Their research discovered that algorithms with large key sizes are not suitable for the
secure transmission of SMS messages due to mobile phones’ low computation and small
memory. The ECC encryption technique is preferable to RSA and ElGamal encryption
techniques, making it suitable for SMS encryption on mobile phones due to the limited
computing resources and smaller key size. In the research [53] by De Santis, Alfredo et al.
described a SEESMS (Secure Extensible and Efficient SMS) software framework that allows

secure transmission of SMS with the use of public-key encryption cryptography. The study
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also discovered that RSA and DSA (Digital Signature Algorithm) encryption techniques
outperform ECDSA (Elliptic Curve Digital Signature Algorithm) when large key size is
used. In the paper in [11], the security of mobile network protocol along with data security

for governmental transactions was discussed.

The authors in the study [198] implemented the use of the public key encryption
method and used the ECDSA method for SMS digital signing. The study also described
a possible attack on the proposed technique. Subsequent research in [195] uses digital sig-
natures and encryption to achieve confidentiality, integrity and availability of SM'S transmis-
sion across the GSM network. The implementation of the approach includes using AES,
DES, triple DES and Blowfish algorithms and uses RSA and DSA algorithms, respectively
for signage. During the implementation process, the AES encryption algorithm and the
DSA signature algorithm were most suitable. An SMSCrypto framework was proposed
in [164]. This framework uses lightweight cryptographic protocols and algorithms to pro-
vide encryption and authentication services for secure SMS transmission. The framework
was implemented with C (for constrained SIM Card processors) and Java (target at JVM-
enabled platforms) programming languages. Also, the signature model used in this frame-
work does not require the inherent overhead found in the Public Key Infrastructure (PKI)
model and online infrastructure; thus, the development of secure SMS-based applications
can be facilitated. The paper [196] described an easy SMS protocol that uses MAES (Mod-
ified Advanced Encryption Standard) symmetric encryption for the secure transmission of
SMS messages. The symmetric keys used are stored at an authentication server (AS), while
all information of mobile subscribers is stored at a Certified Authority/Registration Au-
thority (CA/RA). The efficiency and security of a symmetric block cipher depend on the

length of the key. Larger key size compared to a smaller key size results in a slower encryp-
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tion [110]. The MAES has a key length of 256-bit key length compared to the 128-bit key
length of AES. Some researchers have found a vulnerability in AES, as explained in the pa-
pers [30] and [112]. A security protocol in research [224] utilises the Blowfish encryption
algorithm for securing SMS messages. The Blowfish encryption algorithm is more power

efficient when compared to other encryption algorithms.

In the study, [45] the authors Ei Mon Cho and Takeshi Koshiba proposed a VHCGS
(Verifiable Hash Convergent Group Signcryption) technique by including the properties
of verification facilities and group signcryption for a trusted third party known as a ser-
vice provider. Saxena, Neetesh, et al. described a BVPSMS (A Batch Verification Protocol
for End-to-End Secure SMS for Mobile Users) protocol that provides end-to-end security
over an unprotected communication channel with the AES symmetric key cryptography
and MAC (Message Authentication Code). Notably, the proposed technique enables sub-
scribers to simultaneously transmit SMS messages securely from one mobile user to multiple

users. This protocol can reliably use an algorithm to distinguish a malicious user in a batch

[197].

SMS security can also be enhanced through the application layer of the OSI model.
The research in the paper [77], a hybrid application-layer security system with compression
for secure MaM communication over SMS was proposed. This system was implemented
on an Android platform. The evaluation of the system shows that this security mechanism

does not influence SMS delivery time.

The SMS security protocols reviewed in this section do not propose a change in the
existing cellular network architecture. These protocols propose the use of asymmetric en-

cryption systems, except in the paper [196] which uses symmetric key cryptography. In some
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cases, some authors propose the use of an additional trusted thirty party.

4.3.2 Secure SMS Techniques based on Steganography

When establishing secure communications, techniques such as encryption have been used
to secure short message service (SMS). Covert techniques such as steganography have also
been designed as an alternative approach to securing SMS. The study in [201] proposes an
educational system based on steganography that enables students to take multiple choice
quiz through SMS on their mobile phone. The study in [202] is the first work that suggests
the use of steganography to hide SMS pictures messages. In this method, after converting
the image into a black and white image that is suitable for a low powered phone, the image
is then divided into a three by three block. Each bit of data is embedded in the image with
a password by changing one block cell. In the paper, [208] a stego method for hiding pri-
vate information in SMS was designed and implemented with JaME (Java 2 Micro Edition)
programming language and tested on a Nokia N71 mobile phone. In this method, the stego-
program searches the SMS program for existing words within a pre-made list. If the number
of words found were less than the length of the array of zero and one bit made from the data
that needs to be embedded, the program would be unable to hide the message. Otherwise,

the information can be hidden in the SMS.

The study in [89] uses word abbreviation as a method of hiding messages in SMS. The
view of these abbreviated words is identified in concerned sentences of chat. For example,
the algorithm used in this work in a manner that enables words such as “you” and “univer-

« »

sity” can be abbreviated to “ u” and “univ” respectively. Data will be hidden in the text by

placing the complete phrase and words in the same process. Subsequent studies with similar
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methods by Khan Farhan Rafat [178] proposed a system for SMS steganography, removing
the static nature of word-abbreviation list and introducing computationally light-weighted
XoR encryption. If used alone, the sequence of the word-abbreviation list provides an aver-
age level of security and makes it difficult for an adversary to decode the system. Although,

any word abbreviation can lead to suspicion by adversaries.

The Sudoku puzzle game is suitable for implementing steganography. M. Hassan Shirali-
Shahreza and Mohammad Shirali-Shahreza proposed a steganographic approach that em-
ploys the use of the Sudoku puzzle game. In this method, the private information is hidden
in a sudoku puzzle, and the puzzle is transmitted in a manner that prevents suspicion. The
steganographic algorithm used is based on the order of placement of numbers 1 through 9
in one of the specified columns or rows of the puzzle. The hidden message is extracted by

solving the sudoku puzzle game [209].

Emoticons are a useful tool for communication in SMS; they are a pictorial represen-
tation of nonverbal communication and could serve as a few direct face-to-face communi-
cation. It includes nonverbal such as regulating social interaction and expressing intimacy
[s7]. Emoticons can also be used in steganographic approaches; for instance, in the paper
[148], it is possible for an alphabet or number can be hidden within an emoticon when used
effectively. That is, 8 bits of data can be covertly hidden within a single emoticon. The ad-
vantage of this system includes the simplicity of understanding, and messages can be used
as a cover to the abbreviation. However, alphabets and numbers assigned to each emoti-
con should be changed frequently to ensure the security of the proposed approach. Sub-
sequently, further studies on the use of emoticons and lingoes for hiding SMS has been ex-

plored in the study [100], implemented and tested on an android based mobile device. This
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work has two limitations; the first is that some lingoes with more than one character occupy
several characters of the cover medium, resulting in smaller data embedding due to the lim-
itation of characters per SMS (160 characters). Lastly, frequent use of a fixed preshared list
(key) could be guessed or even disclosed by an adversary in order to extract the secret. A sug-
gested method for improving this system is the use of dual steganography, which considers

encryption.

Abdullah M. Hamdan and Ala Hamarsheh described a technique for concealing text
in text messages. In the research [81], a Discrete Wavelet Transform (DW'T) compression
technique is applied to an image for text hiding. The DWT applied to the image enables it
to be divided into four sub-band. The approach proposed uses the structure of the omega
network to conceal secret text messages. To conceal a secret message, letters from the orig-
inal message is taken, then two related letters from the selected letter are generated by the
omega network. Finally, a dictionary search is done to find a suitable cover word to conceal
the generated two letters. However, to maximise the chance of finding suitable words, the
two letters generated need not be adjacent in the cover word. Min Yang et al. proposed an
approach for SMS steganography that uses mathematical equations as a cover medium to
conceal and transmit private information. Consequently, the white-space steganography is
used for concealing the position of the two letters in the selected cover word. This tech-
nique can conceal private messages on a single SMS transmission with a maximum of 140
characters [122]. The experiment of this method shows better performance than the current

similar mechanisms, especially when we are trying to conceal text messages with long length

[83].

Ahvanooey, Milad Taleby, et al. proposed a text steganographic system that provides
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end-to-end security during the transmission of text messages through SMS or social media
platform between subscribers. The technique proposed in this work is suitable enough to
conceal private messages with a large fixed-length into a short cover message to eliminate
the trace of the stego-object, making the stego-object invisible to adversaries. This method
achieves security by utilising mathematical encoding techniques and symmetric key algo-

rithms (e.g., it can be any symmetric key-based algorithm such as AES, DES and RCs) [223].

4.4 Protocols used for Secure SMS based Mobile Bank-

ng

The key idea behind this niche research field is to adapt members of a protocol family ini-
tially devised for confidential communication through various social media channels [26,
47, 63, 170] to a mobile banking setting. In this section, these papers are reviewed, and be-
sides various works within the broader context of SMS based secure mobile banking are
covered. Studies such as this are an emerging research area, and the relevant literature base

appears to be still relatively small.

4.4.1  SMS Banking Protocols based on Steganography

This subsection reviews specialist protocols for SMS mobile banking, employing steganog-

raphy as the core cryptographic technique rather than the mainstream encryption approach.
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The idea of using steganography to improve the security of SMS mobile banking was
first presented in the study [207]. Subsequently, a text-based steganographic protocol was
proposed in the [191]. The SMS containing the transaction details is "watermarked” using
a "dummy text file” (DTF). However, if the DTF size increases, the covert information is
vulnerable to attacks. The paper [6] describes a secure SMS payment method based on text
steganography using sequences of white-space to encode positions in a shared look-up table

that needs to be exchanged secretly.

There are researches within this specialised area of study that combine encryption and
steganography to improve mobile banking security. In a study by Pawar Pratiksha Y., and S.
H. Gawande, the confidential data is first encrypted using the AES cipher suite; then, the
cipher-text is embedded using the LSB technique. This approach was implemented with

the JAVA programming language and Microsoft SQL Server [162].

4.4.2 SMS Banking Approaches based on Encryption

Various studies have been proposed to strengthen the security of SMS mobile banking.
However, most publications on securing SMS bank transactions focus on the use of encryp-
tion with third parties. The research in [88] described a Secure SMS Payment protocol suit-
able for small and macro payment services. This protocol utilises ECDSA (Elliptic Curve
Digital Signature Algorithm) for non-repudiation and authentication, while AES is used
for encrypting each session for SMS secure transactions. Authentication and encryption
are done between the customer and the payment gateway. The encryption keys are installed
on the customer’s SIM card during the registration process. Updates for the session key were

not described in the protocol. The paper in [227] SSMS is a secure certificate-based mobile
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banking protocol that requires participants to perform certificate and key validation. This
protocol uses an Online Certificate Status Protocol (OCSP) server and ECC to establish end
to end security. The private and public keys could be generated on a key generating server
or on a mobile phone. However, mobile phones lack the capacity to generate random num-
bers that can be used to secure private keys. The OCSP server validates customers private
key, and the corresponding public key, by utilising a zero-knowledge technique described in

the research [8s].

In the study [87], a secure and cost-effective SMS Payment protocol is described for
macro transactions. A secure master secret key is generated inside the mobile phone and
encrypted with a one-time secret code for secure SMS to be exchanged between the cus-
tomer and the bank. The secure master key used in this protocol is a double-length key,
used to generate a session key with a cyclic shifting technique described in this study [140].
A separate shift index is applied to each part of the double-length master key [119]. The re-
search [39] described a secure SMS payment system that enables SMS payment to the bank
through the Malaysian Electronic Payment System (MEPS). All customers’ banking infor-
mation is stored at MEPS. Any transaction request routed to the bank is encrypted with a
symmetric key. The bank uses a digital certificate to identify connected authorised users.
The study [114] proposed an SMS based mobile protocol based on Elliptic Curve Menezes-
Qu-Vanstone (ECMQV) key agreement protocol and AES encryption algorithm, suitable
for low-value transactions. In this protocol, the financial server is connected to a certificate
authority for the verification of digital certificates. A certificate authority obtains the public

key and digital certificate, and financial server, respectively.

The research in [34] presents an SMS banking protocol with ECDSA (Elliptic Curve
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Digital Signature Algorithm) for digital signature and ECIES (Elliptic curve integrated En-
cryption Scheme) for encryption. The bank generates public and private keys with ECC.
The bank’s public key is embedded on a mobile application that encrypts and verifies SMS
sent by customers. The customer’s certificate is validated by the bank using the certificate
validation procedure described in [220]. The study in [35] proposed a secure solution that
can be applied in real-world environments. The main objective of this study is to develop
an end-to-end SMS communication and reliable framework for SMS mobile banking. The
verification of the security properties and framework correctness is achieved through for-
mal methods. The automated validation of internet security protocol and Scyther tools

were used to validate the protocol experimentally.

Security protocol designed with the use of encryption is reliable and secure; however,
encryption can create a suspicion that sensitive data is transmitted across a network com-
munication channel. To address this aspect, using the alternative cryptographic technique

of steganography would be suitable.

4.5 Online Social Network-Specific Multi-Channel Pro-

tocols

Online Social Network (OSN) platforms have become popular amongst different age groups
around the world; however, security and privacy remain a difficulty. Several works such
as as[249], [s2], [99] and [132] has been proposed and implemented to mitigate this chal-
lenging task. In accordance, the research in [46] described and implemented an Enhanced

Virtual Private Social Networks (VPSN) based on reference [99], that enables OSN sub-
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scribers to share private generated content securely. The technique described is based on
the use of hash functions and symmetric key encryption. The notion behind this approach
is to openly transmit a private key through an insecure channel and a cipher-text via a pri-
vate channel. In this study, a cloud storage provider is used as a private channel. The private
key is a hashed string that can contain natural language sentences of any length. This ap-
proach makes the scheme secure against adversaries and does not raise suspicion. Further,

this approach is made valid by several presumptions.

Security protocols for the systematic use of several channels have already been pub-
lished in early works by [19], [76] and [210] in the context of ad-hoc networks. They rely
on the existence of at least one authenticated channel in order to create a secure connection

and to establish a symmetric key exchange.

The paper gives the formal definition of the communication models presented in Chap-
ter s, Section 5.4 - the high-entropy model using traditional steganography techniques for
cover modification, selection or synthesis and the low-entropy model, based on specialised
techniques for the usage in OSNs. A new approach was initiated by the paper [26], and
earlier in paper [99] is to disguise user-generated content such as posts to an online social
network through a specific form of steganography, which makes it “socially indistinguish-
able” and hence undetectable (under certain assumptions). In the corresponding protocol,
an unsuspicious “fake” short textual message ¢ is published on the socially constrained chan-
nel, scrutinised by the OSN provider. In contrast, the secret message is encrypted with a

secret key derived from the seed ¢.

This protocol is further explored in study [47] where two-channel protocols are pro-

posed that enable users to authenticate messages on ad-hoc Social Media Platforms (SMPs).
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In the first protocol, a message is transmitted to a receiver on the socially constrained chan-
nel. In contrast, the message digest used for authentication must be published in a contextu-
ally relevant manner through an out-of-band (OOB) channel. The second protocol requires
a commitment scheme that needs communicating parties to have a shared Authentication
Transaction Account (ATA) and password for authenticating transactions. A drawback is

that the use of an ATA may violate the terms and conditions of some SMPs.

Thestudies [26], [47] and [63] inspired the design of the protocol presented in Chapter
sand Chapter 6. Instead of using a secret sharing scheme in [63], which requires non-trivial
computations, a simple binary XOR operation achieves the same level of security and the
only small reduction in redundancy due to the use of secret splitting. Secondly, instead of
using the low entropy steganographic approach in [26], the combination of both low and

high steganography is a novel feature.

4.6 Game Theory for Steganography

Intuitively, the security of a steganographic communication between two principals lies
in the inability of an eavesdropper to distinguish cover objects from stego-objects, that is,
objects which contain secret messages. A system should be already considered insecure if
an eavesdropper can suspect the presence of secret communication. Several definitions of
steganographic security were proposed in the literature. However, they all consider only
entirely secure steganographic systems, where even a computationally unbounded observer
cannot detect the presence of a secret message exchange. Secondly, it might be challenging

to construct secure schemes usable in practice following these definitions. Thirdly, they all
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require knowledge of the probability distribution of typical covers. However, it might be
possible in some instances to compute this probability; it will, in general, be impossible to

obtain.

In contrast to encryption, undetectability remains the primary purpose of steganog-
raphy, i.e., the science of communicating a hidden message in a manner that is undetectable
by unauthorised persons, apart from the sender and the intended recipients. Various stud-
ies have been enormously on steganography: In the following section, we review various

studies relevant to steganography within the context of game theory.

4.6.1 Generic Security Games

4.6.2  Stego-Games

Researchers such as [40], [250] and [145] have focused on theoretical definitions of steganog-
raphy. Thestudy [40] proposed steganographic definitions and adversarial games for steganog-
raphy. The security of the stego-system presented includes the relative entropy between the
stego-text and the cover-text distribution. The work in [145] described a model which in-
cludes characterisation and definitions of two critical components of a steganographic sys-
tem, the encoding process and the adversaries attack the stego-object. The definition of
the two components is based on a requirement in the maximum distortion between cover-
object, stego-object and the modified stego-object. In the study in [250], a model which

enables evaluation of a stego-system’s security against a known plain-text is presented.

Studies in [109] and [94] presented a formal definition and theoretical structures based
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on cipher based computational indistinguishability. The study in [109] provided definitions
that reply on a probabilistic game, where an adversary is faced with a steganographic deci-
sion problem. In contrast, research [94] uses cryptographic and complexity-theory proof

methods to describe conditions necessary for a secure stego-system.

Researchers have made efforts by proposing several steganographic methods using im-
ages as stego-covers, many of which utilise the Least Significant Bit (LSB) to reduce signif-
icant changes in the stego-cover to prevent suspicion. Methods proposed in studies such
as [72] and [189] use the LSB technique to conceal secret messages. The Fs steganographic
algorithm proposed in [238] follows the orthodox steganographic approach. The study in
[239] shows that the Fs algorithm is resilient to statistical and visual attacks. A subsequent
study in [189] proposed a new image-based steganographic algorithm, Selected Least Signif-

icant Bit (LSB), by improving the spatial domain of LSB hiding.

The paper in [138] proposed a steganographic technique that uses a specific method
that prevents image downgrading; this approach makes the stego-object secure against all
possible statistical and visual attacks. However, the security of this approach is achieved by
using an encryption algorithm. An unconventional research in [43] uses X-Box mapping
and LSB to conceal secrets in an image. However, the security of this approach is achieved

by using an encryption algorithm.

Intuitively, the security of a steganographic communication between two principals
lies in the inability of an eavesdropper to distinguish cover objects from stego-objects, that
is, objects which contain secret messages. A system should be already considered insecure
if an eavesdropper can suspect the presence of secret communication. Several definitions

of steganographic security were proposed in the literature. However, they all consider only
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entirely secure steganographic systems, where even a computationally unbounded observer
cannot detect the presence of a secret message exchange. Secondly, it might be challenging
to construct secure schemes usable in practice following these definitions. Thirdly, they all
require the knowledge of the probability distribution of typical covers; However, it might
be possible in some instances to compute this probability; it will, in general, be impossible

to obtain.

4.7 Summary

Due to the security challenges in SMS, a significant amount of studies has been made by re-
searchers focusing on different security solutions for secure SMS transmission using steganog-
raphy and encryption; however, most solutions are focused on the use of encryption. In the
area of SMS based mobile banking, most research is focused on encryption-based protocol
techniques. However, very few studies proposed the use of steganography for SMS banking
purposes. Besides, most studies published in the literature focus on approaches that require
a trusted third party. Throughout this thesis, the main focus is the security improvement
of existing mobile banking frameworks by designing novel security controls in the area of
cryptographic protocols, intending to mitigate fraud in mobile banking. The security con-
trols presented in this thesis is inspired by the protocols proposed for Online Social Network

security. These security issues are addressed in Chapter 5 and Chapter 6.



Chapter s

A Multi-Channel Steganographic
Protocol for Secure SMS Mobile

Banking

HE advancement in mobile technologies and wireless communications has led to a
T rapidly growing number of users benefiting from mobile banking services. SMS
banking offers a convenient mobile banking solution that is easy to implement and fre-
quently used in many parts of the world. However, it is only viable under the assumption of
secure SMS services. In this chapter, a novel secure SMS banking protocol is proposed. The
approach is based on a multi-channel security protocol combining low and high entropy

steganography. One of the distinct advantages of this protocol is its confidentiality prop-
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erty against the Mobile Network Operator, which, to our knowledge, is a novel feature.
Furthermore, the required architecture is simple and only involves GSM services and one
additional internet connection, which can be insecure. As such, it offers security and low
deployment costs and would be suitable, for example, in rural areas or countries without

individual secure home internet connections.

5. Motivation

Though traditionally, goods and services have been paid for using physical currency, this has
steadily been replaced by electronic payment systems. The ubiquity of mobile phones and
wireless technologies such as GPRS (General Packet Radio Service), EDGE (Enhanced Data
rates for GSM Evolution) and 3G (Third Generation) have led to the emergence of mobile
banking [23, 1o1] which has been widely accepted by customers over traditional electronic

banking [101, 24s].

The mobile banking industry has become the fastest and largest growing industry,
given certain factors like cost and ease of use. Prominently, the usability of cellular sub-
scriptions worldwide in 2011 reached approximately 6 billion and has led to an increase in
mobile banking usage [66]. Some studies were conducted in various countries in Africa
with regards to mobile banking adoption, and Nigeria is a country regarded as the most

populated in Africa is considered a leading market player for mobile banking applications

[21, 4].

Mobility is a significant benefit of mobile banking since smart mobile devices are al-

ways with the customer. The customer does not have to visit the bank’s branch or use the
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ATM (automated teller machine) to utilize the bank services [2]. A study indicates that
the number of customers who visit the bank has reduced drastically after installing ATMs.
Banks will need fewer staff due to the cost affordability of mobile services. Bank customers

will no longer visit bank branches apart from essential occasions.

In some countries, affordable mobile network services such as SMS (Short Message
Service) are currently in use for mobile banking [104, 21, 39]. SMS is a GSM (Global System
for Mobile Communications) service that transmits and receives plain text messages up to

160 characters of 7-bit encoding [38].

There are other methods of payment, such as Reverse SMS Billing (Premium SMS).
In this payment, the customer initiates the purchase by sending an SMS to get informa-
tion such as product requirements and digital service from the merchant. An SMS regard-
ing billing information is sent back to the customer by the merchant. The customer then
acknowledges the payment by sending an acknowledgement SMS back to the merchant.
Subsequently, the merchant then sends an SMS to the mobile service provider about the
payment details. Finally, the customer is charged premium SMS rates on the next billing
cycle by the mobile service provider. Traditionally, this payment mode is currently in use
to purchase digital content like music, ringtones and videos. The payment is popular be-
cause of simplicity and ease of use because it does not require a customer to install specific

software on a smart mobile device [23], [213].

The nature of wireless communication leads to several issues regarding performance
and transaction security; for example, SMS messages transmitted over wireless networks are
easily eavesdropped on, intercepted, or modified [196], and the A5 symmetric stream cipher

utilized to provide protection is vulnerable to attacks [107].
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In this chapter, we are motivated by the following scenario: Amara wants to imple-
ment secure SMS banking to pay money into Ebere’s account. However, she is in an inse-
cure and inadequate infrastructure area, where there is no Internet connection in people’s
homes. There are public cybercafes in the neighbouring town, which offers access to the In-
ternet. Amara has a (dual-SIM) mobile phone that is a low-powered device, not connected

to the Internet, so she cannot install mobile banking apps.

Amara £100 Ebere
L) o
'ﬂﬂ: Mobile —
== phoreB | e

Y

Figure s.1: Amara wanting to transfer money to Ebere through a bank.

The bank is considered to be trusted. On the other hand, the cybercafé and the mo-
bile operator environments are not — there could be a range of passive or active attacks such
as eavesdropping, spoofing, delay, replay or man-in-the-middle attacks carried out by ad-

versaries external or internal to the system. Furthermore, steganalysis by passive or active
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wardens also needs to be considered. One individual adversary could make attacks, or adver-
saries could conspire together (collaborative attack). The security analysis in this paper will
highlight the security properties of our protocol concerning the most realistic ones among

these different attacks.

5.2 Chapter Contribution

The main research contribution of this thesis is the design of a novel cryptographic proto-
col based on steganography, achieving covert communication using multiple channels. The
steganographic technique of the protocol could be considered a hybrid, as it combines both
steganography by cover synthesis and cover modification. When used in a mobile banking
setting, compared to previous proposed secure SMS banking protocols, one of its main ad-
vantages is that the need for key exchange or trusted third parties does not arise. Another
advantage of this protocol is its confidentiality property against the Mobile Network Oper-
ator, which, to our knowledge, is a novel feature. An extended version of the protocol could

easily allow for additional integrity verification of the SMS transaction.

The organisation of this chapter is as follows: Section 5.3 presents the security tech-
nology relevant to this paper. Secondly, section 5.4 presents entropy in cryptography and
steganography. Furthermore, section s.5 presents the system models used in this chapter.
The systems models include the passive and active adversarial models. Section 5.6 describes
our main contribution, the security protocol. Finally, the following section, 5.7, analyses its

security, and Section 5.8 concludes with a summary and items for future research.
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5.3 Security Terminology and Setting

In this section, essential terminology related to steganography and encryption is described
with a distinction between the two methods. In addition, two steganographic models pre-
sented in [26] are examined and adopted. The description of these terminologies sets the

foundation for this chapter.

5.3.1 Security Goals

In cryptography, the purpose of achieving data confidentiality is to ensure that private in-
formation is not disclosed to unauthorised persons. Data integrity ensures that a private
message transmitted between two participating entities has not been altered, and validation
is issued by the sender (e.g. message digest). When an intended recipient can identify that
private data is coming from an expected claimant (i.e. the sender) and an adversary has not
modified the private data, this is known as origin integrity. In this chapter, the focus will

mainly be on confidentiality.

5.3.2 Encryption and Steganography

Encryption and steganography are cryptographic concepts that are used to protect sensitive
information. However, their techniques of data protection are distinct from each other.
Encryption is a technique that converts a plain-text to cipher-text with a secret key. This
technique scrambles or encodes the message from attackers but not the message’s existence.

Encryption techniques can be considered in two main categories: “symmetric encryption”
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and “asymmetric encryption” [215].

Steganography, on the other hand, is a cryptographic technique that hides (or “camou-
flages” the existence of a payload (secret message) m within an unsuspicious cover medium
c. Both the message and the cover medium can take various formats. These include text,
image audio and video files, for example, [73]. Once a secret message has been embedded

into a cover medium, it is referred to as a carrier object o (sometimes called a stego-gram).

A principle objective of steganography is that the act of sending and receiving a hidden
payload is only known to participate senders and recipients. Additionally, a hidden pay-
load should only be accessible and detectable by authorised parties, and unintended parties
should not be aware that secret communications are taking place. Ideally, a carrier medium
should be able to withstand steganalysis (i.e. detailed scrutiny, detection and analysis for a

payload or carrier-medium traits).

The critical point to note on encryption and steganography is that each technique has
its advantages and limitations, especially in its effectiveness and utilisation in certain situ-
ations. No cryptographic technique is a perfect solution as one technique may be more
beneficial than another for specific reasons. In the following subsection, a description of

two steganographic models presented in the study [26] is described.

s.4 Entropy in Cryptography and Steganography

In information theory, the term entropy is defined as the measure of uncertainty or un-

predictability of information in a message. In other words, it is the anticipated value of
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the information within a message. This uncertainty can be measured with the level of ran-
domness, and it is applied to the information entropy concept. Shannon initially proposed
the concept of entropy (H) as part of his data communication theory. A system contains
three elements: a source of data, a communication channel, and a receiver. The fundamen-
tal problem of communication is for the recipient to identify what the source generated
data based on the signal it receives through the communication channel. Subsequently, the
source coding technique was devised to encode, compress and transmit messages from a

data source [187].

1.2
1
0.8
S o6
T
0.4
0.2
0
0 0.2 0.4 0.6 0.8 1 1.2
0.5
Pr(Q=1)
Y-Values

Figure s5.2: Entropy H(Q) on the flip of a coin flip, measured in bits, graphed versus the bias
of the coin Pr(Q = 1), where Q = 1 represents a result of heads.
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To compute entropy, it is presumed that Q is a set of unique characters found in a given
word existing the in cover-medium. We consider that P(g’) is the occurrence of probability

of the ql’.h component. Then, the entropy is defined as:

H(Q) =~ ) logaP(qs).
qi

In the following subsections, the basic concept of entropy in cryptography and steganog-

raphy are discussed.

s.4.1 Entropy in Cryptography

In a cryptographic setting, entropy is defined as the randomness collected by a system for use
in algorithms that require random data. A cryptosystem is said to be vulnerable to attacks
and unable to encrypt a message securely if there is a lack of sufficient entropy. However,
suppose an adversary is computationally unable to extract information about the plain-text
from the corresponding cypher-text then, there is sufficient entropy in the cryptosystem;
this makes the system entropically secure. Cryptographic entropy is essential for two pur-
poses [172, 137, 135]: at most times, it is used to measure the unpredictability of a crypto-
graphic key; however, its fundamental uncertainty is challenging to measurable. Sufficient
entropy in keys makes them more secure and difficult to guess, and sufficient entropy in
messages make it challenging for an adversary to guess correctly. For instance, a randomly
and uniformly generated 128-bit key has 128 bits of entropy, which means that it requires

2127 bryte force attack. To a great degree, modern cryptographic systems rely on keys that
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are randomly generated with a Cryptographically Secure Pseudo-Random Number Gener-

ator, or CSPRNG. In the next section, we discuss entropy in steganography.

5.4.2 Entropy in Steganography

In steganography, entropy is defined as the statistical measure of randomness contained in
animage. The information entropy of the image can reflect on the image quality. Shannon’s
entropy is used to measure and evaluate the randomness of stego-images [177] [84]. Secret
messages are hidden in high entropy areas, and these areas are called the texture region. A
perfectly flat image would have an entropy of zero, and the area of the image with higher
values of entropy are least visible to the human. Hence, if the secret is embedded in high

entropy areas of an image, then higher undetectability can be obtained [118] [1r7].

There are different techniques for implementation of steganography|[221, 102, 222, 184,
153]; in this section, we discuss three techniques; significant bit (LSB), discrete cosine trans-
form (DCT), and discrete wavelet transform(DWT) technique. These techniques hide the
secret in the spatial domain and frequency domain. In the spatial domain, the processing
is implemented directly on the pixel values of an image; however, in the frequency domain,
pixel values are transformed into coeflicients. The LSB stego approach is executed in the
spatial domain, while DCT and DWT techniques are implemented in the frequency do-
main. In the LSB, every pixel of an image is transformed into binary values, and the secret is
cautiously hidden into the least significant area. This process enables the integrity of the im-
age to be undiminished. However, the LSB is vulnerable to image processing attacks such as
cropping and compression. Steganography in DCT and DWT techniques are applied dif-

ferently. Both techniques are algorithms that transform an image from the spatial domain
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to the frequency domain. In the DCT, when an image is transformed in the frequency
domain, the secret message is hidden in LSB bits of the medium frequency components,
while in DWT, the secret message is hidden in the high-frequency coefficients with Entropy
Encoding EBCOT(Embedded Block Coding with Optimized Truncation), thus providing

maximal robustness and undetectability against statistical attacks.

DCT ——3 Quantizer

Source Image 8*8 Blocks
Huffman
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i Coder
Embedding ——
(Entropy
Block .
encoding)

Compressed Image Data

Figure s5.3: Basic Steganographic Method Using DCT (JPEG Compression)

The stego-images are compared with cover images to be used as an evaluation of im-

age steganography. MSE (Mean Square Error), MAE (Mean Absolute Error), SNR (Signal

75



CHAPTER 5. A MULTI-CHANNEL STEGANOGRAPHIC PROTOCOL FOR SECURE SMS MOBILE BANKING

DWT —  Quantizer

Source Image

Message EBCOT
Embedding ——=  (Entropy
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Figure 5.4: Basic Steganographic Method Using DW'T (JPEG Compression)

to Noise Ratio), PSNR (Peak Signal to Noise Ratio), and capacity are parameters used to
analyse the undetectability of stego-images. These parameters are also used to measure the
difference between cover images and stego-images. Known steganographic algorithms in-
clude: EzStego, S-Tools, Steganos, Jsteg [239], OutGuess[244], Fs [238] and YASS [211].

The following subsection 5.4.3 presents the high and low entropy steganographic models.
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s.4.3 High Entropy Steganographic Model

When considering the high entropy steganographic model, the cover-medium must have
enough entropy to contain a payload [41, 42, 5]. This model mirrors the traditional concept
of steganography as explained in subsection s.4.2, and the stego encoding process may or
may not require a conventional secret key. The resulting stego-object may require a secret
key to extract the secret message. This is expressed in the following Definition s.4.1 of a

high-entropy stego-system:

Cover medium

Stego-object

Figure s.5: The high-entropy stego model

Definition s.4.1. A high-entropy steganographic-system S h consists of three efficient algo-
rithms: a probabilistic key generator Gen(-), a probabilistic encoding function Enc(-, -, -) and

a deterministic decoding function Dec(-, -).

o Gen(A) : takes a security parameter A as an input and returns a (symmetric in most
cases) key such that k € {0, 1} « Gen(Q) - in the simplified preliminary architecture
of this thesis a symmetric key is not actually requirved. However, its use would make it
challenging for an adversary to access the payload and further increase the protocol’s

security.
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* Enc(-,-,) : 45 a steganographic hiding (or embedding) algorithm that receives a secret
message m (payload) and a cover-medium c, returning a carrier-object 0. Formally,
Enc takes k € {0,1}, astringm € Mandc € C " and returns a set of stego-objects

(01, 09....0,) such that o = Enc(k ,m ,c).

* Dec(-,-) :isadeterministic algorithm that returns an embedded message (payload) m
by extracting it from the carrier-medium. For simplicity, the decoding algorithm Dec

takes k, stego-object 0 and return m such that m = Dec(k , o).

For all messages m of size bounded by a polynomial in the size of the cover medium, the
following condition holds: Dec(k, Eec(k, c, m)) = m. Definition 2.4.1 follows the traditional
steganographic system where an encoding function Enc is used to conceal a private message m
within a specific plausible cover-object 0. The result is a stego-object s which may or may not
require a stego-key k. It also relates to the ineffectiveness of an adversary to detect the concealed

message ni.

Security in the high-entropy steganography can be explained as the unfeasibility of an
adversary to distinguish between a cover object and a stego-object. The cover object must
have enough entropy to contain the secret message by default. Although, if the cover object
lacks sufficient entropy to conceal the secret message (e.g., a large image cannot be embedded
in a short text message. This is due to the lack of entropy contained in a text), then another
approach has to be utilised [26]. Such an approach is discussed in subsection s.4.4 as the

low-entropy model.
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s.4.4 Low Entropy Steganographic Model

The low entropy steganographic system was first described in the paper [26].

Figure 5.6: The low-entropy stego model

Definition s.4.2. 4 low-entropy steganographic system S L consists of three efficient algorithms
as in the bigh-entropy model but with a number of differences: a probabilistic key generator

Gen(-), a probabilistic encoding function Enc(-, -, -) and a deterministic decoding function

Dec(-, -, -).

* Gen(A) : takes as input a security parameter A, and returns a key k € K.

* Enc(-,-, ") : The embedding function Enc returns a carrier object 0 and additionally
a secret message m’ (which may be identical to m). In other words, Enc takes as input
a key k, a cover object ¢ € C U and a secret message m € M, and returns a stego-object

0 € O' and a secret messagem’.

* Dec(-,-,-) : Dec takes as input a key k, a stego-object 0, and a secret m’, and returns

the message m.
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The following property now holds for all messages m irrespective of their size: if (o, m’) =

E(k,c,m), then D(k,o,m’) = m.

The low entropy model is an alternative if the cover object lacks enough entropy to
conceal the secret message. Rather than encoding a secret message in a cover object, a fake
unsuspicious text disguised as a cover object could be published on a socially constrained
channel, e.g., a text message that can be published on a Social Network Platform such as
Twitter or Facebook. It is necessary to note that the cover object (e.g., a text message) is
selected to represent the secret message rather than have the secret message encoded within
the cover object. The real secret message is concealed by transmission over an Out-of-Band
(OOB) Channel since, by definition, the stego-object cannot contain the secret. The oper-
ation of linking the stego-object to the message would possibly, or possibly not, require a
key. When the recipient receives the stego-object, he will use it to determine the nature of

the Out-of-Band Channel and eventually get the secret message.

5.5 System Model

This section introduces the adversarial models used throughout this chapter.

s.5.1 Adversary Model

An adversary model is considered a set of descriptions that specifies the aims and limitations
of an adversary’s computational knowledge and ability. An adversary can be considered an

entity that wishes to hinder, detect or modify concealed content transmitted over covert
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communication. To identify in totality the security goals against omnipotent adversaries is
impossible. Therefore, devising specific adversary models is essential [179]. For example, if
an adversary knows a cover-object 0(0) (an image) for a specific communication channel C,
a secret message m € M can be detectable with probability Prob(m # 0) by comparing

objects 0(0) and o(m). o(m) is a stego-object that contains a secret message .

In this system model, adversaries are defined as entities attempting to passively and
actively access the confidential information m by monitoring a particular communication
channel, with and without the intent to interfere with the content. These entities are an
External SMS Interceptor, employees at Mobile Network Operators (MNO), even the In-
ternet Service Provider (ISP) and the Government. None of these entities should learn and
modify the content of m else; confidentiality and integrity are compromised. The two types
of adversaries described in this section are based on the amount of information they could

aCCess.

Adversaries have no control over the user’s computing environments, such as the user’s
browser, mobile phone, and any other device that might be used in the protocol. As many
companies through MNOs rely on SMS for targeted advertisement, data mining, market-
ing and sentimental analysis, financial and commercial interests frequently restrict MNO
from using encryption techniques. Restriction such as this motivates the necessity for unde-
tectability if users wish to transmit or exchange confidential content. Also, the government
can rely on encryption restrictions to attempt a systematic monitoring process on its SMS
subscribing citizens, besides totally or partially monitoring subscribers’ traffic. Without
authorisation, the governments’ authorities can often obtain subscribers data from MNO

providers, for example, through wiretapping without a warrant.
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To this end, it is essential to define two realistic and durable adversary models. In the

following subsections, the capacities of the adversaries are discussed.

5.5.2 Passive Warden
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Figure 5.7: Passive Warden.

Steganography is a communication technique used to communicate secretly; as such,
it motivates investigation by the human mind. The approach that concerns developing tech-
niques for detecting and eventually extracting stego messages is known as steganalysis. In
steganography, steganalysis is the job of a warden. When one individual positions himself
into the role of a passive warden who has read-only access to a communication C, the goal is
to use a detection function D¥ to identify the existence of a secret message m and decide if
a message is considered a stego-object 0, utilising this approach could be used to prove to a

third party (e.g. the Active Warden) about the usage of steganography on a communication
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channel. Besides, when analysing digital images, the passive warden is allowed to visually
inspect exchanged images and use statistical analysis to experiment on the distribution of
colours in the image and check if it follows the expected statistics of natural images. An

example of a passive adversary is an eavesdropper.

The Passive Wardens considered in the proposed protocol are described:

* Mobile Network Operators-Employees and Management: The Mobile Net-
work Operators are adversaries that have access to text messages of network subscribers.
Without subscribers’ knowledge, the employees can passively monitor private text
message transmissions and sell this data to unwarranted third parties companies. For
instance, In 2018 and 2019, United States MNOs such as Verizon, T-Mobile, Sprint
and AT and T sell customers’ real-time location information to unauthorised per-
sons, companies and including law enforcement agencies that, without legal consent
[151]. In 2010, Malte Spitz, a German privacy advocate, used privacy legislation to get
his mobile operator to publish his records for education purposes. His reason behind
his actions was to enable the public to understand how the MNOs can monitor users
[65]. In another instance, the value chain in SMS marketing, subscriber information

is sold to companies involved [78].

* Internet Service Provider (ISP) of Cybercafe: The ISP is considered as a passive
adversary that can undermine the Confidentiality and privacy of the public. Privacy
is considered to be a significant concern with the internet. In today modern society,
most ISP (Internet Service Providers) continue to make efforts in monitoring the on-
line activities of internet subscribers. The ISPs collect personal information such as

search parameters, contact, and subscribers” product. At most times, this informa-
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tion is used for commercial purposes, such as targeted advertising [188]. However,
some studies show that personal information has been exploited for other reasons,
including government surveillance, identity theft, determination of insurance cover-

age, price discrimination [143, 144, 86] and assessment of financial credibility.

Studies have revealed that the prevalence of third-parties tracking on the internet is
considered as dangerous[139] [127] [188]. For instance, when an online user visits
CNN.com, the visitor’s identity is tracked by Facebook through observing the like
button on the CNN website.

5.5.3 Active Warden

Shared Secret Key
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Figure 5.8: Active Warden.

Steganography is a technique considered insecure as soon as the presence of the secret
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message is detected. This reason is due to the main objective of steganography is to conceal
communication. Most of the time, identifying the individuals who use the stego technique
to communicate could be significant even though the hidden message may be unknown. If
a warden discovers the use of steganography, he could decide to cut or distort the commu-

nication channel if he has such capacity.

An active warden is a steganalyst that has the capability to both read and write access
to a communication channel C. The warden aims to hinder covert communication by re-
ducing the channel’s capacity with a distortion function D*. Corrupting stego-objects with
distortion might adversely affect the legitimate use of a communication channel (e.g. noise).
Also, an active Warden can intercept and modify the content in a stego-object. For exam-
ple, suppose communicating entities are encoding secret messages in images. In that case,
the active warden may use statistical analysis in the images by moderately resizing, cropping,

and recompressing to prevent the recipient from reading any secret messages.

The Active Wardens considered in the adversarial model are described:

* External SMS Interceptor: This entity is considered as an independent adversary
(e.g., terrorists and criminals) that has the capacity and resources to intercept, modify
and replay private text messages. This entity can use military-grade technologies and
devices to actively monitor the complete transmission of SMS text messages without
the knowledge of mobile phone users and law-abiding MNOs. This entity could use
the StingRay technology device, an IMSI (International mobile subscriber identity)
catcher. This technology can maliciously emulate legitimate mobile base stations by
causing nearby mobile phones to connectand pass information through them instead

of legitimate base stations. This technology is currently used in the United States
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[231, 152].

The External SMS Interceptor can also delude subscribers through a spam email or
malicious text message to download and install mobile phone spying software. The
spying software can record all communications on the installed device [174, 71]. In
2017, the study in [59] proposed a system named Spying Mobrob that enables the

tracking of mobile phone users from mobile network operators.

StingRay device
ntercepting SMS
message

=

| {

| Mobile Mobile
phone phone

A B

Base Transceiver

Station (BTS) SMS Adversary Surveillance Van

Figure 5.9: The External SMS adversary in operation with a Stingray device

* Government: The government is considered an adversary with access to a wide
range of technologies. Among these technologies are suitable for monitoring and in-
tercepting communications on mobile devices. The government has the technologi-
cal resources to monitor all mobile phone communications within a territory without
the consent of mobile phone users. In this adversary model and the case of simplic-
ity, the government is considered an active warden though they have access to passive

technologies. For instance, since the early 1990s in the United States, the government
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has had access to passive telephone surveillance while the active surveillance technolo-

gies have been available as early as 1995 [163].

With the use of inexpensive and user-friendly surveillance technologies, most mobile
phone surveillance is performed by Government agencies with the collaboration of
Mobile Network Operators (MNO) and Internet Service Providers (ISP) [32, 190,
103, 218]. There are instances where the government will collaborate with a third
party company such as the NSO group located in Israel. The spyware company sells
a surveillance technology known as Pegasus to various governments. This spyware
product can covertly infect a user’s device and monitor all their activity. In most cases;
usually, the adversary can access a target’s text messages, phone calls, internet search,
location, and stored data undetected. A challenging aspect of the Pegasus spyware is

the ability to be undetected by antivirus and anti-malware [242, s1].

However, there are some situations where the government would want to perform
direct, unmediated mobile phone surveillance themselves [124, 163, 165]. These situa-
tions include Identifying unknown phones currently used by a known target, Locat-
ing devices that cannot be found by the wireless carriers, blocking devices or dialled
numbers selectively and performing foreign intelligence and military operations. In
cases by assumption where the MNOs refuse to collaborate with the government,

they can be forced to do so.
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5.6 Protocol Design

This chapter recalls from Chapter 4 that the essential idea that supports this novel research
domain is to adopt systematic protocols that were initially developed to provide confidential
communication through medial social platforms [26, 47, 63, 170] to an SMS mobile banking

environment.

Though the publications [63], [47] and [26] inspire the protocol described in this sec-
tion with significant differences. Instead of using a secret sharing scheme in [63], which
requires non-trivial computations, a simple binary XOR operation achieves the same level
of security and the only small reduction in redundancy due to the use of secret splitting.
Secondly, instead of using the combination of the low entropy steganography and encryp-
tion approach in [26], the protocol described in this chapter combines both the low entropy
steganography and high steganography without the use of symmetric nor asymmetric key in-
frastructure and trusted third parties. Thirdly, instead of using the dual non-colliding chan-
nels as in [47], the protocol described in this chapter uses three independent non-colliding
channels. The additional channel adds a layer of security to make a challenging task for
any adversary that wishes to hinder security. The low entropy approach adopted in this
chapter can be classified as steganography by cover synthesis. In contrast, the high entropy
steganography approach can be classified as steganography by cover modification described

in Chapter 2.

In this section, we design our multi-channel SMS banking protocol. Our approach is,
to our knowledge, the first work that achieves secure transactions using a combination of

low- and high-entropy steganographic models.
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5.6.1 System Overview

The system overview consists of the essential core participants such as the user customers (in
our example, Amara and Ebere), the mobile network operators and the bank. Users may act
as payers or payees and are required to register with the SMS banking service through their
bank. The sim cards and phone numbers should be associated with their bank account
during banking registration. Customers are also required to subscribe to the GSM network
through the mobile network operator, providing customers with SMS services. All SMS
payment requests are transmitted to the bank through two mobile phones, operated by two
distinct mobile service providers. The third channel requires the issuer bank and customer

to have a public Internet connection.

Our proposed protocol neither requires specific software to be installed on the mobile
phone nor an expensive mobile phone (smart-phone) to be available. In order to be able
to use our mobile banking protocol, customers only need access to an affordable dual SIM

phone capable of sending SMS. For example, the Nokia 105 DUAL SIM is such a device,

available for a reasonable price.

5.6.2 Protocol Description

Let Amara be a sender wanting to transfer money to Ebere’s account through the Bank. Let
M be the set of all possible messages, B a set of bit strings and C the set of all channels. The

functions Enc and Dec are stego-encoding and stego-decoding functions respectively.

Letm € M be an SMS message, and b € B be a binary value used for the protocol.
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Amara Bank

{m, my, ma}
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mi
Cy

m ma
ma
Co

b=m®m ®mo
ms = Enc(b)

ms3 m3
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b = Dec(ms)

m=b®m; dmy
Figure 5.10: A Multi-Channel Steganographic Network Protocol Trace (a).

The channels C; € C (i = 1,2) denote two independent mobile wireless channels,
implemented through suitable Mobile Network Services. The channel C3 € C is a (not

necessarily secure) internet connection.

The messages m1 and mo are pseudo, unsuspicious SMS messages and m3 is a stego-
object (e.g. image), using a suitable high-entropy stego-system, e.g. LSB hiding. We may use
different mechanisms to implement C3; we propose using a picture-upload facility on the

Bank’s public website, where users can share "happy customers” pictures. This approach
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does not require a secure connection and would not raise suspicion.

If a payer Amara wishes to transfer money to a payee Ebere via her Bank, the following

steps of our multi-channel protocol are executed:

1. Amara creates an SMS banking instruction message m € M.
2. She also generates two fake unsuspicious banking instructions m1 and mo.

3. The messages m1 and my are transmitted to the bank over two independent mobile
wireless channels C1 and Ca respectively. An monitoring adversary trying to initiate

a malicious activity will believe that the SMS banking instructions are genuine.

4. Subsequently, Amara will independently computes b = m @ m @ ma. The compu-

tation of b is independently implemented with a separate algorithm and system.

5. The binary value b is concealed in a stego object (image) using an LSB hiding map

br—m 3.
6. ms3issentto the bank over an insecure public network (through a cyber cafe) channel.
7. Onreceiving m3 and extracting b, the bank can recover m by computing b®m | ®&ms.
8. The bank can now transfer Amara’s requested amount to Ebere’s account.

9. Finally, an SMS notification is sent to Ebere.

The Figure s.10 and Figure s.11 illustrates protocol trace and system overview.

The messages m1 and ms, transmitted over C1 and Ca respectively, is considered a low

entropy steganographic system. On the other hand, m, m1 and my concealed within the
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Figure s.1x: A detailed Multi-Channel Steganographic Protocol System Overview

cover object m3 and transmitted over C3 is considered a high entropy steganographic system.
An important security property of this protocol is that it achieves the concept of indistin-
guishability presented in Chapter 3 of this thesis. In the steganographic protocol proposed
in this chapter, indistinguishability is the inability of an adversarial entity to distinguish be-

tween a pseudo SMS banking instruction and a genuine SMS banking instruction. The task
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of distinguishing between a pseudo SMS banking instruction and a genuine SMS banking
instruction is very challenging because the pseudo SMS banking instruction follows the for-
mat of a genuine SMS banking instruction. The reason for using a pseudo SMS banking
instruction is to disguise the real banking information and hide payment information (for
example, payment amount, payee and possibly bank name). If adversarial entities see pay-
ment details of banking transactions, this information can be used for malicious reasons (for

example, marketing, targeted advertisement and data mining without authorisation).

Besides, it is possible only to use a cover object for steganography across a channel (e.g.,
an SMS text message transmitted on a socially constrained channel). If the adversary sees the
message as unsuspicious, steganography has taken place without notice. In this instance,
only a cover medium has been used for steganography. The adversary cannot distinguish
between a stego-object, a cover medium and a generic message. The multi-channel stegano-
graphic SMS based banking protocol is defined and summarised in definition 5.6.1. The
definition is a generic definition that combines the high entropy and low entropy stegano-

graphic system.

Definition 5.6.x. (Multi-channel entropy scheme for SMS banking): A multi-channel secure
SMS steganographic banking system is a Stego-system S, that is considered a hybrid, a high
entropy S" and a low entropy stego-system S'. This hybrid entropy system consists of five ef-
fcient algorithms and three independent non colluding wireless channels. The five efficient
algorithms consists of a generator Gen(Q), probabilistic encoding function Enc(-), a deter-
ministic decoding function Dec(-), a deterministic transmission algorithm Trans(-,-) and

an Xor(-, -, -) algorithm.

* Gen(A): According the security parameter A outputs {m, my,ma} «— A through a
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mobile phone.

* Trans(-,-): C1 and Ca takes two pseudo banking instructions my and ma respectively,

and transmit to an intended recipient (Bank).

* Xor(:,+,-): Takes as an input m1, ma and the real message m, calculate with the algo-

rithm (Xor) operator and return b.
* Enc(-): Takes as input b and outputs ms such that mg «— Enc(b).
* Dec(-): Given a deterministic decoding function, b is extracted from ms.

* Xor(:,+,): The secret message m is reconstructed by calculating b & my @ mo.

An SMS banking instruction ( usually called Unstructured Supplementary Service
Data (USSD) Codes) has various specific formats, depending on the bank [98] [216] [70] [1]
[64] [230] [79]. For instance, in a developing country like Nigeria, the Guaranty Trust Bank
(GTB) SMS banking instruction for money transfer within the same bank has the following
format: *737*1* Amount*NUBAN Account Number# (e.g. *73771*1000*1234567890
#) from the phone number you registered with GTBank. While the format for money
transfer to another bankis *737*2* Amount* NUBAN Account Number+(e.g. *7372*1
0001234567890 ) from your registered phone, then authenticate the transfer with a hard-
ware token, create 737 PIN, or last four digits of your GTBank debit card [79]. An SMS
banking instruction in such a format would be suitable for the proposed protocol. Table 5.1

describes the SMS banking format from various banks.

In the steganographic protocol, the messages m1 and mo can be encoded in such a man-

ner that makes it challenging for an adversarial to distinguish. In the worked example in table
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BANKS

Fund transfer to same bank

Fund transfer to other banks

Union Bank

*826*1* Amount* Account Number#

*826*2* Amount* Account Number#

Stanbic IBTC Bank

*909*11* Amount® Account Number#

*909*22* Amount® Account Number#

First Bank Nigeria

*894* Amount® Account Number#

*894* Amount® Account Number#

Access Bank

*901*1* Amount*Account Number#

*901*2* Amount* Account Number#

United Bank for | *919*3* Account Number* Amount# | *919*4* Account Number* Amount+
Nigeria
Guaranty Trust | *737*1* Amount™ Account Number4 | *737*2* Amount® Account Number#
Bank

Table 5.1: SMS Banking Unstructured Supplementary Service Data (USSD) Codes

s.12and 5.13, the pseudo USSD codes *7371*1000% 12345678904, * 73712500 1288867890+

can be XORed with an actual USSD code *737*1*5000* 1288300890+ to produce *737*1*6500%1234 >
0089#. Though the resulting output *737*1*6500*1234 > 00894 may not be random

enough and could result in an attack such as brute force or guessing attacks. Therefore re-

sults such as 0*737°172200*912 <: 47 :>7) in the figure would make a more challenging

task for an adversary to break or guess correctly.

Type ASCII
Input 1 m, *737*1*1000*%1234567890#
Input 2 m, *737*1*2500%1288867890#

Intermediate Result 1 000000MNNK

*737*1*5000*1288300890+#
*737*1*6500*1234>00890#

Input 3 m;

Final Result

Figure 5.12: A Multi-Channel Steganographic Protocol Worked Example (a).
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SMS banking instructions
(USSD codes)

Binary

*737*1*1000*1234567890+#

10001100110000001110010011100000110111001101100
01101010011010000110011001100100011000100101010
00110000001100000011000000110001001010100011000
10010101000110111001100110011011100101010

*737*1*2500*1288867890+#

10001100110000001110010011100000110111001101100
01110000011100000111000001100100011000100101010
00110000001100000011010100110070001010100011000
100101017000110111001100110011011100101010

00000O0MXHN

00000000000000000000000000000000000000000000000
00011010000110000007011000000000000000000000000
00000000000000000000010100000011000000000000000
00000000000000000000000000000000000000000

*737*1*5000*1288300890+#

10001100110000001110010011100000110000001100000
01100110011100000111000001100100011000100101010
00110000001100000011000000110101001010100011000
100101017000110111001100110011011100101010

*737*1*6500*1234>00890#

10001100110000001110010011100000110000001100000
01111100011010000110011001100100011000100101010
00110000001100000011010100110110001010100011000
100101017000110111001100110011011100101010

Figure 5.13: A Multi-Channel Steganographic Protocol Worked Example (b).

Type ASCII
Input 1 m, *737*%1*1500000*1647839237#
Input 2 m, *737*%2*6700000*9827153894#

Intermediate Result 1

ONKM N K

Input 3 m;

000*737*2*5000*9124427385#

Final Result

0*737%1*%2200%912<:47:>?) i

Figure 5s.14: A Multi-Channel Steganographic Protocol Worked Example (c)
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SMS banking instructions
(USSD codes)

Binary

*737*1*1500000*16478392
37#

1000110011011100110011001100710001110071001100110
01110000011011100110100001101100011000100101010
00110000001100000011000000110000001100000011010
10011000100101010001100010010101000110111001100
110011011100101010

*737*2*6700000%98271538
94+#

10001100110100001110010011100000110011001101010
011000100110111001100710001110000011100100101010
00110000001100000011000000110000001100000011011
10011011000101010001100100010101000110111001100
110011011100101010

00000000000011000010100000101000001010000001100
00010070000000000000110000011100000700000000000
00000000000000000000000000000000000000000000001
00000011100000000000000110000000000000000000000
000000000000000000

000*737*2*5000*91244273
85#

00000000000000000000000010001100110101001110000
011001100110111001100710001101000011010000110010
00110001001110010010101000110000001100000011000
00011010100101070001100100010101000110111001100
110011011100101010

0%737*1*2200%912<:47:>7)
N

00000000000011000010100010100100111111001111100
01110100011011100110100001110100011110000110010
00110001001110010010101000110000001100000011001
00011007000101070001100010010101000110111001100
110011011100101010

Figure s5.15: A Multi-Channel Steganographic Protocol Worked Example (d)

In order to successfully encode an SMS banking instruction in an image, the stego-

medium should have the capacity to contain the banking instruction as explained in defini-

tion 5.4.1. Also, the SMS banking instruction length needs to be optimally small enough to

be contained in an image. In the first instance, the maximum payload of a single SMS is 160

characters of 7-bit encoding. Thatis 1120 bits / (7 bits/character) = 160 characters for a single

SMS message for GSM, and it also means that 7-bits is used to encode a single character. In

UTF-16, 16 bits are used to encode a character while, in UTF-8, 8 bits are used [38]. In this

thesis, the use of the 7-bit encoding is considered since the protocol requires the customer

to register for GSM services, which is cost-eftective.
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Since the SMS banking instruction examples in figures s5.12-5.15 has 23 characters, then
the size of an SMS banking instruction transmitted independently across channel ¢1 and ¢2
will be 161-bits=0.0196 KB for storage and 0.020125 KB for network transmission and using

the following formula:

TS = Ny X N,

The notation T'S is the Text File Size, N}, is the number of bits per character, and N, is
the number of characters. Therefore, suppose an image of 800 x 600 with a size of 576KB
or 1200 x 900 with a size of 1.14KB is used to encode a text, the optimal size of the text
should be 175KB or 2.10KB to be contained effectively [75]. Any of these image sizes would

be suitable for the practical implementation of the protocol.
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s.7 Security Analysis

In this section, we analyse the security of our protocol against various adversaries that would

be to be expected in a real-world scenario.

The fundamental security assumptions of the protocol are that the bank is considered
to be trusted, and we exclude attacks by its customers as well. On the other hand, the cyber-
café, the mobile operator(s) and potentially even the government cannot be trusted as they
might wish to access communication records. They could carry out passive or active attacks
such as eavesdropping, man-in-the-middle attacks or steganalysis. One individual adversary

could make attacks, or adversaries could conspire together (collaborative attack).

The security analysis of our protocol is presented by measuring the advantage the ad-
versaries have in winning the STEGO-game. The four adversaries analysed in this section
has access to an oracle O(-, -), this will give them an advantage in winning the STEGO-
game. The External SMS interceptor analysis is initially analysed, followed by the mobile
network operators-employees and management. Afterwards, the cybercafe users and own-

ers are analysed. Finally, we analyse the ISP of the cybercafe and the government.

s.7.1  External SMS Interceptor

The External SMS Interceptor is an adversary that could intercept or modify our SMS bank-
ing instruction in an insecure GSM network. Without loss of generality, this adversary is
assumed to have the capacity to monitor only one channel externally. However, due to

the genuine-looking format of the banking instruction, the adversary will not suspect its
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content to be pseudo, and the intercepted information will be believable. If this adversary

s

DalK

m
m; -
C)
O my
: -
i C,
m;

Figure 5.16: External SMS Interceptor Replay Attack

pretends to be a legitimate sender and modifies m1 to 7711, he will, at the worst, interrupt the
scheme. The bank will detect this attack, as the reconstructed real message m will not make
sense. Also, it means that the External SMS interceptor can win the STEGO-game with a

1
probability of > and the protocol is secure under this adversary.

Gamer: LetaMulti-channel-entropy stego-scheme [| «<— (Gen, Enc, Dec, Xor) be STEGO
secure against an attack, if no probabilistic polynomial time adversary (PPT) A has a non-

negligible advantage against the challenger Chal.
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Let Amara be the challenger Chal and the External SMS Interceptor adversary be A.

The game proceeds as follows:

§.7.2

Init : The challenger uses Gen(-) to output a security parameter A.

Setup : The adversary A has access to a channel oracle O(-, -) which samples one after
another, blocks from the channel distribution Cy and it’s history h. The adversary is

allowed to make as many draws from O(c, h) as it wishes.

Phase 1 : The adversary A issues q queries to O(c, h) my.....mgy, where each query m;

is a bidden text in M.

Challenge : Eventually, the challenger Chal submits to A a pseudo banking messaging

instruction mj.

Guess : A is faced with a stego-decision problem which is to discern if the message my is

a genuine banking instruction or a pseudo banking instruction.

A outputs a bit b, where b = 1 if be wins the game

Mobile Network Operators — Employees and Management

This adversary entity has access to all text messages transmitted across the mobile network

channel. Suppose the management of the mobile network operators is genuine and not

aware of the malicious activities that an employee could commit. In that case, unauthorised

modification and interception of transmitted data could be achieved. However, if both

adversaries intercept m1 and mg independently or even when colluding, m3 remains secret,

they can only cause a (detectable) interruption of the protocol.
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The security analysis of this adversary is further explained in the following STEGO

game. The game expresses the inability of this adversary to distinguish between pseudo

banking instruction and real banking instruction.

m;
m; . -
¢
e m
i C
mj
m
iy
m;
Suspicious
m
?’??2 )
C,
mj
= ¢
m;
m;

Figure s.17: Mobile Network Operators — Employees and Management Replay Attack

Game2: Leta Multi-channel-entropy stego-scheme [] < (Gen, Enc, Dec, Xor) be STEGO

secure against an attack, if no probabilistic polynomial time adversary (PPT) A has a non-

negligible advantage against the challenger Chal.
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Let Amara be the challenger Chal and the Mobile Network Operators adversary be A.

The game proceeds as follows:

* Init : The challenger Chal uses a function to output a security parameter A < Gen(-).

* Setup : The adversary A has access to a channel oracle O(-, -) which samples one after
another, blocks from the channel distribution C1, Co and their bistory h. The adversary

is allowed to make as many draws from O(c, h) as it wishes.

* Phasel : The adversary A issues q queries to O(c, h) my.....mg, where each query m;

is a bidden text in M.

* Challenge : The challenger Chal outputs two pseudo banking messaging instructions

my and ms.
* Phase?2 : The adversary A performs a series of computation.

* Guess : The adversary is faced with a stego decision problem which is to distinguish if

the messages mi and mo are stego-messages o Cover-messages.

* Aoutputs a bit b, where b = 1 if and only if he wins the game.

Though the Mobile Network Operators has full access to the pseudo banking instruc-
tions, it is impossible to distinguish if the text messages are stego-messages or cover-message.
A pseudo banking instruction sent by an SMS subscriber to a bank can be seen as a generic
innocent message that does not raise suspicion. The MNO can only win with a probability

1
of > and the stego-system is secure under the MNO adversary.
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5.7.3 Cybercafé Users and Owner

Various attacks could be carried out by other users of the cybercafé, or potentially its owner.
Negligence could potentially contribute to various threats. These threats could be malware
that could lead to unauthorised disclose in public cybercafés. Amara could be monitored

by a malware or hardware device such as a key-logger.

However, the impact of these attacks is the same as that of the SMS interceptor attack.

5.7.4 ISP of Cybercafé and Government

The most potent attackers, however, are the Internet Service Provider (ISP) of the Cybercafé
or even the Government, who might, using relevant legislation, have access to connection
details and traffic information. This thesis assumes that the ISP and Government have all
the capabilities to monitor specific traffic of users connected to the internet; this thesis fur-
ther assumes that the ISP and Government monitor the channel C3. It is possible for both
adversaries will see that Amara connects to a specific internet connection at a public and
insecure cybercafe. These two adversarial entities will collaborate by using available tech-

nologies to recover the secret banking instruction m.

Game 3: Let [[ «— (Gen, Enc, Dec) be a Multi-channel-entropy stego-scheme that is
STEGO secure against a capable adversary A. However, A is bounded within a probabilistic

polynomial time (PPT) with a negligible advantage against the challenger Chal.
Let Amara be the challenger Chal. Let the ISP and Government adversary be A with
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.

Figure 5.18: Multi-channel man in the Middle Attack.

access to a stego-oracle O. The game proceeds as follows:

* Init: The challenger Chal uses a crypto function Gen(-) and a security parameter A to

output a symmetric stego-key k «— {0, 1} Chal gives the resulting key k and the
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params to the adversary A.

* Setup: The adversary A bas access to a stego-oracle O(c, h) that has s; «— Enc(-, -, -)

and m; «— Dec(-, -, ) capabilities, were h is the history of c3.

* Phase 1: Theadversary A issues q1 queriesto O(C, h) 01.....04, where each stego-object

0; is drawn from Enc(k, m;, h).
* Phase2: The challenger Chal independently computesb € {0,1} «— m & - @ -.

* Challenge: The challenger Chal picks a random bit n € {0, 1}, independently uses
Enc(-, -), a deterministic function to output mz «— Enc(k, b) and publish m3 to the

adversary A.

* Phase 3: The adversary A initiates decoding queries qo to O(c, h) in order to retrieve

ni.

* Guess: The adversary outs a bit n” and wins if be successfully retrieves m else, the ad-

vantage of A is negligible.

However, if all three channels C1, Co and C3 can be intercepted simultaneously, the

message m can be reconstructed or altered, and the protocol is compromised.
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5.8 Summary

This chapter proposes a novel secure SMS banking protocol that combines low and high
entropy steganography. This approach has been influenced by previously suggested OSN
multi-channel security protocols and protocols used in ad-hoc networks. One of the critical
features of this protocol is its steganographic confidentiality property against the malicious
mobile network operator, malicious employees at the mobile network operators and the

external SMS interceptor, which, to our knowledge, is a novel feature.

The summary of the advantages and limitations of this protocol are as follows.

5.8.1 Advantages

1. Our steganographic protocol does not use encryption and hence does not require the
bank to exchange a secret key with customers. The need for a security infrastructure
such as Trusted Third Parties or cryptographic Public-key Infrastructures does not

arise.

2. The architecture is straightforward and cheap to implement and could be deployed
very rapidly. In terms of infrastructure, it only requires GSM (2G) services and one
additional internet connection, which can be insecure. It would be suitable, for ex-
ample, in rural areas or countries without individual secure home internet connec-
tions for users who do not have access to modern smartphones and more sophisti-

cated secure banking mobile apps.

3. Onewould wonder why SMS banking subscribers would want to initiate secure trans-
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actions using our protocol instead of using an encrypted channel or encrypted SMS.
Although, aside from convenience, one might want to use our approach. Initiating
transactions directly at the bank might not be available at all times. Given thata payer
wants to transfer money to a payee, the money could be transferred via traditional
online banking or a secure native mobile banking application. There are various sce-
narios where this would be convenient. Nevertheless, if the payer and payee want to

conceal that they are initiating secure transactions, then our protocol is suitable.

5.8.2 Limitations

1. For this protocol to be successful, users require a dual SIM phone (or two mobile

devices).

2. If an attack is made only on one or two channels, then the private SMS banking
instruction m remains secret. However, if adversaries could collude and intercept
or modify all three channel ¢1, ¢2 and c¢3, then the secret message m can be recon-

structed or altered, and the protocol is compromised.

3. The protocol can be interrupted by modification attacks on the individual channels;

however, the bank will detect the interruption if implemented appropriately.
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Chapter 6

Ensuring Message Freshness and
Integrity in A Multi-Channel SMS

Steganographic Banking Protocol

N this chapter, we improve on the SMS banking protocol presented in Chapter 5. Af-
I ter analysing the security of this prototype protocol, we address the threat of a multi-
channel replay attack and multi-channel man-in-the middle attack. We postulate that the

resulting, strengthened protocol is secure and robust for use in real-world scenarios.
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6.1 Motivation

The Short Message Service (SMS) is a popular and fundamental service in mobile cellular
networks, which is supported by 7.4 billion mobile devices as of 2014 [229]. This mobile ser-
vice is not only for personal usage, but also used by various industrialised SMS powered ser-
vices such as social networking (e.g., Facebook, Twitter, Whatsapp), Transport Information
Systems [13], health [232] [116], Election Participation [56] [54], Crime Scene Investigation

[147], and Mobile Banking [34].

Specialised Mobile Banking Services such as SMS based banking enable banks to offer
their customers the flexibility of financial and non-financial transactions which can be clas-
sified as Push and Pull services respectively. Although SMS messages are designed by default
to transmit non-sensitive messages over a mobile communication network and the SMS en-
cryption algorithm (As stream cipher) is insecure. This insecurity, however, has induced a
legacy of security concerns, many of which pertain to the confidentiality and integrity of
SMS transmission [77] [150] [160]. The research in [228] presented some concerns regard-
ing the extensive functionality of SMS which can incapacitate all voice communications in
a metropolitan area, and in [247], threats such as SMS-based mobile bot-net known as An-

droid bot-net [82] were discussed. SMS messages are transmitted on mobile networks as

plaintext between the SMS Centre (SMSC) and Mobile Subscriber (MS).

The §S7 is a mobile network component that interconnects mobile networks together.
Companies and researchers have described several attacks on the SS7-MAP protocol. For ex-
ample, a time interrogation technique is used to gain and disclose subscriber information

which enables an adversary to send malicious SMS to victims. Technologies such CAMEL
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enables an adversary to intercept SMS during transmission [67] [182] [91]. Additionally,
SMS contents are stored in the systems of network operators and can be read by their per-

sonnel [196].

To mitigate these security concerns in SMS, the study in [196] described an end-to-end
secure EasySMS protocol based on MAES (modified AES). The protocol sends less number
of transmitted bits, generates less computation overhead, and reduces bandwidth consump-
tion. Subsequent solutions in [45] proposed a secure Verifiable Hash Convergent Group
Signcryption (VHCGS) framework for group-to-group SMS transmission. In this proto-
col, the service provider makes a ciphertext verification with a specific protocol. The service

uses a protocol that is known as Partial-Unsigncryption Protocol.

In Chapter s of this thesis, a novel cryptographic protocol based on steganography
was described, which achieves covert communication using three insecure channels. The
steganographic technique of the protocol combines both steganography by cover synthesis
and cover modification. When used in a mobile banking setting, compared to previous ap-
proaches, one of its main advantages is that encryption is not utilized, therefore, the need
for a secret key exchange or trusted third parties does not arise. Another advantage of this
protocolis its confidentiality property against the external SMS adversary and mobile phone
operator. However, there are significant security threats regarding SMS messages transmit-

ted across all three channels.

Networks and data are vulnerable to different types of threats such as replay attack,
man-in-the-middle attack, eavesdropping, compromised-Key attack, and spoofing if there
are no security schemes in place. To Prevent such threats in a system will require techniques

such as encryption, steganography and secret sharing could be utilized. In this paper, we are
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concerned with a cryptographic protocol design to prevent threats such as the multi-channel

replay attack and multi-channel man-in-the middle attack.

6.2 Chapter Contributions

The main research contribution of this paper is a more robust version of the protocol that
we initially presented in Chapter 5. The new design aims to mitigate three-channel replay
attack and three channel man-in-the-middle attack, as a result of this providing messaging
freshness and integrity for the SMS banking transactions. At first, it takes into account the
limitations and security issues described in our previous approach. This research establishes
security analysis of the extended protocol in order to prevent attacks such as the Multi-
Channel Replay Attack by introducing server-side nonces and making the protocol inter-
active. Also, the Hashed message authentication code is used to prevent the Multi-Channel
Man-in-the-Middle Attack. Finally, in the process, we establish some open challenges that

call for further research.

The organisation of this chapter is as follows: Section 6.3 presents the security tech-
nologies relevant to this chapter. Section 6.4 describes the security concerns of the protocol
presented in Chapter 5. Section 6.5 describes the main contribution of this chapter, while
section 6.6 briefly presents steganographic Protocols using nonce sharing. The following
Section 6.7 analyses its security properties, while Section 6.8 and 6.9 presents discussion

and summary to this chapter with some areas for future research respectively.
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6.3 Related Terminology

In this section, terminologies that are essential for this paper are presented.

6.3.1 Semantically Constrained and Insecure Channels

The term channel could be described as a communication link C that is established between
two or more communicating entities. This channel C could be wire, wireless, secured and
unsecured. The channel C can have specific properties that classify it as constrained, con-
sequently making them suitable to transmit a specific type of messages. The constraint
imposed on a channel may include format, encryption algorithm, capacity or content re-
strictions. For example, according to the Global System for Mobile Communication stan-
dard (GSM), SMS can only transmit 160 (octets) characters of 7-bit encoding per transmis-
sion. Depending on the protocol used by a Mobile Network Operator, the SMS transmit-
ted across a channel could be less than 160 characters. In cases were SMS encryption is used,
only 64 (ASCII) characters are supported. There are some countries where SMS encrypting
communication is not permitted [114]. Constraint such as these renders a channel insecure
and therefore vulnerable to attacks. A constrained channel may be secure; however, in this

chapter, all three channels used are considered to be semantically constrained and insecure.

6.3.2 Data Integrity and Authentication

Data integrity and authentication are security services that are essential to any network pro-

tocol. Message integrity can be referred to certain conditions when a message m is trans-
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mitted across a secure connection-oriented channel C without modifications, replays and
duplication. Authentication can be used to identify a user’s identity, and it can be achieved
with four means: what an individual knows (e.g., PIN), what an individual possesses (e.g.,
cryptographic keys), what an individual is (e.g., static bio-metrics), what an individual does
(e.g. dynamic bio-metrics). If these methods are correctly implemented, they can be used

to provide secure message authentication [215].

Various authentication protocols have been proposed. These protocols normally utilise
cryptographic challenge and response approaches which involve trusted third parties to agree
on a type of authentication and some agreed function. For instance, a server S will send a
challenge Ch and expects a valid reply from a client. A correct reply will convince the server
that authentication is achieved. Some authentication protocols such as in [149], [193] and
[157] use a nonce as a challenge, while in [217] suggest use a pre-shared secret to generate
a challenge. In other cases where the nonce is not encrypted in the challenge message, the
valid response could be used to construct a message that contains the nonce and encrypted
with a shared secret key. In this paper, we are concerned with extending the protocol de-
scribed in Chapter s by including message integrity and authentication mechanisms. This
approach will enable the protocol to be robust against unauthorised modifications, replays,
and intersection: we are concerned with the detection and prevention of attacks since mes-

sage integrity services are related to active attacks.

6.3.3 Message Freshness

In a network protocol, a message is deemed fresh if it has never been used in a protocol’s pre-

vious trace. The notion of message freshness has become an essential principle in the design
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of network security protocol. Otherwise, replaying old messages can lead to protocol fail-
ure, as explained in Section 6.4. Cryptographic nonces, time-stamps or sequence numbers

are used for message freshness in many security protocols.

6.4 Our previous protocol

In this section, we briefly recall our previous protocol published in Chapter 5. We then
discuss the security concerns pertaining to our previous approach. The security concerns
discussed in this section are mainly on the data integrity of transactions that are transmitted
across all three channels. Confidentiality is essential in our scheme but not sufficient for
correctness. We introduce illustrations of replay attacks in two parts. The first part describes
illustrations of the message flows between communicating principals, which is followed by

the descriptions of action performed by communicating entities.

We recall the following notations: Let Amara be a sender wanting to transfer money
to Ebere’s account through the Bank. Let M be the set of all possible messages, 8 a set of
bit strings, AV a set of nonces, C the set of all channels and A be a set of adversaries. The
functions Enc and Dec are encoding and decoding functions respectively. Let m € M be
an SMS message, b € B be a binary value and the nonce N; € N (i = 1,2) used for the

protocol.

The channels C; € C(i = 1,2) denote two independent mobile wireless channels,
implemented through suitable Mobile Network Services. The channel C3 € C is a (not
necessarily secure) internet connection. The messages m1 and my are faked, unsuspicious

SMS banking messages and m3 is a stego-object (e.g. image), using a suitable high-entropy
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stego-cover, e.g., LSB embedding. Different mechanisms could be used to implement Cs.
In Chapter 5 we proposed the use of a picture-upload facility on the bank’s public web-
site, where users can share pictures of “happy customers”. This does not require a secure

connection and would not raise suspicion.

6.4.1 Single-Channel Replay attack

In traditional cryptographic approaches, encryption uses a shared secret key to prevent ses-
sion keys and important information from being compromised. Threats such as the replay
attack could, allow an adversary to impersonate legitimate principals or compromise ses-
sion keys. A replay attack can interrupt operations by presenting principals with malicious
messages that appear genuine. The simplest replay attack is one in which the adversary sim-
ply copies a message and replays it later [215]. The conventional approach of steganography
does not necessary require the exchange of a secret key and our approach follow this notion.
For an example, let us consider during an exchange of confidential instructions and C1 has
been compromised by an adversary (A) (e.g., External SMS Interceptor or Mobile Network
Service Provider) as illustrated in Figure s.9. This attack is a single-channel replay attack

explained in the following game.

Game 4: Let ][] «— (Gen, Enc, Dec, Xor) be a Multi-channel-entropy stego-scheme for
sms based banking that is STEGO secure against an adversary A. The adversary A is however
bounded within a probabilistic polynomial time (PPT') with a negligible edge against the

challenger Chal.
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Let Amara be the challenger Chal. Let the adversary be A with access to a stego-oracle

O. The game proceeds as follows:

* Setup: A is given access to Chal’s previous messages and bistory of C1 through the belp
of an O(c, h).

* Challenge: The challenger outs a faked banking instruction and gives it to the bank.
* Phasel: A gueries O(c, h)m....my, where each query m; € M.

* Phase2: A intercepts a copy of my with the help of O(c, h) and performs a series of

computation.
* Phase3: Eventually, A replays m1 to the bank through C.

* A wins the game if and only if the banking instruction is accepted by the bank.

The adversary eavesdrops on channel Cy, but does not attempt immediately to alter
the message m1. The adversary sees and records m1, then tries to replay the message later
to the bank. This could deceive the bank to think that Amara wants to initiate another
transaction. However, the adversary could be unaware that the protocol uses three channels
and my transmitted across Ca should be transmitted secondly. Thus, the bank will detect

the presence of an attack.
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6.4.2 Multi-Channel Replay attack
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Figure 6.1: Multi-Channel Replay Attack
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Let us consider another attack. Suppose that one or more adversaries know that our proto-
col uses three channels, then the protocol can be compromised this is illustrated in Figure
5.10. The replayed message would make the bank believe that Amara wishes to carry out the
same transaction again: This attack could arise as many times as an attacker could plausibly

implement it, on the same message set (or new ones).

In cases were time-stamps are used to prevent replay attacks according to [215], an ad-
versary can replay a time-stamped message within the valid time window. However, if the
original and the replay message arrive at the same time, within the time window, this in-
cident can be logged by the bank’s server. If eventually a replay attack is successful on a
time stamped SMS within a valid time window, at the same time suppressing the original

message, the replays cannot be detected by the bank’s server.

6.5 Strengthened Approach

6.5.1 New Protocol Description

In this section the improved protocol is described. Our goal is to ensure message freshness
in our protocol in order to prevent a multi-channel replay attack. To fix the protocol threat

we include a cryptographic server nonce for this purpose as illustrated in Figure 6.2.
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Amara Bank
{m1, ma, m}
hello
C1
Ny
Ny
C1
N1llm1
N1||mq Nillmq
C1
hello
Co
N
2 N,
Co
Na|lm2
Nol||my Na||ma
Co
b=me&m ®&ms
ms = Enc(b)
ms
Cs
b = Dec(ms)
m=be&m; dmy

Figure 6.2: A Multi-Channel SMS Mobile Banking Protocol secure against multi-channel
replay attack

We recall from Section 6.3-6.33 thata cryptographic nonce is used to make each transac-
tion unique so that an adversary is unable to replay old communications or an unauthorized
transaction in a distinct context. In our distributed protocol, the bank’s server generates a
nonce at least once for each channel. A cryptographic nonce should include properties of
unpredictability or pseudo-randomness and could include a time-stamp 7T's to ensure ex-
act timeliness. Although, [121] argues that time-stamps should not be used for connection-

oriented application due to the challenges that occur with clock synchronization among
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communicating processor clocks. We propose the use of pseudo-random numbers. In our

improved approach, the protocol runs as follows:

1. Amara creates an SMS banking instruction message m.

2. She also generates two fake unsuspicious banking instructions m1 and ms.

3. Amara contacts the bank to identify the run through C1 and Ca respectively.
4. The bank generates two nonces N1 and N and forwards them to Amara.

s. Amara attaches N1 and N3 to the unsuspicious messages 1 and m2 and sends it to

the bank.

6. Amara computes b = m & mq © ma, embeds b using a steganographic embedding

algorithm E and transmits the stego-object to the bank.

7. Onreceiving and extracting b using a steganographic decoding algorithm D, the bank

can recover m by computing b @ m1 @ ma.

8. The bank can now transfer Amara’s requested amount to Ebere’s account.

The new and improved Multi-channel stego-system for sms based banking is summarised

as follows:

Definition 6.5.1. (Multi-channel entropy scheme for SMS banking): A multi-channel
secure SMS steganographic banking system is a Stego-system S, that is considered a ), of the
high entropy S h and a low entropy stego-system S L This dual entropy system consists of five

efficient algorithms and three independent non colluding wireless channels. The five efficient
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algorithms consists of a generator Gen(A), probabilistic encoding function Enc(-, -, -), a de-
terministic decoding function Dec(-, -, -), a deterministic transmission algorithm Trans(-, -)

and an Xor(, -, -) algorithm.

* Gen(A): According the security parameter A outputs {m,my,ma} «— A through a

mobile phone.

* Trans(-,-): takes two separate request through Ci and Co respectively, and transmit
to an intended recipient (Bank). Secondly, the bank generates two nonces N1 and No
and forwards them to Amara. Finally, Amara attaches N1 and N2 to the unsuspicious

messages my and ma and sends it to the bank.

o Xor(:,+,): Takes as an input m1, ma and the real message m, calculate with the algo-

rithm (Xor) operator and return b.
* Enc(-): Takes as input b and outputs ms such that mz «— Enc(b).
* Dec(-): Given a deterministic decoding function, b is extracted from ms.

* Xor(-,+,): The secret message m is reconstructed by calculating b & my & mo.

The Multi-Channel Man-in-the-Middle Attack is a major threat to our protocol. A
typical man-in-the-middle attack enables an adversary to intercept all relevant messages,
and to alter and insert new messages between two communicating entities [215]. In our
distributed protocol, if adversaries collude they could intercept all communications trans-
mitted across all three channels. However, this threat could be mitigated with an HMAC

(sometimes expanded as either hash-based message authentication code or keyed-hash mes-
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sage authentication code). The HMAC uses a shared secret key which could be exchanged

during the SMS banking registration or sent through mail.

In figure 6.2, a third nonce N3 is generated. The nonces N1, N2, N3 and b are concate-

nated together, then they are hashed with the HMAC.

6.6 Steganographic Protocols using Nonce Sharing

In section 6.5, we described an approach which nonces can be utilised for message fresh-
ness. In this section, we describe two steganographic nonce sharing techniques called the
active nonce sharing and passive nonce sharing. Both techniques described in this section

are similar to the protocol in section 6.5; however, there are distinctions.

The active nonce sharing requires three non-colluding channels Cy, C3 and Cs, which
can be Mobile Network Service Providers or text messaging services. Compared to the pre-
vious approach described in section 6.5, here m; and mg are the nonces. In this technique,
the sender Amara creates nonces m1 and m3 and sends them to the Ebere through the chan-
nels C1, and Cy respectively. The nonces are combined with the secret message m to form
b = m1®mo®m. Thisisencoded into the stego-cover o to create stego-objectmgz = Enc(b)
which is transmitted through the third channel C3. The receiver extracts b = Enc!(ms3)and

recovers the original message m = m1 ® ma ® b. This technique is illustrated in Figure 6.4.

The nonces transmitted across the channels should have properties of pseudo-randomness

by the Amara. There are several possibilities of which the nonces can be implemented:
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Amara Bank
{m1, my, m}
hello
Cy
Ny
Ny
Cy
Nil|lm
Nil||lmy - Nil||my
Cy
hello
Ca
N.
2 Ny
Co
Na||lm
Nal|my = Na||mo
Cy
b=m®m & mo
N3
Hyg = HMACk (N1||N2||N3||D)
m3 = Enc(Hg[|N3)
ms
Cs
m3
N3||Hg = Dec(ms3)
b = Hg(N1||N2||Ns||b)
m=>b®m; dmy

Figure 6.3: A Multi-Channel SMS Mobile Banking Protocol secure against multi-channel
man-in-the middle attack
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1. The text messaging application installed on Amara’s phone should generate random
numbers automatically and transmits them to the receiver as SMS text messages. How-

ever, this could create suspicion that important information is transmitted.

2. The second approach requires Amara to manually type seemingly meaningful mes-

sages on her phone, which are again transmitted to Eberer as text messages.

3. The third option requires the application to automatically formulates seemingly mean-

ingful random sentences which are transmitted again to the receiver as texts.

m
RandomMNonce e 7
Generator
]
I "
.......................... » mZ
(&)
. m L —
b=m®m Om, : b—DEC(?’r"l})
— e v et v emmmms e % s v c . e v wmm— e e >
m3 = Enc(b) s m=bom O m,

Figure 6.4: Active Nonce Sharing

The initial approach would not be difficult to implement and given adequate entropy,
and repetition of any given nonces would be improbable. Though, the frequent transmis-
sion of raw random numbers on text messaging channels such as SMS could notify an ad-
versary that secret communication is taking place. The second approach is potentially less

suspicious; the nature of the SMS messages could be reasonably deluding. The adversary can
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be tricked into believing that the text messages transmitted across the channels are generic
and unsuspicious communication. However, this option requires more effort on the part
of Amara who may become negligent with time and repeatedly send previous messages. As
a result, the embedded payload (were it to be discovered) will be more vulnerable to ste-
ganalysis, and the protocol will be compromised. The third option combines first and the
second approach, however, it requires an algorithm that has the capacity to generate random

indistinguishable sentences and high in entropy.

7y

Host Stream 1 _— e e e e =P
Ci
o)

Host Stream 2 V%)
()

i s L —
b=m®m D ms b = Dec(ms)
— s ¢ emmms 4 ¢ s 4 5 emmmas s 4 w4 6 e 4 b.
My = Enc(!}) Cs wm = b 5 s & %)

Figure 6.5: Passive Nonce Sharing

Another approach can also be considered, which could be called “Passive Nonce Shar-
ing” as illustrated in Figure 6.5. In this approach, there are two “host” data streams. Various
sources can be used as streams, though in this chapter, we consider well-established news
or Twitter-feeds accessed by both parties, who thus have a common sequence of nonces.
This method has the following advantages: the nonces now resemble genuine human com-

munications that eliminates the requirement for pseudo-sentence generation. The entropy
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(particularly of a news stream) is likely to be high and requires only one direct channel of
communication C between Amara and Ebere. The disadvantage of this option, however,
is that the system is absolutely dependent upon the “host” streams. If the host stream fails,
then communication is interrupted until restoration, or else both communicating parties
will agree to a new host. Besides, communication with the use of this approach depends
upon the host streams generating new messages at an adequate rate in order to keep up with

the transmission pace.

Techniques used for automatic sentence generation has necessarily long been recog-
nised as part of any natural language interface. Italso relies upon formal grammars; however,
the focus in section 6.6 is to transform some specific semantic message into an understand-
able form, rather than random sentences with irrelevant meaning. With the advancement of
computing technology, artificial sentences can easily be generated with the use of predictive
text algorithms such as T9. For example, starting from the word “hello” and always choos-
ing the first suggestion yields “hello again this is the first time I have much fun” or with a

different seed “what is your favourite place in the UK”.

The concept of automatic sentence generation is far from new: Shannon [204] used
probabilistic word prediction in 1948 to demonstrate the nature of discrete information
sources. The technique was able to demonstrate a “first-order” model in which words were
independently generated and a second-order “Markovian” model in which each word was
chosen according to the probability that it followed the preceding word. Noting that the
latter often generated four (and sometimes as many as ten) consecutive words without gram-
matical error, Shannon suggested the possibility of higher-order approximations. However,

the process involved made this approach unfeasible at that time. The rise of capable com-
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puters has enabled further experiments with Markov-sentence generation. Masurel [161]
published a “third-order” Markovian sentence generator to produce placeholder text for
website testing. This is an alternative to “lorem ipsum” while subsequently Branton [37]
proposed the use of Markov-generated sentences that can be used for summarising docu-
ments. Most approaches used presently for automatic sentence generation are not purely

Markovian; however, are based on formal grammatical models.

6.7 Security Analysis

This section presents the security analysis of our improved protocol. We analyse the security
of our protocol against multi-channel replay attack and multi-channel man-in-the middle
attack. The fundamental security assumptions of the protocol is that the bank is considered
to trusted. We consider two types of adversaries: The Internet Service Provider (ISP) and

the Mobile Network Operator (MNO).

6.7.1  Security Assumptions

An individual Mobile Network Operator has the ability to read SMS messages transmitted
across his mobile network. On the other hand, the internet service provider has the joint
abilities of all involved mobile network operators. He also has the ability to monitor all

connections and activities of certain users.

12.8



CHAPTER 6. ENSURING MESSAGE FRESHNESS AND INTEGRITY IN A MULTI-CHANNEL SMS STEGANOGRAPHIC BANKING PROTOCOL

6.7.2 Collaborative Mobile Network Operator (MNO) Replay At-

tack

It is possible to initiate a collaborative attack between different Mobile Network Operators.
Itis also possible that the unsuspicious nature of the messages m1 and m2 could be detected

and replayed. This collaborative attack is explained in the Games.

Games: Let[] «— (Gen, Enc, Dec, Xor) be a Multi-channel-entropy stego-scheme for
SMS based banking that is STEGO secure against an adversary A. The adversary A is how-
ever bounded within a probabilistic polynomial time (PPT) with a negligible advan-

tage against the challenger Chal.

Let Amara be the challenger Chal and let the adversary be A with access to a stego-

oracle O. The game proceeds as follows:

* Setup: A is given access to Chal’s previous messages and bistory of C1 and through the

belp of O(c, ).

* Challenge: Chal sends two separate request through C1 and Cs respectively, and trans-
mit to an intended recipient (Bank). Secondly, the bank generates two nonces N1 and
No and forwards them to Amara. Finally, Amara attaches N1 and Ny to the unsuspi-

cious messages my and mo and sends it to the bank.
* Phase 3: A intercepts a copy of N1||m1 with the belp of O(c, h).

* Phase4: Eventually, A replays N1||m1 to the bank through Cy.

129



CHAPTER 6. ENSURING MESSAGE FRESHNESS AND INTEGRITY IN A MULTI-CHANNEL SMS STEGANOGRAPHIC BANKING PROTOCOL

* A wins the game if and only if the banking instructions is accepted by the bank.

However, without the inclusion of a nonce N on each channel, or even if the messages
are replayed with the old nonce, the presents of an attack will be detected by the bank as

presented in our improved approach.

6.7.3 Multi-Channel Replay Attack

Suppose all principals involved in the protocols are observed, we might need a closer analysis.
However, we assume that Amara will be the one observed by the adversaries. The colluding
adversaries (Adv) will observe that Amara is connected to the bank’s server. They will see all
messages 11, mz and b transmitted during the trace. The adversaries could try and use this

knowledge to take advantage, reply the messages and initiate an unauthorised transaction.

Game 6: Let[] «— (Gen, Enc, Dec, Xor) be a Multi-channel-entropy stego-scheme for
sms based banking that is STEGO secure against an adversary A. The adversary A is however
bounded within a probabilistic polynomial time (PPT) with a negligible edge against

the challenger Chal.

Let Amara be the challenger Chal. Let the adversary be A with access to a stego-oracle

O. The game proceeds as follows:

* Setup: A s given access to Chal’s previous messages and bistory of Cy through the belp
of an O(c, h).
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Challenge: The challenger outs a faked banking instruction and gives it to the bank.
* Phasel: A gueries O(c, h)m....mgy, where each query m; € M.

* Phase2: A intercepts a copy of my with the belp of O(c, h) and performs a series of

computation.
* Phase3: Eventually, A replays my to the bank through C.

* A wins the game if and only if the banking instruction is accepted by the bank.

We assume the adversaries will attack the protocol as follows: (1) Adv has access to
Amara’s messages including all previous messages. (2) Adv pretends to be Amara Adv 4,
and replays previously sent messages m1, ma and b to the bank through Cq, C2 and C3
respectively. If the replayed messages (m1 and m2) do not contain a freshly generated nonce

sent by the bank, the bank will detect the presence of an attack.

6.7.4 Multi-Channel Man-in-the Middle Attack

In this form of attack, similar conditions can be applied. We assume that the colluding ad-
versaries (Adv) will observe that Amara is connected to the bank’s server and they could try
and take advantage, intercept the messages, modify and initiate an unauthorised transac-

tion. However this attack is negligent due to the HMAC used.
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6.8 Discussion

Our improved approach described in Section 6.5, is secure against multi-channel replay at-

tacks. However, our protocol is vulnerable to other attacks, in particular traffic analysis.

In this section, we discuss potential ways of further strengthening our protocol in or-

der to reduce the impact of these attacks.

6.8.1 Traffic Analysis

The security analysis in Section 6.6 excluded the threat of traffic analysis [185]. Traffic anal-
ysis can assist colluding adversaries to observe if principals are communicating a secret mes-
sage. For example, suppose both the mobile channels and the bank web server are moni-
tored. If traffic analysis reveals that Amara repeatedly sends messages to the bank, using the
two mobile channels, and also uploads information to the bank’s website, her use of the
steganographic protocol can be detected. Threats such as traffic analysis have always been
a major challenge [115]. Whilst studies such as [243] proposed a solution to cope with this
issue in a general Internet setting, they seem difficult to apply in our scenario. The challenge
of low entropy steganography has already been acknowledged in [26]. Further research will

be required to investigate this aspect.

When considering attacks based on traffic analysis, security of our protocol requires
the assumption that an adversary will be unable to detect the steganographic nature of our
cover message. In the literature, this relates to concepts developed in [109] and [93], or more

specifically in the context of an online social network, to soczal indistinguishability [26].
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Defining precisely what social indistinguishability means can be very difficult. Sending fake
SMS banking messages as proposed in our protocol is indistinguishable, if we assume that
the eavesdropper is already aware of Amara’s intention to engage in mobile banking. In this
instance, our aim is not to conceal the nature of the banking protocol, but to disguise infor-
mation about payment recipient, bank account details and similar, or perhaps to hide the
precise type of banking transaction (for example, to disguise a money transfer with a request
for abank statement). However, we could broaden the scope of our information hiding pro-
tocol by aiming at hiding the fact that the secret message is indeed a banking instruction. In
fact, the fake messages could contain any content but in order for this to remain indistin-
guishable, the recipient (the bank) needs to cooperate and hide its true identity to the mobile

operators. This might be problematic with regards to illegality.

The following subsection 6.9 presents the requirement for implementing a Proof of

Concept (PoC) for the protocol.

6.9 Requirements for a Proof of Concept Implementa-

tion

To demonstrate the practicality of the multi-channel steganographic protocol described in
Chapters 5 and 6 of this thesis, a Proof-of-Concept (PoC) working prototype is required.

This section describes the practical requirements of implementing the system.
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6.9.1 Proof of Concept

The Proof of Concept or PoC is a software development terminology that is used to describe
a project. The project is designed to demonstrate the practicability of a software system or
protocol to meet the target requirements by testing that a set of desirable software functions
will function as expected when the chosen technical system or architecture is implemented.
When Implementing a PoC, it is necessary to consider and establish stakeholder require-
ments by describing use cases. Secondly, the software designer should define the system
function and technology necessary to satisfy the stakeholders’ needs. A PoC should include
sufficient analysis, design, and coding to make the proposed solution testable. Finally, a suc-
cessful PoC will enable the project designer to test the feasibility of the proposed solution
and functionality; also, it will enable the stakeholders to analyse and decide whether the

proposed software design can satisfy their requirements [33].

6.9.2  Objective

The objective of implementing a PoC for the multi-channel steganographic protocol is to
demonstrate how SMS based banking subscribers can perform SMS banking transactions

securely by using a dual SIM mobile device (mobile phone) and an internet connection.

The protocol used for the PoC will be implemented with certain considerations:

* The Android Virtual Device (AVD) will simulate a dual SIM mobile phone on a com-
puter without the need for a physical device. This approach will aid in implementing

a basic system that will demonstrate how SMS banking subscribers would perform
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banking transfers.

* Leverage existing programming systems such as javascript or python to implement
a banking website prototype where users would complete transactions through an

internet connection.

The PoC will be deemed successtul if the proposed system is able to successtully complete

an SMS banking transaction request to a server (Bank).

6.9.3 Implementing a Proof of Concept: detailed description

This section aims to focus on the protocol PoC users descriptions; therefore, a set of use

cases is proposed to meet the needs of the SMS banking subscribers.

SMS banking subscriber

* Motivations: The fundamental motive is to be able to securely perform SMS bank-
ing transactions without an adversary discovery and modifications the contents of

my transactions.

* Privacy and Security Concerns: The main privacy and security concerns are per-
forming SMS banking transactions while an adversary discovers the contents of my

transactions and sell them to authorised entities

While users perform SMS banking transactions an adversary modifies or replays the

contents of my transactions.
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Use case 1 (Assertions)

* It will be possible for subscribers to use a dual SIM mobile phone to transmit two

pseudo banking instructions m1 and ms to a bank server.

* Demonstrate that it is possible for users to compute b = m1 ® ma © m using an

independent XOR device.

* The system will allow subscribers to publish m3 on the bank’s web page by creating

register and login functionality.

* Demonstrate that it is possible for the bank’s server to compute m = m1; @ ma @ b

using an XOR functionality.

Use case 2: Exposing data

* Create a visual design to illustrate what the bank public interface would look like,

including register, login interface and steganographic input interface.

* Create a visual design with AVD to illustrate what the physical mobile device would

look like.

* Create clickable prototypes of the protocol front-end.

* Setup the back-end of the system.
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6.9.4 Tasks for the Proof of Concept

The PoC will consist of implementing the steganographic protocol in a development envi-
ronment, using the technical system overview described in Chapters s and 6 of this thesis, in
order to test the use case. The environment will be limited to testing the use case in a min-
imal way in order to demonstrate the feasibility of the proposed approach. For example,
in a real-world environment, the steganographic protocol’s back-end would have some fea-
tures designed to implement the security of the protocol; similarly, the protocols’ front-end
would provide a basic and user-friendly experience to users as they upload the SMS banking
transactions through the bank website. In the following sections, the hardware and software

requirements are explained and will include the following:

* Web Application

* hardware Requirements

* networking Requirements

* Supported Web browsers

* Transport Layer Security (TLS) Requirement
 HTML Editor

* A Graphics Editor

e FTP Client
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x 768

Component | Recommended Minimum
Processor | 3.3 gigahertz (GHz) with SSE2 in- | 1.9 gigahertz(GHz) x86- with SSE2 in-
struction set struction set
Memory at least 4-GB, 8-GB RAM or more 2-GBRAM
Display Super VGA with a resolution of 1024 | Super VGA with a resolution of 1024

x 768

Table 6.1: hardware Requirements

Hardware Requirements

This section lists the hardware requirements for implementing the protocol: Implementing

the multi-channel steganographic protocol ( For example; the bank web application ) on a

computer with inadequate recommended requirements could result in poor performance.

Besides, better performance could be achieved and experienced when running the protocol

that use a higher system configuration. For example a computer with a recent core processor,

more RAM and lower clock speed.

Network Requirements

The protocol will be designed to operate properly over networks that have the following

requirements:

* The network bandwidth should be greater than so KBps (400 kbps)

* Latency under 150 ms

In a realistic setting, these network recommendations might not guarantee a performance
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thatis satisfactory. Though, for the protocols’ Proof of Concept (PoC), this should provide
adequate performance. During the hardware system setup network capacity and through-

put needs to be verified.

Software Requirements

Mobile Phone: In Chapter s of this thesis, the proposed protocol does not require specific
software to be installed on the mobile phone and the use of an expensive smartphone is not
required. The subscribers of this protocol could use an affordable mobile device such as
the Nokia 105 DUAL SIM phone and Nokia 106-Dual SIM. These phones cost as little
as ¢9.95 and ¢18.49 on eBay respectively. However, to demonstrate the protocols’ a Proof
of Concept the use of an Android Emulator is sufficient. There are advantages of using the
Android Studio emulator. The Android Emulator can simulate various Android devices on
a computer so that an application on different devices and android APIs without the need
for a physical device. Secondly, the emulator provides various capabilities of a real android
device. Itis possible to simulate incoming calls and text messages, simulate network speeds,
specify the device location and much more. When comparing the use of a physical device
with the emulator, the emulator is faster. For example, data can be transferred faster to the

emulator than a device connected to a computer through a USB.

The Android Emulator has additional requirements beyond the basic, which are de-

scribed below:

* SDK Tools 26.1.1 or higher
* 64-bit processor

139



CHAPTER 6. ENSURING MESSAGE FRESHNESS AND INTEGRITY IN A MULTI-CHANNEL SMS STEGANOGRAPHIC BANKING PROTOCOL

* Windows: CPU with UG (unrestricted guest) support

* HAXM 6.2.1 or later (HAXM 7.2.0 or later recommended)

The use of hardware acceleration has additional requirements on Windows and Linux:

* Intel processor on Windows or Linux: Intel processor with support for Intel VI-x,

Intel EM64T (Intel 64), and Execute Disable (XD) Bit functionality

* AMD processor on Linux: AMD processor with support for AMD Virtualization

(AMD-V) and Supplemental Streaming SIMD Extensions 3.

* AMD processor on Windows: Android Studio 3.2 or higher and Windows 10 April

2018 release or higher for Windows Hypervisor Platform functionality

Supported Web Browsers: The web application can run in any of the following web

browsers running on the specified operating systems:

* Microsoft Edge running on Windows 11, Windows 10, Window 8.1.

* Google Chrome running on Windows 11, Windows 1o, Windows 8.1

Text Editor: For this PoC,the Mobirise system is a free HTML editor that does not
require coding. This system includes theme, drag and drops elements on the page. For this

system to be used, users need to add text in the available text editor, insert images or icons.

FTP Client: The file transfer protocol (FTP) is necessary to transter HTML sup-

porting images and files to web servers. The FTP can be used through the command-line
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interface in operating systems such as Windows, Linux and Macintosh, but a dedicated FTP
client is much easier to use. For this PoC, the FTP clients considered is the Cyberduck. The
Cyberduck is free, open-source, cross-platform software known for its seamless integration

with external editors and its attractive user interface

Transport Layer Security (TLS) requirement

Web browsers and other client applications that use Transport Layer Security (TLS) versions
earlier than TLS 1.2 won’t be able to connect to their Dynamics 365 (online) environments

and the admin center.
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6.10 Cost and Benefits Analysis

In this section, the protocol’s cost and benefits analysis is calculated against an existing mo-
bile banking app solution. The main consideration is the financial cost that has to be in-
vested by the users of either the multi-channel steganographic protocol or the mainstream

mobile banking application.

The cost-benefit analysis involves comparing the costs to the benefits of a project. It
aids to decide if a project should be implemented or not. The costs and benefits of the
project are quantified in monetary terms after adjusting for the time value of money, which
gives an accurate picture of the costs and benefits. However, an alternative to Cost and Ben-
efit Analysis (CBA) is cost-effectiveness analysis (CEA). CEA is used for various reasons; it
can be used to analyse and decide whether it is necessary to spend capital on a novel system or
invention. If'a new system or invention is chosen to replace outdated or insufficient systems,
then this is known as opportunity cost. Though if the cost of developing a new invention
is more expensive than existing systems, then it would be necessary to invest elsewhere. Sec-
ondly, it can aid decision-makers in understanding the cost and benefits. When considering
Cost-Effectiveness analysis in decision making, it is essential to consider relative cost and
effects. For example, new inventions should not be evaluated in isolation; they should be
relatively evaluated to an alternative. Unlike other standards such as CBA, it bypasses three

constraints:

* It does not require the total cost and benefits to be financial value.

* The measure does not represent the total benefits that are accrued.
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* It could be used to analyse intermediate goods though the outcomes might not be

clear.

As such, no constraint limits the need to apply monetary values to certain variables.
There are alternatives that CEA considers about the ratio between the costs associated with
each alternative though nota financial effective measure. This represents a difficulty of CEA
as costs. The costs are represented by financial values, while effectiveness could be measured
in terms of time savings or other measures that can be quantifiable. This reason necessitates
the motive in the calculation of the CEA ratio. There are two forms of ratio that can be

expressed [192] [16]:

* Cost-Effectiveness Ratio: dividing costs of an alternative by the measure of effective-

ness.

C
CER, = E—“
b

* Effectiveness-Cost Ratio: dividing effectiveness measured by costs of alternative.

E
ECR, = C—“

a

* Using these ratios two project alternatives can be compared as follows:

Ca_cb
CEgp= -2~
ab E, - E,

Where, C;= Costs of alternative i, C; = Costs of alternative j, E; = Effectiveness units

of alternative i, E ; = Effectiveness units of alternative j.
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6.10.1 Assumptions

The steganographic protocol described in this thesis uses three channels; two channels for
SMS banking instruction and an internet connection. Currently, the cost of a single SMS
banking transaction in Nigeria is N6.98 (where N = naira) and it is equivalent to $0.0183,
while performing banking transactions with a mobile banking application would typically
require a data subscription, and the cheapest data subscription is N50($0.088). In order to
compare both alternatives, it is necessary to calculate the long term use of both approaches.
This aid to decide if the novel steganographic protocol is worth implementing. Successfully
calculating the cost-effectiveness of the new approach will require a parameter; therefore,
this section uses an effectiveness parameter. The effectiveness parameter used for this cost-
effectiveness analysis is the Mobile Banking Service Usage Profile presented in the study [20].
The study analyses the total number of respondents that used mobile banking services; in

this instance, SMS banking (USSD) 69.7% and mobile banking 68.5% (For example, using

apps).

The cost of SMS banking transactions yearly is N2, 547.7 if it is assumed that USSD
subscribers perform transactions daily. Since the steganographic protocol uses two mobile
network channels ¢1 and 2, the annual cost will be N5, 095.4. The cost for a cyber-cafe
internet connection is N100 (about $ 1) per hour [158]; therefore, if transactions are per-
formed daily, the annual cost is N36, 500. If the assumptions are accurate and reasonable,

the total yearly cost for using the steganographic protocol would be N41, 595.4.

For subscribers that use mobile banking applications for transactions, the cheapest an-

nual data bundle subscription is N120, 000 for 400G B regardless of whether transactions
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Option b is extendedly dominated by Option a
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Figure 6.6: The Cost-Effectiveness Analysis of Option a and b

are performed daily or not [so]. By assumption, this information is valid if subscribers use
the MTN mobile network operator service. Consequently, the cost-effectiveness ratio and

effectiveness-cost ratio is calculated as follows:

CER, = G
E

a

C
then, N596.7 = E—a for the novel steganographic protocol, ECR, = 0.001. For existing

a
mobile banking schemes

C
CER, = E—b
b

then N1, 3574 = %, ECR =0.0007.
b

Using these ratios the two alternative mobile banking approaches can be compared as
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follows:
c,-C, AC
CE,),=———=—
@&~ F _E, AE
Ca - Cb
N1,92.7= ——
E, - E,

Based on the tables 6.2 and 6.3, if the cost effectiveness threshold is below N4192.7 then

we choose option a.

Table 6.2: Cost Effectiveness Analysis

Options | Costs (Naira) | Effects % % AC | AE %
41,595 69.7 | 596.7 | o0.001 - - -
120,000 88.4 | 1,357.4 | 0.0007 | 7,8505 | 18.7 | 4192.7

Table 6.3: Cost Effectiveness Threshold and Option

Cost Effectiveness Threshold | Choose Option
less than N41, 92.7 a

In deciding on the cheapest SMS banking solution, the cost minimisation rule formula

can be used:

MP MP
CM where L _ K

It is obvious that the solution with the least cost is the multi-channel steganographic

protocol since both solutions aim to solve the same problem and the corresponding cost is
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N41, 595.4.

According to table 6.2, option a dominates option b, where option a is the multichan-
nel steganographic protocol and option b is the existing mobile banking app. The multi-
channel steganographic protocol has a lower cost-eftectiveness Ratio of IN596.7 when com-
pared to the option b which is N1, 357.4. However, option b has alower Effectiveness-Cost
Ratio of 0.0007. The figure in column AC suggest that if users subscribe to option a, they
will be able to save N'78, 405 when compared to option b, which cost a total of N120, 000,
even though option b has higher effectiveness than a. The incremental Cost-Effectiveness
Ratio isIN4, 192.7 in comparison to option b. Table 6.3 suggest that if the cost-effectiveness

threshold is less than N4, 192.7 per effectiveness, choose option a.

6.1  Summary

This chapter proposes an improved multi-channel steganographic SMS banking protocol
already developed in Chapter s of this thesis. Conventional techniques have influenced our
approach to ensure message freshness in distributed and reciprocal authentication proto-
cols. Our security analysis shows our improved protocol can counteract threats such as the
multi-channel replay attack and multi-channel man-in-the-middle attack. Secondly, section
6.9 of this chapter presents a practical requirement that is necessary to develop a functional
Proof-of-Concept. Thirdly, this chapter provides a justification for why this protocol is es-
sential through a Cost-Eftectiveness analysis. When the protocol is compared to an existing
solution, the Multi-Channel Steganographic protocol is feasibly cost-effective. Areas that

call for further research within this subject includes improving indistinguishability through
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machine learning algorithms and preventing threats such as traffic analysis.



Chapter 7

Game-Theoretical Decision Models for
Entropy-based Steganographic

Techniques

7.1 Introduction

RADITIONALLY, game theory is the study of decision making in situations involving
multiple players (called agents) who behave rationally. Game theory has recently

been applied to network security scenarios that involve attack and defence type interactions.
In a security game, each agent decides whether to take specific actions and try to optimise

their outcomes (often called “maximising utility”) in various situations. These games and
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their so-called equilibrium solutions (if those exist) are used as a foundation for choosing
the most appropriate strategies. They can also be used to predict the behaviour of various

adversaries, assuming they behave rationally.

Furthermore, game theory can readily be applied to various cryptographic concepts
[108]. Such settings include intrusion detection in network security [11], forecasting the
probability of cyberattacks [159], and managing the security of information in organisations
[22]. A crucial concept in the theory of non-cooperative games is that of a Nash Equilib-
rium (NE) [12], a state of stability players in a non-cooperative environment do not have
the incentive to change their strategy, considering their payoff are optimal. Although, not
all games show a “pure” Nash Equilibrium, where combinations of decisions produce such
alocal optimum. However, they all possess a “mixed” Nash Equilibrium such that there ex-
ist a set of strategies such that, if player i uses strategy s with probability P;s. The weighted
sum corresponding to the overall expected utility over all the players will have a local max-
imum, in the sense that if any single player changes their mixed strategy (their distribution
of probabilities concerning the individual strategies), the overall utility across all players will
not increase. The Nash Equilibrium (NE) identifies the optimal strategies used in game
theory. Nash’s theorem states that nonzero-sum games always admit a mixed strategy Nash-
Equilibrium. Interpreting Nash Equilibrium may be challenging for practical applications,
and environments [15]. However, game theory has not been extensively applied to steganog-

raphy to date.

The spectrum of cryptographic system design and game theory is concerned with the
study of "interactions amongst distrusting communicating entities with mutual interest.

The interactions of game theory and cryptography could be seen as the application of cor-
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related equilibrium in the unavailability of trusted arbitrators (mediators), and agents are
rational and attempt to maximise their outcome (payofs) instead of blindly following a

cryptographic protocol [108].

Current research in the area of game theory and cryptography can be classified into two
broad categories: applying the concepts of game theory models and definitions to the cryp-
tographic protocol design setting and employing cryptographic protocols to game-theoretical
problems [108]. In a real-life cryptographic environment, the situation in game theory is of
multiple players with conflicting interests that attempt to initiate something in common
regardless of those conflicts. Cryptography only attempts to develop network protocols to
achieve a specific goal. However, game-theoretical modelling aims at adapting and predict-

ing the outcomes of any given situation [156].

7.2 Chapter Contribution

The contribution of this chapter is a novel theoretical framework for models that applies the
concept of game theory in an entropy-based steganographic protocol setting. The models
described are based on the standard form of two-player non-zero-sum complete information
games. This framework is then used to evaluate the entropy-based steganographic protocol
described in Chapters s and 6 of this thesis. A range of use cases is designed using the Matlab
scientific tool, simulating these game-theoretical models. Three steganographic games are
presented: The firstgame, G 1, is a generic stego-game inspired by the well studied adversarial
games [11]. The security game model provides an insight into an essential stego interaction

and decision-making process between players. The objective of the second game is to design
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a use case and model that is considered suitable for real-world use. The use case and model
described for G2 aims to inform players in decision making while utilising stego strategies
against active adversaries in an untrusted and constrained network environment. Finally,
G3 is an extension of the G2 game. The fundamental objective of this game is to maximise
the utility function of both players by introducing the notation of trust as a parameter 7. T
is defined as the degree of trust the player U has in an Online Stego Service provider (OSSP)
where this provider claims to guarantee the security of secret messages. The trust parameter
helps to understand unanticipated outcomes of the protocol in a best case and worse case
type scenario and to predict the adversarial entities’ behaviour further. In this instance, the
third game could assist in uncomplicated solutions, a pure Nash Equilibra for the extreme

values T = 0 and T = 1 instead of mixed strategies.

The remainder of this chapter is structured as follows. Section 7.3 presents the funda-
mental definition of a strategic game and Nash Equilibrium strategy. Section 7.4 describes
the game-theoretical decision models, while section 7.5 presents the analysis of the game
models. Finally, the summary of this chapter is presented in section 7.6, while section 7.7

presents the future research directions.

7.3 Context and Background

Game theory provides mathematical models and tools that can be used for investigating
various decision proceedings that are strategic. In a game, each payer competes for limited
resources; in other words, game theory enables predicting players behaviour and modelling

situations. The mathematical cornerstone of game theory is widely applicable to security
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problems ranging from IDS (intrusion detection) to social networks, wired, and wireless
networks. This section presents some game theoretical concepts and definitions pertinent
to this research document. Finally, the system protocol scenario essential to this research

paper is presented.

7.3.1 Strategic Game

Network security can be seen as a strategic game played between players. These players may
be broadly classified as network administrators or authorised users defending the networks
and malicious entities who wish to compromise the confidentiality, integrity and availabil-
ity of systems and networks. The game is played on interconnected systems, where vulner-
abilities of assets are trying to be exploited by attacks, and defensive measures constitute
its strategic move [11]. This metaphorical game over control of a network and interaction

associated between players has been formally presented in [136].

Definition 7.3.1. 4 game G € G is defined as a triple (P, S, U), where P is the set of
players, S is the set of strategies, and U is the set of payofff functions. The notation u;(s) is the
payoff function that expresses the benefit b of player i, given the strategy profile s minus the cost

c it hastoincur-u = b — c.

In a complete information game with n players , a strategy profile s = {s;}, is the
n-tuple of strategies of the players. The static (bi)matrix security game players are denoted
by A and D, where A denotes the attacker and D for defenders. The finite action spaces are

the set of attacks.
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A= {Cll, ...,aNA}

and the set of defence approaches

D = {dl, ceey dND}-

The game’s outcome is represented by the N4 X Np game matrices G4 and GP for the
attacker and defender. The entries in the matrices represent the costs for players, which they

minimise. In the instance of a zero-sum security game, i.e. when G4 = GP, the matrix.

G :=G"=G"

is said to be a game matrix. In this accord, P4 maximises its payoft while PP minimises

its cost based on the entries of the game matrix.

Definition 7.3.2. Given a bi-matrix game with payoff matrices A and B, a mixed strategy
for Player 1 (the row player) is a real vector s satisfying 0 < s; > 1, with 3, = 1. A mixed

strategy for Player 2 (the column player) is a real vector y satisfying the same properties.

On the outright, a mixed strategy should have all vector entries strictly greater than

zero. In addition, the corresponding payoff for Player 1is ‘s Ay, and it is“s By for Player 2.

Definition 7.3.3. A Nash Equilibrium strategy (s*, y*) satisfies: s*Ay* > sAy* Vs and
s*By* > s*By Vy.
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The strategies could be mixed or pure, and the correlated Nash Equilibrium is referred
to as pure or mixed. Besides, if all the inequalities in definition 2.3 are strict, one has a strict

Nash Equilibrium. Else, the Nash Equilibrium is non-strict.

Definition 7.3.4. A strategy y* is a Nash equilibrium best response to s* (denoted y* €
BR(s™) in the sequel) is a strategy satisfying s* By* > s*By\Ny. Hence, a Nash equilibrium

strategy is a strategy pair (™, y*) of mutual best responses: s* € BR(y*) and y* € BR(s™).

Lemma 1. If Player 1’s mixed strategy s* is the best response to the (mixed) strategy y of the
other player, then, for each pure strategy e; such that s; > 0, it must be the case that ei is itself

the best response. In particular, the payoff e; Ay must be the same for all such strategies.

7.4 Game-Theoretical Decision Models

7.4.X Motivation for Security Game Model

As technologies used for communications advanced, from fixed landlines to mobile commu-
nications and the internet, individuals worldwide have been given access to a wide range of
communication technologies. However, with each advancement, communication surveil-
lance technologies have become adequately sophisticated and efficient in collecting vast in-
formation. Communication surveillance is no longer limited to intercepting a message.
Presently, there are four main methods used for communication surveillance: mobile phone
interception, internet monitoring, fixed-line interception, and intrusion technologies. An
example of these technologies used for conducting surveillance is IMSI (International mo-

bile subscriber identity) catchers. This technology can maliciously emulate legitimate mo-
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bile base stations, collect information on nearby devices, and mass monitoring systems, such
as the Zebra system sold by South African company VASTech, Gamma corporation of the
UK, ZTE Corp of China SS8 in the United States.

Mobile, internet and fixed-line network surveillance can occur with or without the co-
operation of the network service operator. In some instances, law enforcement agencies and
authorities can request lawful assistance for surveillance from network operators requested
[55, 29, 173, 186, 133, 69, 241, 74, 96, 61, 240, 105]. This surveillance is described in trans-
parency reports released by telecommunication companies, such as Vodafone; however, not
all methods of lawful access are disclosed to the public. Though, when the public is aware
that they are being monitored online, they will engage in self-censorship or a hesitance to

engage in societal activities[120].

7.4.2 Game Scenario

The game-theoretical models presented in this section are motivated by the following sce-
nario: Amara wants to transmit a secret e-mail 7 to her sister through a home internet con-
nection. However, she is in an environment where the intelligence agencies and the govern-
ment monitor all mobile phones, landline phones and internet communications; they are
not trusted. The government and security agencies have an arsenal of monitoring equip-
ment and capacity. A collaborative effort with the mobile network operators enables the
government to monitor all networks traffic using capable steganalysis equipment. From the
government’s perspective, the motive for the monitoring activities is intended to increase

security and reduce terrorism.
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It is assumed that the conventional security techniques used for e-mail security are in-
secure; therefore, they can not be trusted. Besides e-mail, encryption techniques such as
(Pretty Good Privacy) and GPG (GNU Privacy Guard) in some cases are complicated to set
up on a local computer. Amara has two steganographic approaches that she can apply to
successfully transmit the secret message. The initial approach chosen by Amara is the use
of an affordable and straightforward stego-technique that does not require the usage of a
secret key. The subsequent approach is to use the low-entropy and high-entropy stegano-
graphic systems. Both techniques can be employed to transmit the secret e-mail securely.
Before she proceeds and transmits the secret e-mail to her sister, she uses a game-theoretical
approach. This approach will enable her to model all interactive decision-making processes
to predict the government and security agencies behaviour and unanticipated outcomes. In

this scenario, Amara considers the government and security agencies as adversaries.

The steganographic games presented in this research adopt a defence-oriented perspec-
tive rather than the success of transmitting the secret message. The games are concerned
with the design of the fundamental decisions and analysis processes involved in steganog-
raphy and steganalysis and the possible usage of game theory for developing control frame-
works and formal decisions. Another main characteristic of the steganographic games de-
scribed in this paper is that the payoft functions in G are modelled in such a manner that
Amara, the stego-user, only has an incentive to use steganography in the absence of the intel-
ligence agencies and the governmentlooking for hidden messages. The intelligence agencies

and the government are also encouraged to look at hidden content if steganography is used.
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Table 7.1: Matrix for the simple stego-game G 1.

UlS—- look —-look
hide —Chide> —Clook —Chides 0
=hide —Cleak> Pleak = Clook 0,0

7.4.3 A Simple Stego Game

Notations

Let Gi(c,b) € G represent a simple stego game between player U and S. The notation
U is Amara, that wishes to transmit a secret message to her friend. On the other hand, S
denotes the intelligence agencies and the government that wishes to monitor all network
traffic. The strategies employed by each player are s; = (hide, ~hide) for U and s; =
(look,—-look) for S. The notation hide is the strategy of hiding or transmitting secret
messages using a simple steganographic approach, while —hide is the strategy of deciding
not to implement a steganographic approach. Depending on the strategy utilised, both
players can either benefit b or endure a cost c. b is the benefit of using a certain strategy, and

c is the cost of using a certain strategy.

Based on table 7.1, player U can procure individual payoffs. The payoff includes ¢ :
cost of hiding ¢pqe is the effort to find or purchase a simple stego tool on the internet and
to utilise the tool with negligent success. In contrast, the cost of secret message leaking ¢;eqx
is the indirect cost that occurs if the government reveals the secret message and they decide

to take action (e.g. arrest, interrogate and use other approaches).

For player S, the payoft b : b4 is the benefit of leaking the secret message. It enables

158



CHAPTER 7. GAME-THEORETICAL DECISION MODELS FOR ENTROPY-BASED STEGANOGRAPHIC TECHNIQUES

the establishment of legal laws to prevent crimes. The cost of looking at the secret message
denoted by ¢;,0k is the time and money that is required to contact an ISP in order to retrieve
the message content. It is important to note that looking ¢;,.k is not the same as extracting

stego-content. Finally, the zero entries in the matrix indicate a no cost or benefit to either

UorS.

In this game, it is assumed that the payoffs cieak > Chide and bieak > Ciook-

7.4.4 Entropy-Stego Game

In this section, the entropy stego game is described. All strategies deployed by both players
are essential in this game as we attempt to describe a more sophisticated model that can be
applied in a realistic setting. All strategies have a significant impact on the outcome of this

game.

Table 7.2: Matrix for an Entropy-Stego Game G2+, -)

U U
Uu l S— Sscan Nscan
hentr()py —Chighs bs—scan bhigh9 —Cn—scan
lentropy blow, —Cs—scan blow’ —Cn—scan

Player Strategies

Let Ga(c, b) denotes an entropy stego-game. The low-entropy approach is denoted by
Lentropy while the high entropy approach is denoted by hepsropy. The government S has two

approaches: detecting hidden messages with sophisticated steganalysis and naive steganal-

U U

scan’ nSC(H’l

u

ysis. These strategy are denoted by S = (s ) where s, denotes sophisticated
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U

steganalysis and n,.,,

denotes naive steganalysis.

Utility Functions

Both players can procure individual payofts. For S, the notation by_gcqp is the satisfaction
obtained when the use of sophisticated steganalysis technique has been implemented suc-
cessfully, which eventually leads to the establishment of laws and further understanding on
how to detect sophisticated stego-techniques. This payoft also means that the secret mes-
sage is detected, analysed and extracted. The notation ¢y_gcqy is the cost sustained when
sophisticated steganalysis is used effectively though the outcome is a negligent success. The

cost of not detecting the use of stego-messages with a naive steganalysis approach is denoted

by Cn—scan-

For U, the notation c¢pjgs denotes the effort to find and purchase a suitable high-
entropy stego tool on the internet and implement steganography with negligence success.
The benefit of transmitting the stego message with the low-entropy approach, which re-
mains successfully undetected by the government and security agencies alike, is represented
as bjyy. Finally, bpigp denotes the benefit of successfully transmitting the stego message
with the high-entropy approach. The possibility of detection by the government and secu-

rity agencies is negligent.

Though, specifying generically what naive and sophisticated steganalysis is can be dif-
ficult. Steganalysis techniques are classified as signature-based and statistical-based. Un-
der this class, each technique can be broadly classified into specific and universal steganal-

ysis [154, 246]. Statistical steganalysis techniques are more vigorous and precise in results
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Table 7.3: Matrix for an Extended Entropy-Stego Game G3 for U and S

U o
Uls-—- Sscan Sscan
o pay hide(v) v pay v v v
lentropy —Cyq T Cqy > “Cscan —Cqy” ~ Cens bscan ~ Cscan
U hide(v) v v v hide v
hentropy —Cy ~ Cen> bscan ~ Cscan b(u > “Cscan
Table 7.4: Matrix G3 for U and S using the parameter T
Uu o
UlS - Sscan Sscan
o pay pay
lentr()py 7 (1 =T) - ™, —Cscan —Cu (1=T)-c™, (1-T)- bican—
-1
(1 -T)"- C}v)can
u hide(v) hid -1
henzropy —Cy - C:m brcan - C?vjcan brlj i _(1 - T) ' C}?)can

than signature-based steganalysis, considering the mathematical algorithms used to detect
tiny image alterations. Universal techniques are less effective than specific techniques [234].
However, a subsequent study in [154] suggests that universal techniques mitigate the lim-
itations of specific statistical steganalysis by detecting hidden messages without knowing
the embedding technique used. Advanced methods such as deep learning have already been
used in steganalysis [175]. This technique is considered a universal steganalysis method [24],
and it is also designed to be scalable [25] and computationally cost-effective [141, 131, 25].

Despite this, deep learning is only valid when embedding keys are not reused (e.g. different

images) [171].

7.4.5 An Extended Entropy-Stego Game

In this section, the strategic game G 3 in standard form using the trust degree is obtained by
a matrix described in Tables 7.3 and 7.4. A fundamental objective of G3 is to maximise the

utility function of both U and S.
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It is essential that if the parameter T has to be known for both players, then G3 is

considered a complete information game.

The notion of trust is introduced in this extended model. Here, the stego message is
exposed to steganalysis extraction by the adversary through a vulnerability v found in an
online stego software that can be subscribed or purchased. Since acquiring a high-entropy
steganographic software can be considered unchallenging, U’s decides to purchase a low-
entropy online software from an Online Stego Service Provider (OSSP) that claims to offer
suitable protection against powerful adversaries. To a reasonable extent, this will aid in the
safety of the stego message from S’s steganalysis. On the other hand, the stego message may

be vulnerable to internal malicious exploitation by the OSSP.

If the secret message is transmitted through U’s local computer or a neighbourhood
cyber cafe, she will use a capable high entropy stego software. Though, the government
agencies will eventually attempt to detect the use of steganography regardless. The high
entropy stego system cannot be seen as challenging to implement, considering it follows
the standard notion of steganography. On the other hand, implementing the low entropy
stego system effectively can be tasking and requires a high level of expertise to implement

adequately since, in some instances, it requires independent non-colliding channels.

It is presumed that the OSSP can provide secure online stego software and service.
Although, this depends on the trustworthiness of the OSSP. In an ideal instance, the OSSP
should be a third player in G 3; however, modelling the behaviour and capacities of the OSSP
and stego tool can be complicated. Instead, it is represented preferably by a T parameter
interpreted as the trust degree U has in the service. This study inspires the notion of trust

degree used in this paper in [176] and [134].
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When the utility function of G 3 is observed, it becomes apparent that this is a nonzero-
sum game. In addition, the adversary has no prior knowledge of how and when U will use

the low entropy and high entropy steganographic approaches.

Assumptions

In this section, an assumption is required by the G3 model. When considering the scenario,

it seems reasonably justified.

* It is reasonable to presume that the OSSP has appropriate resources to protect its
infrastructure against external adversaries. Therefore, on purchase or subscription,
there should be a binding agreement that is provided to U which guarantees security
against external adversaries. This agreement is a formal document that describes the
mutual accord between U and OSSP. If used correctly, it should meet the needs of

U and reduce complex difficulties.

* The OSSP will guarantee U that their stego service will deliver sufficient security
against powerful adversaries. However, it is presumed that this guaranty can not be
trusted completely, considering the OSSP can be a spy for the government offering
malicious online software, and if so, this will aid the government security agencies to
extract the stego message m. The effectiveness of the steganalysis depends on the T’
parameter, which should satisfy 0 < T < 1. The parameter T is defined as the degree
of trust U hasin the OSSP. When T = 0, then U lacks complete trust, whereas 7" = 1
denotes a full trust from the perspective of U. If 0 < T < 1, an assumption can be

made that the OSSP partially respects the agreement. To preventa ruined reputation,
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the OSSP will fully compensate U in the event S successfully benefits from any lack
of sufficient security. This game asserts that the strength of the trust parameter 7 is
directly proportional to the efficiency of the OSSP (OSSP); hence if T = 1, then the

efficiency of the OSSP =100% and vice versa.

Player Strategies

Both players have two sets of strategies in G3. The use of naive steganalysis by S is elimi-
nated, and only the use of sophisticated steganalysis is considered. The removal of the naive

steganalysis strategy is due to the assumption that the adversary would be using sophisti-

U o )

cated technologies for steganalysis in a realistic scenario. The strategiesare s; = (S2u» Ssean

U

for §, where the notation s, ,,,

is the strategy that enables the adversary to use sophisticated

o

scan

steganalysis directly on Y. The strategy s

enables the adversary to use sophisticated ste-

ganalysis while U is using steganography through the OSSP.

@] h'u

The stego user’s strategies are 5; = (lemmpy, entropy

). The strategy l?nm)py en-
ables the stego user to use the low entropy steganography through the OSSP. The notation

ny. py Tepresents U’s strategy to use high entropy steganography while at home.

Utility Functions

This section describes the utility functions of both players. U’s inability to successfully
transmit m while using high-entropy and low entropy stego approaches as a result of ste-
ganalysis from S through a vulnerability v is denoted by ¢},,. The cost for subscribing or

purchasing the online stego tool obtained from the OSSP is denoted by cp,ua Y. While U is
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responsible for protecting m and implementing the high entropy steganography locally on

. .. hid
her system, the cost to hide from steganalysis is denoted by C(Ll( ¢™ In contrast, the benefit

hide(v)

is denoted by bdee. However, if T = 0, then the cost function Cqy

when exploited by

S is presented as follows:

C(fzi{de(V) — (1 _ T) . cmax*,

max

where ¢ presumed to be equivalent to the maximum steganalysis exploitation by S.

v

For &, the notation ¢},

is the cost for attempting to use steganalysis for detecting of
m through v. Note that the notation ¢¢4p is used for both naive and sophisticated steganal-
ysis. The lack of steganographic security U sustains while being exploited by S through a
security vulnerability v is presumed to be equivalent to the maximum steganalysis exploita-

tion "

¢t = (1=T)-c",

This equation is reasonable if the OSSP is considered completely untrusted (7" = 0) as
the attack on v would have to be seen as the maximum steganalysis exploitation possible to
m. In the instance of an ideal situation, when (T = 1) the stego tool is completely trusted,

and therefore steganalysis will be unsuccessful.

The adversary’s cost function when exploiting v is presented:
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Clean = (1=T) 7"+ .

Note that the closer the parameter 7' comes to the value T = 1, the greater the cost

will be if assumed that the OSSP will make steganalysis very challenging for the adversary.
However, the model cannot be precisely used for the value 7 = 1 as the fraction contained
in the equation would be undefined. In a realistic setting, it is hardly expected to have a
completely trusted OSSP. In an instance where an OSSP is considered untrustworthy, it
could be interpreted as contributory irresponsibility on the OSSP who is not optimising,
updating and patching security vulnerabilities. This instance also means that the OSSP is a

spy collaborating this the government.

v

For the benefit payoft, it is assumed that b},

> (. Using the T parameter, all benefit

function are all related to each other:

v — 1%
bscan =(1-7)- bscan'
This equation is similar to the adversary’s cost function with a distinction, the adver-
sary benefits from exploiting vulnerabilities in the Online Stego Software. This is denoted

by by

scan*
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7.5 Justification For The Use of Game Theory

Due to the constant invention of system compromising techniques by adversarial entities
[181] and the growing complexity of systems, a new perspective is needed to understand
security from a strategic and decision-making perspective [248]. For instance, thereisaneed
to capture scenarios where an adversary attacks a system while a defender aims to protect the

system.

The traditional network security solutions have been used to provide security services
(For example (CIA) confidentiality, integrity and availability) [248]. Though, the intercon-
nected nature of devices and software makes protection challenging [226]. On the other

hand, adversarial entities are constantly seeking new ways of penetrating systems [181] [248].

The limitations of current traditional solutions for network security is the use of com-
plicated heuristics approaches [130] [226] and they are considered to be inadequate in deal-
ing with advanced and sophisticated threats [10] [125] [128] [130]. These solutions lack dy-
namic interactions [212], [130] and quantitative decision framework [226] [9] [49]. Accord-
ing to the study in [199], the limitation of previous techniques and framework discussed in
[7] and [8] is the lack of adequately modelling the behaviour of adversarial entities. Studies
in [62] and [126] discussed instances where strategic controls treat adversaries as unintelli-

gent and inactive agents.

Besides, the measurement of security is an essential aspect of network security; it is
an evaluation of security services and security risks [146]. The categorization of network
security is broad, and it includes the measurement of every aspect of network security. One

aspect of this vital measurement is risk assessment [236]. Network security measurements
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require the interactions of adversaries and defenders, and the resulting measurements can
be affected by their interactions. For instance, an essential standard in risk assessment for

network security is the probability of the network being attacked.

There is a vital necessity to predict the behaviours of both adversarial and defenders.
Since the interaction process between defenders and adversaries is considered a game pro-
cess, game theory can be applied in every possible scenario to predict actions by modelling
strategic interactions between the adversaries and defenders. Based on the study in [248],
it can also be utilized to quantitatively analyze security assessment issues before determin-
ing the appropriate measures. This can greatly aid the decision-making process of (stego

users)networks administrator’s.

In this chapter, the use of game theory in a steganographic protocol environment is
investigated. The use of game theory to quantitatively evaluate the protocol is vital in un-
derstanding the effectiveness of the security controls proposed in Chapters 5 and 6 of this
thesis. Besides, it is used to predict the uncertain behaviour of adversarial entities described
in Chapter 5 and unanticipated outcomes. The proposed framework captures the risks in-
volved in using the low entropy steganography and high entropy steganography as a control
mechanism by designing a use case in e-mail communication. The rationale for the use of
e-mail communication as a use case is to demonstrate how the steganographic protocol can

be applied and implemented in a different domain.

The range of models is designed in this chapter are simulated using the Matlab numeric
computing environment. The Matlab program and linear optimisation are used to simulate
and capture the best responses and optimal solutions (mixed Nash equilibrium strategies)

of both the steganographic user and the adversarial entities. Furthermore, the Matlab game
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simulations capture the success rate of both players when choosing optimal mixed strategies.

7.6 Game Analysis

This section analyses the Nash Equilibrium of the three games presented in section 7.4.
Note that the stego-games G1 and G2 does not admit a pure Nash Equilibrium solution
whereas, in G3, a pure Nash Equilibrium exist. The strategies and payofts in these games
are discussed in detail. The game models are further analysed are using numerical values

that could correspond to those in a realistic circumstance.

7.6.x  Simple Stego Game Analysis

In order to solve the game G1 and find the Nash Equilibria, all possible states are considered.

Table 7.5: Matrix for the simple stego-game G1 (-, -) with p — mix and g — mix.

UlS—- look (q) =-look (1 —q)
hide (p) ~Chide> —Clook —Chide» 0
—hide (1 - p) —Cleak> Dieak — Clook 0,0

Theorem 1. The security game has no pure Nash Equilibrium strategy.

(a) State 1 (hide, —~look): In this state, the existence of pure Nash Equilibrium does
not exist and therefore can not be asserted. Based on G 1, the strategy for player U is to hide
the secret content, while for player S, the strategy is not to look for hidden content. The

ordinary properties of the payofts are not optimal solutions.
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Proposition 1: if —cpige > 0, then the game G does not admit a pure Nash Equi-
librium strategy profile: s = (hide, ~look) and the correlated payoffs s¢y = —cpige and

ss = 0 are not optimal.

Proof : Initially, when inspecting the game, verification is required when observing the
strategy profile (hide, —look), only player U benefits from remaining in that state. Since
the payoft —cpige > 0, this state is not suitable for S as U will successfully transmit the
secret content in the context where S is ~/ook; therefore there is no pure Nash Equilibrium

solution.

(b) State z (~hide, —look): In this state, the existence of pure Nash Equilibrium does
not exist and therefore can not be established either. In this state, the strategy for player T
and S is not hiding and not looking, respectively. This state is not stable, and it is not an

optimal solution; hence the existence of Nash Equilibrium is prohibited.

Proposition 2: it U and S plays the strategy ~hide and —look, then the respective
payofts s¢/ = 0 and ss = 0 are equal, however, this state is not stable and therefore not

optimal.

Proof: The validation of this proposition is carried out similarly to that of proposition
1 by comparing the changes in the payoftfs. When observing the matrix, the payoft of U
and § yield solutions that make both players indifferent from each other. It seems like an
optimal solution; however, it is not the case. This state hinders pure Nash Equilibrium
due to its unstable nature as both players can change their strategy to a desirable one. For
example, the change of strategy to a more desirable payoff ~look — look will yield the

payoft bieak — Clook for S, will necessitate U to change strategy from—hide — hide and
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yield the payoft —cpiqe. Likewise, vice-versa if U’s decides to change strategy, the game’s

outcome can be affected.

(c) State 3(—hide,look): Slightly similar to the previous state, one derives a non-
optimal solution. Based on G1, U plays with the strategy —hide, while S play the look

strategy. The result produced is similar to staze 1.

Proposition 3: If —Cjeak < bieak — Clook then the game G does not admit a pure
Nash Equilibrium with the strategy s = (—hide, look) and the corresponding payoft sqy =

(=Cleak) and s5 = (bieak — Clook)-

Proof : It needs to noted that when observed closely the strategy ss = (bjeak = Ciook)
will yield a payoft u. Formally, u = bjeak —Cro0k, Whereu < bjeqr andu > cjok. However,
a closer inspection on State 3 will reveal that bjeak — Clook > —Cieak, therefore a pure Nash

Equilibrium can not be achieved in this state.

(d) State 4(hide,look) : Here, the Nash Equilibria does not exist if the players, ™

and S apply the current strategies s = (hide, look).

Proposition 4: If —Cpige < —Clook, then the game does not admit a Nash Equilibria as
in the other states, therefore the respective payoffs s¢/ = (—Cpige) and ss(—Co0k) are not

optimal.

Proof: Tt is clear that the payoft —cpige for U is lesser than —cyyo as the effort to

urchase a simple stego tool and utilise with a negligent success is not an optimal payoff.
p p g ghig p pay

The player, U, would prefer to change the current state to a more favourable state, such

as using the hide strategy when U is not looking (=/ook). On the other hand, S would
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prefer to remain in this current state.

bieak = Clook

Theorem 2. A mixed Nash Equilibrium strategy (sfu, sf‘s) isobtained, where p* = 5
leak

Chide

and q* = are the probability of hiding and looking respectively.

Cleak

Table 7.6: A mixed strategy Nash Equilibrium game

L R
U | ai,az | b1,bo
D | ci,c2 | di,d>

Proof : When solving for Mixed-Strategy Nash Equilibria, consider the game in the ta-
ble II. To check for a completely mixed-strategy equilibrium, we use the fundamental Nash
theorem. Suppose the column player uses the strategy oo = gL + (1 — q) (that s, plays L
with probability ). Then, if the row player uses both U and D, they must both have the
same payoff against g. The payoff to U against q is gai + (1 — q) b1, and the payoft to D
against 0 is gc1 + (1 — g)dy. Equating these two, we find

. di-b
_dl—b1+a1—c1'

q

The denominator must be nonzero, and the right-hand side must lie between zero
and one for this to make sense. Note that the column the requirement determines player’s

strategy that 7ow player’s two strategies be equal.

Now suppose the row player uses strategy 7 = pU + (1 — p) (that is, plays U with
probability p). Then, if the column player uses both L and R, they must both have the same

payoft against7. The payoff to L against T is py, + (1 — p)ca, and the payoff to R against 7
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is pba + (1 — p)ds. Equating these two, we find

do — 2

p:dz—c2+a2—b2'

The MNE (Mixed Nash Equilibrium) strategy for G is computed and explained below.
Let p and g respectively denote the probabilities that U and S decides to use the mixed

strategies I € {1, 2} so that:
p = P[hide] and consequently, P[—hide] =1 - p.
likewise for S,
q = P[look] and g = P[-look] =1—-¢q

At first we solve for U’s mixed strategy

EUI()Ok :EU_‘IOOk

S, mix S, mix

EUS. = f(Phiae)

S, mix

EUG% = f(P-hide)
where f(-) is the function of a mixed strategy. f(Ppige) and f(P-pige) are the proba-
bilities that U will use hide and —hide as strategies. If player S plays look(q) then he s at

the mercy of player U’s decision in choosing between hide or —~hide. The expected utility

EU of U can be defined as:
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EUlook = —Clook * P *+ bleak — Clook - (1 -p)

S,mix

EUJ% =0.p+0-(1-p)

S,mix

since

EUIOOk :EU_‘IOOk

S, mix S.mix

then

—~Clook * P+ bieak = Clook - (1= p)=0-p+0-(1-p)

Correspondingly, solving for S’s mixed strategy,

hide _ =hide
EU’L{,mix - EU’Ll,mix

EUy%.. = f(Quook)
EUgfrt = f(Q-took)
EUZiflix = —Chide * 4 + —Chide - (1 = q)
EUZ" = —Cleqr - q+0- (1= q)

U ,mix

~Chide * 4 + —Chide - (1 = q) = —Cleak -q+0- (1 - ¢q)

Pt = bieak = Clook _ bieak — Clook
Dieak = Clook *+ Clook Dieak
q* _ Chide _ Chide

Chide — Chide + Cleak  Cleak
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Table 7.7: A Numerical Simple Stego-game G1.

UuUlS - look (q) =look (1 —q)
hide(p) -30, =70 —-60,0 —-30g + —60(1 — q)
—hide (1 — p) —70, 30 0,0 —70g +0(1 - q)
—70p+30(1-p) | Op+0(1—-p)

Based on G1, S plays look with g and —~look with 1 — g. On the other hand, U
plays hide with p and —hide with 1 — p. If U best responds with a mixed strategy, then S
must make U indifferent between playing hide and —hide. The only way that U can be
indifterent from S is by playing ¢pige /Cieak- This means that some percentage of the time
U gets a payoft of cpige and gets ¢joqk some percentage of the time regards of choice, U

will end up with the same utility. The mixed strategy ¢* = Cpide / Cleak makes U indifferent

from S.

7.6.2  Quantitative Example A

In this section, the p —mix and g —mix mixed NE solutions of our model G are ascertained
using numerical evaluation. Using these numerical values, the summary of the matrix for
this scenario is presented in table 7.7. In this table, itis assumed that the payoft ss = (bjeqk—

Clook) under the strategy s = (look) can be represented in a numerical manner sg = (70—

40).
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Row player Optimal choice of p

U solve for the value of p that equates S payoff when positioned with look or =look

strategy. The role player optimal choice of p is presented graphically in figure 7.1.

-70p+30(1=p) =0p+0(1-p)

3
P=15 (p=0.3)

&’s Success Rate from choosing look or —look Against U’s p-mixed strategy

s o vepaa [
30k :S‘ sSuccessRate | - -~ - [~ -~ 1 - [ 1 il Took(a)
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Figure 7.1: 8’s Success Rate from choosing look or =~look against U’s p-mixed strategy
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If U plays hide with the probability p = 0.3 and —hide with the probability of 1—p =

0.7, then S success rate from
look = =70(0.3) +30(0.7) = 0%

—-look = 0(0.3) +0(0.7) = 0%

U'’s success rate is 100%-S success rate = 100 — 0 = 100%

Column Players Optimal Choice of ¢

Here, S choose g in order to equalise the payoff of his opponent from playing a strategy.
This necessitates the discernment on how U’s payoft varies with S’s choice of g. The col-

umn player optimal choice of g is represented in figure 7.2.

S solves for the value of g that equates to U payoft from playing hide or —hide:

-30g + —-60(1 —g) = =70 +0(1 — q)

3
== =0.6
9=z (q )

If S positions himself for hide with probability ¢ = 0.6 and —hide with probability

1 — g = 0.4, then U’s success rate from:
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U’'s Success Rate from choosing hide or —hide against S&'s g—mix

0 S O O hide(p)
U's Su(‘(‘es‘s_l\hts ----- —hide(l — p)
N, 0.2 0.4 0.6 0.8
b
S T T T
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Figure 7.2: U’s Success Rate from choosing hide or —~hide against S’s ¢-mix

hide = 30 (0.6) + 60 (0.4) = —42%

=hide =70 (0.6) + 0(0.4) = 42%

S success rate is 100% — U success rate: 100 — —42% = 142%

S success rate is 100% — U success rate: 100 — 42% = 58%
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7.6.3 Combining the Best Response Functions Reveals the Mixed

Strategy Nash Equilibrium

The mixed strategy Nash Equilibrium occurs at: p = 0.3,9 = 0.6

1 T T T T T T T T

= = = &’s Best Response Function
= = = {{'s Best Response Function

09

08

07

Mixed Strategy Nash Equilibrium.
This occurs at the point where best response intersect.
06 p=03,9=06

03 e e - ———————————————

01

‘SR S Y S W S O ) N O G S O O

0 l | I I |
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

qg=006

Figure 7.3: The Mixed Strategy Nash Equilibrium Occursat p = 0.3,g = 0.6

An Alternative way to depict both players choice of mixing probability (Recall p =
P(hide) by U,q = P(look) by S). This reveals the best strategic response of ¢ = f(p)
and p = g(q). The Nash Equilibrium, mixed, is obtained at the point where the best
response functions intercept. In our model, the mixed strategy Nash Equilibrium occurs at

p = 0.3, g = 0.6 as shown in Figure 7.3.
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7.6.4 Entropy-Stego Game Analysis

In order to solve the game G2 and find the Nash Equilibrium, all possible states are exam-
ined.

Table 7.8: Matrix for an Entropy-Stego Game G2 (-, ) with p — mix and g — mix

ULS - Ule) | n%,(1-q)
hentropy(p) —Chighs bs—scan bhigh7 —Cn—scan

lentropy(1 = D) | biow,—Cs—scan | blows —Cn-scan

Theorem 3. The entropy stego-game has no pure Nash Equilibrium strategy.

(a) State 1 (Mentropys S2 4n): The existence of pure Nash Equilibrium does not exist in
this state. Based on G2, the strategy for player U is to hide the secret content using the high-
entropy stego approach; for player S, the strategy is to use the sophisticated steganalysis.

The components of the payoffs yield no optimal solution.

Proposition 1: It bg_scan > —Chign then the game G2 does not admit a pure Nash

Uu

Equilibrium strategy profile: s = (Aentropys Sgean

) and the payofts s¢/ = —Cpign and 55 =

bs—scan are not optimal.

U

SC(H’Z)

Proof: At first, when observing the strategy profile: (Aensropy. , player U does

not benefit from remaining in that state. Since there is a cost for U when using the strategy

U

hentropy and a benefit for S when using 5. ...,

this state is not suitable as S will successfully

decode and extract the secret content; therefore there is no pure Nash Equilibrium solution.

(b) State 2 (hentropys n™_): In this state, the existence of Nash equilibrium does not

exist. Player U plays using the high entropy stego approach, while S plays with the naive
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steganalysis. The resulting strategies are not optimal.

Proposition 2: If bpigh > —Cp_scan then a pure Nash Equilibrum can not be asserted
under the strategy profile:s = (Hentropy, n;LC’an) and the payoffs s¢y = bpjgn and s =

—Cp—scan are not optimal.

U

scan

Proof: When observing the strategy profile: s = (hentropy, fgeqn)- The only player
that benefits from this state are U. It is assumed that using naive steganalysis is not robust
enough to detect the use of steganography implemented with the high entropy approach;

perhaps using the sophisticated steganalysis will be suitable.

(c) State 3 (lentropy, n;LC’an): The strategy profile in this state does not admit a Nash
Equilibrium either. S plays with the low entropy approach while U plays with the naive

steganalysis approach.

Proposition 3: If bjy > —Cp—scan then Nash Equilibrium game does not be asserted
in this game under the strategy profile used by both players. The payofts s¢y = bj,y and

§8 = —Cp—scan are not optimal payoffs.

Proof : The payoff by, is the benefit of using the low-entropy stego approach to trans-

mit the secret message with success is more significant than —¢,,—scqn. The strategy profile in

U It

— Sscan-

this current state benefits only U and will force S to change strategy from n¥
is assumed that using naive-steganalysis detection is not robust in detecting secret messages

transmitted with the low entropy approach. Therefore, there is no Nash Equilibrium.

(d) State 4 (lentropys S;L(fan): Similar to state 1 and 2 the strategy profile s used by both

players are not optimal. U plays with the low entropy stego approach, while S plays with
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the sophisticated naive steganalysis.

Proposition 4: If by, > —Cs—scan then the game does not admit a pure nash equilib-

rium under the strategy used by both players in state 3.

Proof: The strategy profile used by both players in this current state benefits only U.
Sophisticated steganalysis is suitable for analysing channels and covert channels with hidden
content. However, it is assumed that the nature of the low entropy stego approach makes
it difficult for sophisticated algorithms to detect hidden content. For example, transmitting

fake generic messages on a channel looks unsuspicious when monitored by steganalyst.

—Cs—scan t Cn—scan

Theorem 4. A mixed Nash Equilibrum strategy (sfu, sg)z'; obtained, where p* =
bs—scan — Cs—scan
-b high + b low

and q* = are the probability of hiding and looking respectively.

—bhigh + Chigh

The MNE (Mixed Nash Equilibrium) strategy for G2 is computed and explained be-
low. Let p and g respectively denote the probabilities that ¢ and S decides to use the mixed

strategies i € {1, 2} so that:

pP= P[(hentropy] and COHSCquend}’, P[(lentropy] =1-p.
likewise for S,

g=P[sY Jandg = P[nY

scan scan] =1- q

At first we solve for U’s mixed strategy

Uu Uu
EUsscan - E Unscan

S, mix S.mix
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EUSZian —_ f(P )
- hentropy

S,mix

EU"n = f(P )
- f lentropy

S,mix

where f(-) is the function of a mixed strategy, f(Pp and f(P; are the

entropy) enzropy)

function of the probabilities that U will use the high-entropy and low-entropy as strategies.

Uu

If player S plays s,7.,,(g) then he is at the mercy of player U’s decision in choosing

between hentropy or lentropy-

The expected utility EU of U can be defined as:

u
EUsscan — bs—scan P+ —Cs—scan * (1 - p)

S,mix

Uu
nS(,'an —
EUS,mix = —Cp-scan * P + —Cn—scan ° (1 - p)

since
E s—scan — E n—scan

S,mix S,mix

then

bs—scan P + —Cs—scan * (1 - P) = —Cp—scan ' P + —Cp—scan * (1 - P)

Correspondingly, solving for S’s mixed strategy,

hentropy _ lentropy
EU’Ll,mix - EU(LI,mix

hentr
EUrL;j:;i;py = f(Qs—scan)
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len ro
EUru’,tm;y = f(Qn—scan)

hentropy
EU,/\ 50 = Chigh = 4 + bhigh - (1= q)

le'ltro
EU’U,mi)I;y = biow - q+ biow - (1 - Q)

—Chigh " 4 t bhigh “(1=q) =Dbiow - q+bioy - (1-q)

* Cs—scan — Cn—scan
> p =

bS—SC(H’l + CS—SC(ll’l

q* _ bhigh - blow
bhigh + Chigh

7.6.5 Quantitative Example B

Table 7.9: A Numerical Entropy Based Stego-game G.

UulS—- s —scan (q) n—scan (1 -gq)
high — en(p) -30, 80 70, —30 -30g +70(1 - q)
low —en (1 - p) 80, —40 80, -30 80g +80(1 — q)
80p + —40(1 —p) | =30p +-30(1 — p)

In this section, we ascertain the mixed NE solutions of our model G2 through numer-
ical evaluation that could correlate with a realistic setting. The mixed strategies are estab-
lished by computing the options between the p — mix and g — mix. Using these numerical

values, the matrix summary for this scenario is presented in table 7.9.
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Row player Optimal choice of p

U solve for the value of p that equates S payoff from positioning himself for s

(L{OI'

scan

This is presented graphically in Figure 7.4.
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Figure 7.4: S’s Success Rate from choosing s, or n¥  against U’s p-mixed strategy

80p+—-40(1-p) =-30p+-30(1-p)
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If U plays henropy with the probability p = 0.08 and l¢psr0py with the probability of

1 — p =0.92, then S success rate from

sU =80 (0.08) +—40(0.92) = —30.4%

n¥ = -30(0.08) +-30(0.92) = -30%

U’s success rate is 100%-S success rate: 100 — —30.4 = 130.4%

U’s success rate is 100%-S success rate: 100 — =30 = 130%

Column Players Optimal Choice of ¢

S solve for the value of p that equates U payoft when positioning the hensropy OF lentropy

strategy. The column player optimal choice of g is represented in Figure 7.5.

-30g+70(1-¢q)=80g+80(1—gq)

1

19 (@=-01

iq =

If S plays s ,,, with the probability p = —0.1and n¥ ,, with the probability of 1-p =

1.1, then U success rate from
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Bentropy = =30 (=0.1) + 70 (1.1) = 80%

S’s success rate is 100% — U success rate = 100 — 80 = 20%

In our G2 model, the mixed strategy Nash Equilibrium occurs at p = 0.08, g = —0.1.
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Table 7.10: Matrix G5 for U and S where T =1

— U o
r=1U J, S— Sscan Sscan
o P“y v Pay
lentropy Cqr > “Cscan Cqp >~
Uu hide(v) _ v ¢’ hide
hem‘ropy —Cy en’ bican ~ Cscan b » 00

Table 7.11: Matrix G3 for U and S where T =0

— U o
r=0,U l S— Sscan Sscan
o pay maxs v pay maxs v v
lentropy —Cqy —C > “Ciscan —Cqy —C bscun ~ Cscan
U hide(v) _ v hide v
hentropy —Cqy en> bscan - scan bfu » “Cscan

7.6.6 Extended Entropy-Stego Game Analysis

This section presents the analysis of the stego game G3. The establishment of pure Nash
Equilibrium is attained for two extreme cases of the complete lack of trust in the OSSP and
complete trust in the Online Stego Service. At first, we show that the attainment of Nash

Equilibrium cannot be established in G3 with the 7" parameter.

(a) State 1 (19

entropy® sU ,): This state clearly does not reveal the establishment of a

pure Nash Equilibrium solution.

hid
pay _ hide(v)

u u > —cV

Proposition 1: If —c vean> then the G3 does not demonstrate a pure

Nash Equilibrium under the strategy profile: s = which implies that the

(lentropy’ vcan)

hid . .
payoft — cp - (l; “™ and sg = —CYcqn are not optimal strategies.

Proof : On investigating the strategy profile s = (19 ) only S benefits from

entropy’ vcan

this state due to the lesser cost. U incurs two costs by trying to hide from the exploitation

of steganalysis with the low entropy steganography strategy /< While U uses the low

entropy*
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entropy steganography online through the OSSP, S scans U to detect the use of steganog-

pay hide(v)

raphy. Since —cg,” — ¢, > —CY.4 then the current strategy profile is not optimal and

a pure Nash Equilibrium cannot be attained.

(b)Statez (1, py> Sse 9 .»): The existence of pure Nash Equilibrium does not exist. In

this state, the strategy for U and Sis 19, oy and 59, respectively. The payoffin this state
is not optimal.
Proposition 2: I b}, = Chean > —szlay Cop» then the game G 3 does not admit a pure

Nash Equilibrium solution under the strategy profile: s = ), therefore, the

(lentropy’ scan

correlated payoft s¢/ = —cf’; Y — Y, and s = bY4n — Chegn are not optimal.

Proof: When inspecting G3 and observing the strategy profile s = (l?mmpy, 5 an)s

it is obvious that only S benefits from this state despite the cost incurred (u = b}, —

Cyean)- However, the stego user incurs a greater cost due to the vulnerability exploited by

sophisticated steganalysis. Since the payoft b, = Cheun > —C(’Zl ¥ — ¢V, then pure Nash

Equilibrium cannot be established.

(c) State 3 (hY entropy’ 59 ,n): Similarly, to previous states the establishment of pure

Nash Equilibrium cannot be ascertained in this state. The strategy for U is K py While
i 0
S is S5ean-
Proposition 3: If bgjde > —Cy.qn> then under the strategy profile: (hY entropy’ Swn) the

game G3 does not establish a pure Nash Equilibrium solution.

Proof: When observing and inspecting this state in G3 it can be verified that under

the strategy profile s = (h¥

entropy’ 59 ), only the stego user U benefits in this state while
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U sustains a cost. While U is responsible for using the high entropy steganography in this
state, U attacks the OSSP. However, this is not optimal for both players as U benefits from

the payoff s¢y = b,}l’jde and this will oblige S to change strategy.

(d) State 4 (hY ): In this state a pure Nash Equilibrium can not be estab-

entropy’ scan

lished under the current strategy profile.

¥
Proposition 4: 1f b, — Cheun > —C(Lllde(v) Cup» then under the strategy profile:
(h¥. oy sU ) the game G3 does not admit a pure Nash Equilibrium solution.
Proof :When observing the strategy profile s = (hemmm, sU ), it is obvious that

H — v
only S benefits from this state (4 = by.,, = Cyean

). Although, due to the vulnerability

exploited by sophisticated steganalysis, the stego user incurs a greater cost. Since the payoff

hid
bYeun — Cocan > —c,Ll[ 0) _ Cup» then establishment of a pure Nash Equilibrium is not
possible.

Using the T parameter, a pure Nash Equilibrium strategy can be established under the

strategy profile: s = (1°

entropy’ scan)

Theorem s. If T = 1 and the subsequent circumstances is satisfied:

hide(v) v pay
Cy +Cpn > Cqy7s

then the strategy s = is a pure NE solution for G3. However, if T = 0

(lenlropy’ scan)

and the condition is satisfied:
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maxs hide(v) v pay
cme s chide) v ey,

then the strategy s = (hY ) is a pure NE solution for G3.

entropy’ scan

When T' = 1, the pure NE solution does not seem to be considered desirable for S
as they try to detect the use of steganography while U is using steganography through the

OSSP. In a non-zero-sum game, these circumstances can occur.

Proof: When inspecting Table 7.10 and 7.11 the conditions of a pure NE, the Proof is
obtained. It can be demonstrated that their utility function cannot be improved for both
players when a different strategy is used. This notion is convincing when presuming that

the other player does not change strategy. For the case T = 1, it is clear that if U changes

strategies from 19 entropy hgm opy’ then her utility is reduced. Likewise, If S changes from
sU . — 59 .., their utility will be reduced as well. If the cost of subscribing or purchasing

an online stego tool from a completely trusted provider is less expensive than incurring dou-
ble cost due to steganalysis when the strategy is changed, then the game admits a pure Nash

Equilibrium under the strategy profile: s = ). This condition is true if the

(lem‘ropy’ scan

OSSP would make steganalysis very challenging and steganography detection unsuccesstul.

In the case where T = 0, then the strategy s = (hY ) is inspected. It consid-

entropy’ 9can

ers that changing h — l?mm by will reduce U’s utility. If the OSSP is considered

entropy

completely untrustworthy and S successfully detects the use of steganography, then U will

suffer a great cost under the strategy profile s = (19 ). It will be optimal if U

entropy’ vcan

retain the strategy hemmpy For § it is clear that the payoft by, — Ciean > —Cheqn and if

strategy is changed the utility is reduced.
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However, depending on the variables in G3, it is not essential to achieve a pure Nash

Equilibrium. A mixed Nash Equilibrium will always exist regardless.

7.7 Summary

In this chapter, we developed a novel theoretical framework for models that applies the con-
cept of game theory to a range of steganographic protocol settings. The game theory models
developed are based on two-player non-zero-sum complete information games in strategic
standard form. Game theory is used to aid in assessing the risk involved when steganography
is used through an Online Stego Service Provider (OSSP). The benefits and costs that arise
for both players were modelled. To our knowledge, the models developed in this chapter
is the first study that applies a steganographic user and adversarial-centric model in a game-
theoretical setting. These models analyse both players’ optimal strategies to achieve pure

and mixed Nash Equilibrium solutions.
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Chapter 8

Conclusion

TIS chapter concludes this thesis by summarising the proposed contributions and secu-
rity solutions, discussing limitations and drawbacks, and indicating future research

questions.

8.1 Thesis Summary

This thesis is motivated by the popularity of mobile banking, which has attracted various
privacy and security challenges that directly impact users, banks and payment institutions.
In this thesis, a novel steganographic protocol solution is developed to address different pri-
vacy and security problems in mobile banking, focusing on SMS banking, and suggest a

suitable solution for the challenges discussed above.
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The review content chapters of the thesis are Chapters 2, 3 and 4—chapter 2 reviews
fundamental and essential security and cryptography concepts, with a focus on steganogra-
phy. Subsequently, Chapter 3 and 4 discuss various literature bodies relevant to this thesis.
The precise areas reviewed are security challenges in short message service (SMS) protocols,
followed by security controls focusing on SMS banking transactions. The chapter finishes
by reviewing the family of specialised multi-channel Online Social Network (OSN) proto-

cols and security games based on steganography.

Chapters s, 6 and 7 describe the contributions to knowledge. In particular, as the re-
search in this thesis focuses on steganographic-enhancing technologies for secure SMS mo-
bile banking, a novel secure SMS banking protocol that combines steganography by cover
synthesis and steganography by cover modification is developed in Chapter 5. This system
is secure against various adversarial entities. Subsequently, Chapter 6 improved this novel
approach by using conventional network security protocol techniques for assuring message
freshness in distributed authentication protocols. This feature ensures that the protocol can
be secure against threats such as the multi-channel replay attack and multi-channel-man-in
the middle attack. The enhanced security protocol could be essential for future real-world
adaption. The previous contribution in chapter s establishes a thorough security analysis of
the multi-channel protocol. Chapter 7 of this thesis presents three game-theoretic models
used in adversarial decision processing. The game theory models are based on two-player
non-zero-sum complete information games in strategic standard form. This framework is
then used to evaluate the steganographic protocol of Chapters s and 6. A range of use cases

is designed using the Matlab scientific tool, simulating these game-theoretical models.
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8.2 Discussion

While this thesis has presented novel solutions to mitigate security issues in SMS-based
banking using the steganographic multi-channel protocol, some limitations are arising from
this contribution. In this section, these aspects are discussed: the potential misuse of the
developed protocol in order to exchange confidential messages for purposes of criminal or
other illegal activities and the difficulties of it remaining robust concerning multi-channel

surveillance.

8.2a1 Multi-Provider Communication Exploit

In this section, we discuss the Short Message Service (SMS) and a simple, confidential mes-
saging exploit, based on sending information through several independent channels, which
can be challenging to detect and potentially prevented, expect in circumstances when these
channels are monitored simultaneously. The example illustrated in Figure 8.1, shows thatin
addition to the security issues already outlined in Chapters s and 6, there is a danger of illicit
use of SMS services which may only be prevented by cooperation between these providers.
Let us consider a scenario in which Amara and Ebere are communicating parties who want
to exchange confidential messages via SMS, to underpin their criminal or malicious activi-
ties. Amara wants to send a secret message S to Ebere using channels C1, Ca and Cs, each
of which belongs to a different provider. She uses C1 and Cs to send “fake” messages S1
and S to Ebere, and then sends a third message b = S ® S1 @ S2 on channel C3. S3 has
the characteristics of random noise, which could not be mistaken for a true message, but

could nevertheless could be embedded as a steganographic payload in an image using LSB
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Anmnara Ebere
S1 S1
e ot t s s e e et e e s e s e s e s e »
C S1
S92 S92
b @ e i s s e s e s e e o e e e e - »
C S92
S3 S3
e« ¢ s s s e e s s s s e s s e e »
83 = 8D 81 D S92 G S3
s =851 @D so D s3

Figure 8.1: Attack using three independent channels to transfer message S

technique to allay suspicion. Bob easily recovers the original message S = S1®S2@®S3 while
the channel providers remain unaware that any message has been sent. Even with coopera-
tion between different providers, this attack could prove difficult to combat. It is possible
that the pseudo nature of transactions S1 and S could be detected algorithmically, though
Amara and Ebere could also use genuine messages between them for the same purpose. Itis
also possible that transmission and reception patterns between pairs of users could also re-
veal the presence of the attack, though this could also be masked by splitting and combining

different elements of S1 and S3 to be sent at varying times.

Mitigating this form of threat discussed in Section 8.2 is potentially very difficult, as
it requires cooperation between providers who are typically competitors and do not will-
ingly share data. The collation and scrutiny of SMS data from independent providers will

usually only occur if each provider is required to do so legally (e.g. typically for law enforce-
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ment or government security services compliance). Therefore, providing that Amara and
Ebere communication activities do not draw the attention of the SMS providers they use,
they can assume a reasonable level of confidence in using a multi-provider messaging ex-
ploit. Confidence can further be enhanced if Amara and Ebere utilise temporary “burner”
mobiles, with pay-as-you-go SIMS, that are discarded after a brief period of use. Further
research areas would include the investigation of multi-provider messaging exploit variants

and possible strategies for mitigating them.

8.2.2 Traffic Analysis

In Chapter 6, the concept of traffic analysis is discussed. Traffic analysis can assist colluding
adversaries to observe if users are communicating a secret message. Threats such as traffic
analysis have always been a significant challenge, as explained in [115]. Though a study such
as [243] proposed a solution to cope with this threat, they seem challenging to apply in our
scenario. Further research will be required to investigate this aspect. In addition, this threat

can be addressed through machine learning algorithms and artificial intelligence.

8.3 Further Work

This section will explore some items for further work, by considering two aspects relating to
the research developed in this thesis: the suitability of the multi-channel protocol for real-
world implementations resulting in a user-friendly product, and the future role of multi-

channel protocols as mature, standardised controls in network security.
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8.3 Usability

As explained in Chapter s, users require a dual SIM phone (or alternatively, two mobile de-
vices) in order for the multi-channel protocol to be implemented. Only this type of phone
enables users to operate different mobile phone networks on one unit. Furthermore, the
protocol requires a side-channel, the architecture suggested in the thesis was the use of a cy-
bercafe. An open question is whether the approach could be improved, in order to yield a
more user-friendly approach, suitable as a real-world mobile security architecture, deploy-
able for large-scale implementations and usage. The main issue is the elimination of the

side-channel, although, from an information-theoretical point of view, this seems difficult.

8.3.2 Multi-Channel Security Protocols

Chapters s and 6 of this thesis proposed a Multi-Channel Security Protocol for SMS mobile
banking. Asexplained in these chapters, subscribers of this system require a dual SIM phone
to use the multi-channel protocol successfully. This type of phone enables users to operate
different mobile phone networks on one unit. Alternatively, two mobile phones can be used
by subscribers. Furthermore, the protocol requires an additional channel; the architecture
suggested in the thesis was the use of a cybercafe. An open question is whether the approach
could be improved to yield a more user-friendly approach, suitable as real-world mobile
security architecture, deployable for large-scale implementations and usage. The main issue
is the elimination of the side-channel, although this seems challenging from an information-
theoretical point of view. Otherwise, the consideration of using a single SIM phone could

yield a more user-friendly system. The additional channel that adds a layer of security to
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the protocol can be replaced with a shared secret key k though this will require the bank

and subscribers to keep the key secure. This approach is illustrated in the figure 8.2.

Amara Bank
{m, my, k} k

b=meém &k

mo = E(b)

Cy
b = D(ms)

m=bom dk

Figure 8.2: A Multi-Channel Steganographic Network Protocol Trace (b)

Preferably another approach can also be used instead. This approach will require the
use of a security token. This token is a secure portable device that provides electronic au-
thentication for users by storing some personal information. The usage of this security to-
ken requires that legitimate powers insert the device into a system to grant access to a net-
work service. The service that is responsible for issuing security tokens is Security Token
Service (STS) [14] [237]. Security tokens are of various kinds, including hardware tokens
that contain USB Tokens that can be inserted into USB ports and wireless Bluetooth tokens
or even programmable electronic key fobs, which can be activated remotely. However, to-
kens linked to computers and networks could present a severe security issue. Disconnected

hardware tokens are not physically nor logically linked to any computer or network in any
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way; they do not require a particular input device, though instead, they have a built-in LCD
screen that displays the generated authenticated data. The user manually inputs the gener-
ated data through a keypad or keyboard. Various hardware tokens contain an internal clock
that combines a unique device identifier, password, fingerprint reading or input PIN to
generate a code; the code lasts for 30 seconds. To increase the protocol’s security described
in Chapters 5 and 6 of this thesis, a hardware security token can be used to complete trans-
actions on the bank website. Preferably, it can be combined so that a particular hardware
token could be used to input b = m & m, ®my which generates an authentication code.
Such an approach could improve security and prevent attacks such as coordinated attacks

on all three channels; further studies are required for investigation.

Security hardware tokens are not without vulnerabilities, as with any computing sys-
tem. If the device is stolen, stolen by a criminal or not in possession of the legitimate owner,
then it is problematic. Besides, these devices present an increased level of security for the
user’s and are not functional without the services with which they are associated; therefore,
it is necessary to keep them securely. Suppose an adversary wants to compromise a system
that uses a hardware token. In that case, the adversary will need to steal a hardware token and
compromise the infrastructure that was synchronized with the information output from

the device or extract some vital information.

A central theme of this thesis was the concept of a security protocol, that uses 7 chan-
nels where, in contrary to most current protocol standards, n > 2, referred to as multi-
channel protocol. It would be interesting to further investigate the use of multi-channel
protocols in other settings, and to study the resulting advantages. It could be postulated

that in the near future, multi-channel protocols might become mainstream, and might be
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adapted in major security standards for the web or mobile environments. In subsection 8.3.2

the potential use of the protocol in a system such as the block-chain is briefly discussed.

8.3.3 Trustless Secure Systems

The banks offer various mobile banking services which can be classified into models: mo-
bile service provider-led, Third-Party Service Provider Model, and bank-led model. In this
thesis, the Bank-Centric Model was mainly considered with a focus on SMS banking. The
bank is considered a trusted entity that facilitates the transaction process leaving the trans-
port and network functionalities to the mobile operators as shown in figures s.10 and 5.11 of
the multichannel steganographic protocol. In contrary to the proposed solutions described
in this thesis, it would be interesting to research and evaluate the use of multi-channel pro-
tocols in block-chain applications and the resulting advantages. For instance, publishing the
transactions m1, mo and m3 on the blockchain would increase security through immutabil-
ity and privacy. The blockchain is a peer to peer public ledger that can perform transactions
(structured into a linked list of blocks) without the need for a trusted or central authority.

Besides decentralization, the blockchain has various benefits such as transparency [36].

8.3.4 Game Theoretical Models

In Chapter 7 of this thesis, three-game theoretical models were used to evaluate the pro-
tocol developed in Chapters s and 6. The game models present a robust security decision
framework for using the multichannel steganographic protocol, though the scenario used to

present the security practicalities of the approach is an email-based scenario. The scenario
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demonstrates that the protocol can be easily deployed and adopted in a different domain

apart from SMS banking.

Game 1 presents a simple steganographic game where the steganographer and the ad-
versaries use two strategies: 5; = (hide, —hide) for U and s5; = (look,-look) for S,
though G does not model a realistic setting as in some situations adversarial entities would
want to search and extract the hidden message. The extraction of secret messages with the

use of s

sean Strategy was modelled in game 2; besides, games 2 and 3 are considered more re-

alistic models, though these games can be further improved. When adversarial entities look
for ways to compromise a computing system or network, they are assumed to use multiple
strategies. Since adversaries use multiple strategies, network security administrators should
also employ a similar approach. The game models in Chapter 7 are limited to only two
strategies that limit the protocol’s evaluation results. Introducing more strategies will aid in
capturing more risks and further predicting the behaviour of adversarial entities. The third
game introduces a vital component known as the Online Stego Service provider, introduc-
ing an interesting Nash equilibrium outcome. The Online Stego Service provider is a T
parameter that represents the level of trust U has in the steganographic service. Besides, it
will be interesting to model the strategies and behaviour of the OSSP by introducing OSSP
as a third player. These improvements would provide a more interesting Nash equilibrium

outcome.

On the other hand, the G 3 can be extended to G 4 and applied in an SMS mobile bank-
ing setting, where the bank 8 can also be modelled as a third player.Solving a three-player
game G4 in table 8.1 might be challenging; however, such a game will be considered more

realistic and suitable for a comprehensive analysis. The player strategies and utility function
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is described in following subsection.

Table 8.1: Matrix for an Extended Entropy-Stego Game G4 for U, S and 8

Player 8 S —
defend
Plays Leiropy
defend U B
lentropy Sscan Sscan
hde fend
entropy
B pays hide(v) v paysx hide(v) v
Uu l, lentropy —C - C«y > = Cscans —-C - C(u > = Cscans
defend defend defend defend
b - b -
controls controls controls controls
B pay _ hide() _ v pay _ Fide() pv
hentropy -C - Cfu > = Cscand -C -C ’ bscan ~Cscans
bdefend _ defend bunder(v) _att(v)
controls controls controls controls
Player Strategies

Consequently, it is assumed that the bank in table 8.1 can be regarded to be a mutual team
player of U since the bank is trusted according to Chapter s, section 5.6. As both U and

B are team players then their strategies could be linked. If U plays 2 then 8B will

entropy
de fend
entropy

B

automatically choose / entropy

as strategy. If U choose h then B will choose strategy

hdefend

defend de fend
entropy:* and h

The notations /.4y entropy

are appropriate defensive strategies 8 will use

for protection.

Uu B

; U
seans Ssean) for S, where the notation s

The strategiesare s; = (s scan

is the strategy that
enables the adversary to use sophisticated steganalysis directly on U or even performing a

B

man-in-the-middle attack or related attacks. The strategy s3,.,,

enables the adversary to use
sophisticated steganalysis while U is using steganography to transmit banking instruction
P ganaly g steganography g

to the bank through the different mobile network providers.
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B8

hB B
entropy? "Yentropy

entropy enables

). The strategy [

The stego user’s strategies are 5; = ([

the stego user to use the low entropy steganography to transmit banking instruction to

B

B through the different mobile network providers. The notation hy,,,.,

represents U’s

strategy to use high entropy steganography to transmit banking instruction to 8.

Utility Functions

de fend

For the payoft functions of this game, the notation b
controls

is the benefit of securing bank

servers while S attempts to compromise the steganographic system. On the other hand,

d d . . . . . .
ij fr'z 1 1 the cost of defending the bank. In other words, this cost function is the time,
computing power and essential resources used to secure the system from steganalysis attacks.

under(v) .

The notation b is the benefits of understanding how the system vulnerability was
controls

exploited and penetrated, which leads to developing new controls, upgrading and patching

att(v)

systems. The notation ¢ ‘
controls

is the cost sustained when the system is penetrated by S

which will lead 8 to compensate U for losses.

For U the utility function u; = (—CI(Z? Y —CI(Z;I 7Y are slightly different from those

presented in Chapter 7, subsection 7.4.5. The notation —cfz;l 7" is the cost of subscribing for

pay

or buying mobile phone airtime for the transmitting banking instructions, while —Cq, 1

the cost of subscribing or buying internet cybercafe time.

In G3, the naive steganalysis strategy was removed since adversaries in the real world
would not be willing to compromise systems using naive approaches; perhaps capturing all
these strategies in a single game would also make an interesting outcome. Modelling a game

where a strategy such as an “Advanced Persistent Threat” refers to well-organized, malicious
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adversarial entities who launch stealthy attacks against specific computer systems would also
contribute to the protocol evaluation. Such an attack is long-lasting and challenging to
expose and often use very advanced system penetration techniques. Finally, using Bayesian

and stochastic game-theoretical approaches would provide an insightful protocol analysis.
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