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Abstract—Blockchain, Quality of Experience (QoE), and Video Streaming have all received much attention from both academia and
industry so far, although they have not been jointly addressed for prospective applications yet. While the industry has already adopted
blockchain-based video streaming platforms, other stakeholders, e.g., academia, government, regulators, and service providers, could
contribute more to develop protocols, technologies, and standards to help grow this niche technology and support its implementation in
media streaming applications. This paper reviews the current technologies, industrial advancements, and critically identifies the current
research activities and future research opportunities.
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I NTRODUCTION

W

ITHIN the last decade, multimedia, in general,
and video streaming, in particular, have radically
changed the way we consume information and keep ourselves entertained. Video streaming services are being increasingly used, thanks to the recent Streaming Video-OnDemand (SVoD) services, such as Netflix, Hulu, and Amazon Prime Video, which are overtaking the traditional TV
broadcast services in the UK [1]. The user expectation of
any content, at any location, and at any time has resulted
in the public acceptance and worldwide growth of such
SVoD services. Furthermore, live gaming video streaming
services, such as Twitch and YouTubeGaming, have also
seen tremendous growth, with Twitch alone being the fourth
highest peak internet traffic generator in the US, serving
over 15 million active users daily with almost a million
concurrent users [2]. It is important to note that the success
of any service depends on user satisfaction, which can be
characterized in terms of Quality of Experience (QoE) of the
end-users. As a result, there was recently a focus shift from
Quality of Service (QoS) based assessment of a service to QoE
based assessment. Due to the proliferation of such streaming
services and the new paradigm of user satisfaction measurement, both academia and industry have put in every effort
towards the identification, design, and evaluation of QoE in
such video streaming services.
Over the past few years, Distributed Ledger Technology
(DLT), in general, and Blockchain, in particular, have gained
increasing attention from various organizations worldwide, especially from financial services/banking, automotive, healthcare, insurance, public sectors, and education,
amongst others. The digital ledger market for blockchain
products and services is anticipated to reach $60.7 billion
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in 2024, up from $708 million in 2017 [3]. Blockchain itself
is still a nascent technology, and much needs to be done
to achieve its full potential so that it is essentially accepted
by industry, government, and consumers. Blockchain-based
video applications have already attracted the attention of
the industry with streaming applications, such as Dlive and
Livepeer, all already available in the market. The Gartner
hype cycle [4] reports that the blockchain business for media
applications, Blockchain in Media and Entertainment, is still at
the very first stage of the “Innovation Trigger” phase and
will take 5-10 years to reach the plateau of productivity as
per current projections.
Due to the many prospective advantages provided by
the blockchain technology (see Section 2.3), various research
works have been carried out on exploring their application
in various domains, from IoT [5] to addressing security
issues in UAV networks [6] to video surveillance systems
[7] to secure video storage [8]. However, there has been
a little focus from academia on identifying the potential research questions and opportunities provided by the
blockchain for video streaming applications. IBM executive
report [9] discusses how blockchain has every potential to
change the way how media content is currently transmitted, consumed, and paid for. Reports presented in [9] and
[10] discuss how the video advertising industry, which is
plagued by a lack of transparency, high middlemen charges
and closed performance measurement metrics, can benefit
from using the blockchain applications which provide a
highly efficient and transparent advertisement platform at
a reduced cost. A JPEG whitepaper [11] discusses the industrial needs, relevant use cases, and functionalities for
media blockchain and the potential requirements of the
ongoing standardisation activities within and outside JPEG.
In [12] a distributed and tamper-proof novel watermarking
multimedia blockchain framework for content processing
and transaction is briefly discussed. Zhaofeng et al. in [13]
presents a blockchain-based Digital Rights Management
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(DRM) system to help protect the content ownership rights
while in [14], a blockchain-based platform ARCHANGEL
for protecting video archives is presented. Ghimire et al.
in [15] presents a novel video integrity mechanism based
on blockchain for protecting from tampering. Detection of
deepfake videos and images is a very challenging problem at present, for which blockchain-based solutions are
being investigated in works such as in [16] and [17]. A
detailed blockchain-based video delivery model using advanced network services chains has been proposed in [18].
The model provides a platform for collaboration among
various providers using network service chains. Other
works [19] [20] propose decentralized resource allocation for
blockchain-based video streaming applications, with Mobile
Edge Computing (MEC) to improve the video delivery to
the end-user. Transcoding still remains a challenging task,
especially for live streaming applications. Towards this direction, work in [21] presents a deep reinforcement learning
based transcoder selection framework for blockchain-based
video streaming solutions for more effective transcoding
node selection.
Based on the above discussion it is clear that, while
there have already been ongoing works on the potential
use of blockchain technology for media and entertainment,
an overview work exploring the current industrial and academic efforts, identifying various potential advantages and
opportunities of blockchain with a focus on video streaming
has been missing so far. Towards this end, in this paper, we
present:
1) A discussion of the various opportunities provided by
the use of blockchain technology for video streaming.
2) A review of the existing blockchain-based video streaming platforms.
3) A summary of the ongoing standardization activities on
blockchain.
4) A conceptual framework for blockchain-based video
streaming applications.
5) A discussion of the technical challenges and open issues.

2
2.1

BACKGROUND
Video Streaming

Video streaming platforms such as Netflix and YouTube use a
centralized client-server architecture, where the multimedia
content is delivered from a server to the client over the
network. Such centralized systems face the problem of “last
mile” delivery where, due to the low link capacity of the
access network to the end-users, the QoS is significantly
affected. The advent of new technologies, such as 5G and
MEC, contributes to overcoming such limitations, with some
new works exploring the potential of the blockchain technology, such as [19] and [20] discussed earlier. Still, many
challenges remain due to the increasing bandwidth demand
to meet the requirements of the changing entertainment
landscape, involving the use of higher frame-rates and
resolutions, i.e., 4K and 8K, as well as newer video formats,
e.g., High Dynamic Range (HDR), 3D, Light Field, and Point
Clouds. A possible solution is the decentralized distribution
of content through Peer to Peer (P2P) networks where the
data is shared by participating nodes (clients). This sharing
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of bandwidth by the users of a network can help overcome
the bottleneck “bandwidth” issue, resulting in a comparatively cost-effective, efficient, and faster network.
2.2

Quality of Experience

Over the past two decades, the industry mindset has shifted
from a product-centric to a service-centric approach, where
the users are at the center of the business model. Measuring
or estimating the QoE is critical to understand the success of
a service or technology. The adoption of a new technology
by end-users is based on the level of user satisfaction,
which for video streaming applications can be estimated
using various QoE models and metrics. On the other hand,
existing services can benefit from using the QoE models and
metrics as it can be used to estimate and, as a result, improve
the end-user satisfaction, which will ultimately result in
increased viewing times and reduce user churn.
2.3 Blockchain Technology - Features, Advantages and
Shortcomings
Blockchain is a digital list of records, i.e., blocks, which are
linked together using cryptographic algorithms. It gained
tremendous attention with the introduction and high popularity of Bitcoin, which is a cryptocurrency based on
the blockchain technology. Its property of resistance to
modification (immutability) makes it a highly prospective
disruptive technology across a wide range of industries.
Some of the significant advantages offered by blockchain
include faster and secure transactions, transparency, costeffectiveness (due to the absence of middleman), traceability,
automated actions using smart contracts, and cryptographically sealed protected data providing security and privacy.
All these advantages come with their fair share of shortcomings, the most important of which is scalability. Due to the
limited size of the block, the rate of mining is slow. Bigger
block size results in slower propagation in the complex
chain of blocks. Also, current blockchain technologies can
handle a relatively low transactions rate, typically seven per
second for Bitcoin and fifteen per second for Ethereum.
On an elementary level, blockchains can be broadly
classified into three categories: Public (e.g., Bitcoin, and
Ethereum) which are fully decentralized and available to
all participants; Private (Hyperledger and R3 Corda) which
are usually centralized and entities require permission from
the blockchain owners, and Hybrid (also called Consortium blockchain, e.g., Dragonchain and Hyperledger Quilt)
which combine the advantages of both the public (transparency and security) and private (privacy) blockchains.
Due to the increasing popularity of Blockchain, much
like Platform as a Service (PaaS), Software as a Service
(SaaS) and Infrastructure as a Service (IaaS), the concept of
Blockchain as a Service (BaaS) is getting popular. Here, BaaS
allows both companies and consumers to develop, test, and
deploy secure blockchain apps with the required functionality, such as bandwidth management, resource allocation,
and hosting requirements. Currently, BaaS is provided by
major companies, such as IBM, Microsoft, and Oracle, and is
increasingly being accepted by various industries because
this allows them to focus on their product/service offering
without having to worry about the underlying blockchain
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Empowering Creators
and Artists
• Retain the ownership
rights while being free to
determine the terms of
usage, audience, pricing,
licensing, etc. of the
content.
• Bypass enormous third
party fees (e.g., approx.
50% by Twitch [22] and
25% by Uber [23]).
• Micropayments and
instant payments based on
automated smart contract
to reduce payment delays.
• Transparent system
making it impossible to lie
and cheat about the actual
revenue resulting in a fair
and efficient system.

Blockchain-Based
CDNs
• Utilize the unused storage
space across multiple
locations with the use of
decentralized networks.
• Alleviate the last mile
problem of content
delivery.
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Privacy

Piracy

Green Energy

• Prevent violation/nonlegal usage of personal
data by single big
corporations (e.g.,
Facebook [24]).
• QoE prediction models
and personalized solutions
such as recommendations
can be provided while
preserving anonymity.
• Targeted advertisements
while making sure that the
user privacy is not
compromised.

• One of the biggest
challenges in the field of
media streaming.
• Track illegal copying of
content as the content will
include ownership
metadata which can be
designed to be tamperproof.

• Reduced energy
consumption using peerto-peer decentralized
networks, resulting in
tremendous energy saving
given that video
distribution consumes 80%
of the Internet's consumer
bandwidth.
• Stream videos at much
lower energy than
currently used by
streaming companies (e.g.
Flixxo [25])
• Run platform on existing
underutilized and/or not
utilized existing data
centres (e.g. VideoCoin
[26]).

Fig. 1: Opportunities offered by blockchain technologies for video streaming application ( [22], [23], [24], [25], [26]).

network protocols and reference models. For a detailed
overview of blockchain’s fundamental concepts, see, e.g.,
[27] and for its possible impact on society, see, e.g., [28], and
the references therein.
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B LOCKCHAIN FOR V IDEO S TREAMING

Over the past few years, the world has seen a proliferation
of smartphone users, which has dramatically changed the
way we produce and consume digital content. People have
taken up the role of content “producer”, from recording/live
streaming events, such as concerts and film festivals, to
video blogs, e.g., travel, tutorials, product review, to live
gaming video streaming. Limited by the shortcomings of
the traditional platforms, which fail to reward the content
creator and viewers adequately, we have seen in recent
years the rise of platforms, such as Medium, Bonzo Me,
and Tsu, which reward content producers and in some
cases also the viewers, leading to a win-win environment
for both content producer and viewers. One of the muchanticipated use cases for blockchain-based video streaming
platforms is indeed in the domain of live streaming and
gaming/eSports. Some of the major prospective advantages
offered by blockchain-based video streaming applications
include empowering creators and artists, blockchain-based
CDNs, privacy and piracy protection, and energy saving, as
presented in detail in Figure 1.
In order to shed light on the current market scenario,
the state of technology adoption, and various challenges
currently faced by the industry, we present in Table 1 a
brief comparative review of six of the biggest companies
providing blockchain-based video streaming solutions. We

can observe that blockchain-based video streaming has
already been introduced in the marketplace. In addition
to these four companies, Play2Live, the world’s first fullscale blockchain-based decentralized streaming platform
using its own blockchain platform called Level Up Chain
(LUC), needs mentioning. With a major focus on the eSports
domain, Play2Live provided additional services such as
betting and gambling. Due to regulatory challenges, the
company ceased operations at the end of 2018, and its fate
at the time of writing this article remains unknown. This
indicates the need for international standards guided by
technology and regulations so that the blockchain technology and its applications can grow further and get increasing
acceptance worldwide. We present in Figure 2 the summary
of the current ongoing standardization activities.

4 A
C ONCEPTUAL
B LOCKCHAIN - BASED
A PPLICATIONS

F RAMEWORK
FOR
V IDEO
S TREAMING

Based on the above discussion on the need for unifying the
various ongoing works to achieve better, efficient, and interoperable systems, it is essential to design a general network
architecture describing the multiple network elements and
modules and how they interact with the new and existing
systems. Towards this end, we present in Figure 3 a conceptual framework for blockchain-based video streaming applications considering the whole multimedia delivery chain
from content production and transmission to content consumption. We follow an on-the-top modular approach based
on the concept of BaaS, which offers the advantage that
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TABLE 1: Summary of the four blockchain-based video streaming companies.

ISO/TC 307 Blockchain and Distributed Ledger Technologies
• One of the earliest standardization groups established in early 2017, ISO/TC
307 is the largest and main technical committee for blockchain and DLT
standardization and application, interoperability, and data exchange
between users, which currently has 43 participating members and 13
observing members.
• The standardization group is divided into various Working Groups and Study
Groups who are working together towards developing eleven ISO standards
on various topics such as terminology and concepts, reference architecture,
security risks and vulnerabilities among others.

CEN-CENELEC Focus Group on Blockchain and Distributed Ledger Technologies
• Established in January 2018 as a joint group by CEN and CENELEC, which are
two European Standardization Organizations.
• Focus group’s main aim is to identify the potential needs and requirements
to be addressed by different work items in the ISO/TC 307 standardization
activities for a successful implementation of Blockchain and DLT
technologies in Europe.
• A whitepaper has been published providing 26 recommendations addressing
identified specific European use cases such a government transformation,
privacy & data protections, financial & tax compliance, etc.

World Wide Web Consortium (W3C)
• The W3C with its Blockchain Community Group has started its work on DLTs
which plans to study and evaluate new technologies and related use cases
of blockchain and associated technologies.
• The major goal of the group is to generate message format standards of
Blockchain based on ISO20022 (a single standardisation to be used by all
financial standards initiatives) and generate guidelines for usage of storage
including torrent, public blockchain, private blockchain, side chain and CDN.
• The group has since published The Web Ledger Protocol 1.0 which presents
a format and protocol for decentralized ledgers on the Web.

ITU-T Focus Group on Application of Distributed Ledger Technologies
• ITU-T, one of the leading international standardization organization started
the Focus Group DLT (FG DLT) called “Application of Distributed Ledger
Technology” in May 2017.
• The major objective is to develop a standardization roadmap for
interoperable DLT-based services taking into account various ongoing ITU
activities, other standardization organizations, various forums and groups.
• The FG concluded on August 1st, 2019 with submission of various
deliverables (DLT terms and definitions, overview, concepts and ecosystem,
use cases, reference architecture, etc.) to its parent organization ITU.

IEEE Blockchain Initiative (BLK)
• Started in January 2018, BLK, represented by the societies of the IEEE, is the
hub for all IEEE Blockchain projects and activities which are supported by
various core subcommittees such as Pre/Standards, Education, Conferences,
Publications, etc.

JPEG Blockchain Workshops
• JPEG since October 2018 has started a series of workshops on Media
Blockchain with the aim to identify and define various use cases and
requirements to drive the standardization process to ensure the operability
of protected images.
• A whitepaper “Towards a Standardized Framework for Media Blockchain and
Distributed Ledger Technologies” has been published recently which aims to
explore various opportunities in media blockchain and DLTs.

Fig. 2: Standardization activities.

depending on the streaming requirements, the blockchain
application can be run either with newly designed networks
or by integration into the existing applications or both.
Due to the low-cost, open, and high scalability advantages
offered by distributed, decentralized applications, there is
already an effort towards the design of a decentralized
web. For example, in the case of Content Delivery Network
(CDN), some existing centralized solutions such as Cloudflare, have already started offering “decentralized content
gateway” via InterPlanetary File System (IPFS), which can
be used by blockchain-based applications for decentralized

file storage and access. Also, tools such as Hyperledger Quilt
already offer interoperability between ledger systems for
payments and transfer value across distributed and nondistributed ledgers.
However, there is still a lack of technological capabilities
for supporting video streaming in a fully decentralized manner. Hence, the proposed conceptual framework is designed
to offer a modular, highly scalable design, where the application developer has the flexibility to decide on the exact
type of solution (centralized/decentralized, distributed) to
be used at each stage of the multimedia delivery, depending
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Fig. 3: Proposed conceptual framework for blockchain-based video streaming (Icons of components of blockchain
application borrowed from IBM blockchain reference architecture template).

on the application requirements. We discuss next the three
major roles one can select at the different stages of the
multimedia delivery chain, as shown in Figure 3.
1) The broadcaster is an OTT service provider or a user
who wants to deliver a video over the network to the
viewers. To encode and/or transcode a video along
with encryption and packaging, the broadcaster can
use existing centralized solutions (e.g., cloud encoding
solutions such as Amazon Web Services) or use decentralized transcoding solutions where various entities act as
“transcoding” nodes to perform these tasks in return
for payment for each task using digital currency (e.g.,
Bitcoin, Ether, etc.).
2) The CDN can be a centralized CDN solution (e.g.,
Akamai) or a decentralized CDN (such as VideoCoin and
Theta Token), or a combination of both, as required.
3) The broadcaster can choose to use a distributed/decentralized network of ”relay nodes” to
help in the distribution of the video. Such relay nodes
can help reduce network latency as well as provide
high scalability. Music streaming applications such
as Spotify use both the P2P network and centralized

client-server architecture to deliver the fastest service
possible to the end-users. Like transcoding nodes, the
relay nodes get paid for the tasks performed using
digital currencies. Finally, the video gets delivered
to the end-users. The users pay the broadcaster after
service delivery.
The proposed architecture contains four additional modules: Blockchain Application (BA), QoE Server, QoS Server,
and Database. The BA is the core module implementing
the blockchain framework. Depending on the application
requirements, it can be a permissioned blockchain (e.g.,
hyperledger) or permissionless (e.g., ethereum) or a hybrid.
Depending on the stage of the multimedia delivery and the
type of underlying network (centralized/decentralized), the
BA will consist of one or more of the following different
functional groups (as shown in Figure 3):
1) Membership, e.g., participating nodes and their IDs,
roles, rights, and permissions (such as hyperledger
composer on top of Hyperledger fabric).
2) The ledger contains metadata such as timestamps,
video content-related information (such as recording
and publishing rights, ownership information), smart
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contract payment information (e.g., chaincode in hyperledger or ethereum).
3) Consensus algorithms, e.g., proof of work and proof of
stake.
4) Smart contracts which can be executed automatically at
the end of an event/completion of a transaction. For
example, in the above proposed framework, automated
payments from broadcaster to transcoding and/or relay
nodes, payment from end-user to the broadcaster for
using the service, etc. can be automatically triggered
using pre-negotiated terms programmed into the smart
contract.
5) The Application Programming Interfaces (APIs) to allow the BA to connect and interact with different network elements such as REST APIs.
6) The data analytics can provide an overall insight into
the functioning of the various components such as QoE
values, number of successful transactions, the overall
number of nodes, etc., supplemented by various visualization and analysis tools.
7) The communication sub-module implements the connection protocols used and message type, for example,
TCP/UDP based as in standard web applications or
IPFS based decentralized protocol used for decentralized storage communication amongst various nodes.
8) The events sub-module detects different interactions
such as video transmission, display, user interactions,
and other events occurring during the streaming. Event
listeners and message buses can be used to accomplish
the same.
The QoS and QoE Servers play an important role in the
measurement and monitoring of the various network and
user experience parameters to make sure that the smart
contract terms based on the various SLAs and/or ELAs are
adhered to by various participating entities. The Database
stores all the required information of the network. It can
be a centralized horizontally scalable (MongoDB) database
or vertically scalable (SQL) or a decentralised data storage
application such as Filecoin or SWARM.
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3)

4)

5)

T ECHNICAL C HALLENGES AND O PEN I SSUES

1) Design of Scalable Blockchain-Based Video Streaming Platform: Video streaming in general consists of a large
number of “sessions”, which result in multiple transactions during a single stream. This may lead to a remarkably high number of transactions, which can lead
to long delays and/or high computational complexity. Therefore, a development platform is critically required to implement the innovative strategies in a custom blockchain platform/model for video streaming to
overcome the existing challenges of longer transaction
times and limited computing power. The current efforts
in this direction, for instance, from Play2Live, which
used the Graphene platform - a 3rd generation software
with cryptographic capabilities capable of performing
50000 transactions per second, can be explored further.
2) Payments and Revenue Sharing Model: An exciting and
much-required research challenge is the design of revenue models which are fair and maximize the benefits
of all the involved stakeholders, e.g., content producer,

6)

7)

publisher, aggregator, technology provider, advertiser,
and legal services. At present, artist contracts and payments are severely limited due to the presence of such
intermediaries. Blockchain with a smart contract can
help to design an automated payment system, which
ultimately allows artists and creators to get their rightful shares and allows them to retain ownership of their
content. Along with the revenue model, the design of a
proper Service Level Agreements (SLA) and Experience
Level Agreements (ELA) is also required in order to
assign tasks and responsibilities to each stakeholder.
Protection of Content Owners’ Rights: A thorough investigation is required to develop the specific provision and
features to help track the ownership and prevent illegal
copying and distribution of the content. Applicationspecific smart contracts incorporating licensing and
ownership related features will need to be developed,
which possibly can help address the DRM issues, which
remains an enormous challenge for the media industry.
Lack of Standards and Regulation: Currently, one of the
most significant disadvantages for blockchain technology is the uncertainty about the legal status of
its applications, such as the cryptocurrency, betting,
and gambling. For the technology to mature and get
accepted by different public and private entities, we
need an international blockchain-based video streaming standardization group, including both technical and
legal experts representing the industry, academia, and
regulators. There is a need to develop video streaming
related smart contract standards on the likes of ERC-20
Ethereum Smart Contract. Other standards to maintain
interoperability between legacy and newly developed
blockchain-based video streaming platforms such as
Interledger Protocol also needs to be developed.
Integration and Interoperability: In order to make sure
of interoperability with legacy systems, more research
towards development of standard protocols and terminology is required. Also, new network technologies
such as Fog computing, MEC, Software Defined Networking (SDN), and Network Functions Virtualization
(NFV) are being introduced. Therefore, the designed
solution should also be interoperable with newly developed technologies and protocols. Also, with the rise
of multiple decentralized streaming companies, there
is a need for standardization across various ledgers
and tokens to ensure interoperability with different
currencies/tokens on the blockchain.
Big Data Analytics for ML/AI: The data and information
stored by the blockchain application can be used for
data analytics. Blockchain technology with inherent
data security features can provide additional functionality of automated tasks such as generating reports
based on different ML and Artificial Intelligence (AI)
algorithms. The computation can be performed more
efficiently due to the availability of the joint computational power of the participating nodes. More efforts
in this direction can help us understand and improve
network efficiency and user satisfaction.
QoE Measurement, Modeling, and Control: QoE remains
an integral part of today’s video streaming applications.
Since a blockchain-based video streaming platform is
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different from a traditional “centralized”, video streaming platform as used currently, the applicability and efficiency of currently developed models for these newer
applications remain an open question. Therefore, it is
required to identify various influencing factors, QoE
monitoring and control models, amongst others, designed for such applications. Furthermore, identifying
such factors is required for successful enforcing of SLAs
and ELAs between various stakeholders.
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C ONCLUSION

In this paper, we discussed the blockchain technology and
its potential role and advantages for video streaming applications. We also investigated various existing applications
that already implemented blockchain in video streaming
and pointed out that there exists a significant gap between
the industry and academia. Standardization will be an important enabler for the adoption of blockchain for media
streaming. To address this aspect, we presented a discussion
on the relevant activities in various standardization groups.
We also presented a conceptual framework highlighting
the possible network architecture and interaction between
various elements. Based on our work, we identified key
technical challenges and open research questions, which will
help to bring the technology to the marketplace successfully.
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