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Abstract
This paper is a systematic review of the relevant literature surrounding the implementation and
utilisation of eHealth in order to identify key challenges and opportunities to future eHealth
applications. NHS Evidence, PubMed, IEEE Explorer, Cochrane Library and JMIR Publications
were all searched for reviews published between the dates 1 January 2010 and 30 June 2017.
47 papers met the final inclusion criterion. The published literature focused on a wide array of
challenges, categorised into five areas, facing the implementation and utilisation of eHealth and
from this, four areas of opportunity to advance eHealth were identified. The five challenge areas are
(C1) Stakeholders and System Users, (C2) Technology and Interoperability, (C3) Cost-Effectiveness
and Start-up Costs, (C4) Legal Clarity and Legal Framework and (C5) Local Context and Regional
Differences. The four opportunity areas are (O1) Participation and Contribution, (O2) Foundation
and Sustainability, (O3) Improvement and Productivity and (O4) Identification and Application. The
literature analysed in this systematic review identifies design and implementation priorities that can
guide the development and utilisation of future eHealth initiatives.
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Introduction
eHealth is a rapidly growing area distinguished by the utilisation of information technology and electronic
communication for the transmission, storage and retrieval of digital data for administrative, educational
and clinical purposes. eHealth is considered by many as a broad term containing a wide variety of digital
health subdomains ranging from Electronic Health/Medical Records (EHR/EMR) to virtual health to big
data health systems, etc. The use of eHealth technologies is spreading globally and is thus supporting
health and prosperity for individuals all around the world [1]. In recent times, despite many eHealth
projects failing to be implemented (regardless of the extensive research and availability of literature in the
field), several eHealth tools and services have still been introduced and deployed in order to perform key
health-related functions effectively and efficiently [2]. Amongst the many potential benefits of eHealth is
its ability to provide efficient, convenient and cost-effective delivery of care as well as decision making
that is more informed [3]. Available findings indicate that evidence-based eHealth procedures are key
to delivering high-quality care and healthcare service efficiency [1]. Consequently, there appears to be
great potential for eHealth to deliver individuals affordable healthcare without compromising on the
quality of service [4]. Some of the most promising and noticeably established applications of information
technology today are in the field of eHealth.

Accordingly, there has been an increase in the number of studies evaluating the effectiveness of eHealth
implementation and utilisation. Many of these studies discuss the problems faced throughout the project
and product development life cycle and go on to provide recommendations for future actions along with
the lessons learnt. Resultantly, much has been learnt about the challenges of employing new eHealth
technology into everyday clinical practice. However, to the best of these authors’ knowledge, there has
been no work in the field, which identifies and categorises the future actions and lessons learnt, etc.
mentioned within these papers i.e. opportunistic areas of eHealth research and development. This, in turn
makes it difficult for eHealth projects to determine where to focus their efforts on before embarking on
the application of a new eHealth solution [2], [4]. As eHealth continually evolves, so do the challenges
to its application, as time progresses it is evident that there will be new and different challenges faced
by eHealth projects when implementing and utilising eHealth [3]. This makes it essential for there to
be work in the field which builds upon and updates (rather than repeats) existing literature thus guiding
future work. As eHealth is considered a broad term, it is important to cover implementation and utilisation
challenges and opportunities from all perspectives of eHealth. Resultantly, this review will not limit itself
to any subdomain or application of eHealth.

One of the main aims of this review is to consider any existing and new challenges (identified after
the year 2010), of eHealth implementation and utilisation. This thereby provides readers with an up to
date insight into the various kinds of hurdles faced by modern eHealth projects. Another aim, which is
novel work in the field, is to identify and categorise any recommendations, i.e. future actions along with
lessons learnt, etc. mentioned within these papers and subsequently recognise potential opportunities
that can be studied, to explore priority eHealth research and development areas. To achieve these aims,
a systematic review of reviews was conducted on the theme of eHealth challenges and opportunities,
focusing specifically on papers relating to the implementation and utilisation of eHealth ranging from
but not limited to key areas of eHealth activity such as personnel management, design considerations and
existing/new technologies and services, etc. This systematic review firstly identifies all the challenges
mentioned within each paper before categorising these into one of five areas. Secondly, the papers are
reviewed once again, but this time identifying any opportunistic areas mentioned within each paper,
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which are then categorised into one of four areas. The review will then go on to discuss each of these
nine areas in detail before concluding.

The review aims to answer the following questions:

(i) What are the recent challenges of eHealth implementation and integration?
(ii) What are the key opportunities that arise from these challenges of eHealth implementation and

integration?
(iii) What can we learn about the effectiveness and efficacy of eHealth implementation best practices

and research?
(iv) Finally, what do we have to learn in order to maximise eHealth utilisation for future solutions?

Methods
To identify relevant studies, narrative reviews, systematic reviews, meta-syntheses and meta-
ethnographies were all considered. The bibliographic databases examined in the search for relevant
academic published articles were NHS Evidence, PubMed, IEEE Explorer, Cochrane Library and JMIR
Publications. It is acknowledged that as with most systematic reviews, the search methods may not
identify all relevant literature. However, to minimise this risk there will be an inclusive search strategy.
The inclusion criteria used:

• the following search terms relating to (1) eHealth: eHealth and e-health and
• the following search terms relating to (2) challenges and opportunities: barrier*, challeng*,

facilitat*, fail*, inhibit*, opportunit*, promot* and *success*
• both notions (1) and (2) were then combined before limiting the search results by identifying the

search terms in paper titles, abstract, keywords, publication language, publication date and lastly
publication type.

In relation to the exclusion criteria;

• studies that were not in the English language,
• not between 01/01/2010 to 30/06/2017 along with
• studies that were not considered as journal articles, i.e. comparative studies, evaluation studies,

editorials or comments were all excluded.

The flowchart of study selections is shown in Figure 1. To ensure that the above inclusion criteria
were met, two reviewers examined the full texts of all the identified manuscripts. If the reviewers could
not exclude a paper based on its abstract, the full paper was obtained. 47 papers were identified and
agreed upon by both reviewers to have met the inclusion criteria. All papers were double screened
and cross–reviewed by both reviewers to ensure that data were appropriately categorised. In case of
disagreement over the categorisation of data, both reviewers would read the paper together once more
and through discussion come to an agreement. Data were then extracted and tabled from these 47
manuscripts and categorised in terms of the challenges and opportunities identified within each paper.
This thematic analysis involved listing all identified challenges and opportunities before grouping them
into categories based on similar characteristics, again this was done by both authors jointly. More details
of the categorisation process are discussed in the Results section below. Next, a detailed qualitative
analysis of the challenges and opportunities was conducted to elaborate upon specific issues influencing
the implementation and utilisation of eHealth.
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Figure 1. Flowchart of study selection.

Results
From 7,320 citations screened, 111 met the above inclusion criteria. Of these:

• eight were non-reviews,
• six were not in the English language,
• 10 were duplicates and
• 40 were excluded after a full-text review revealed that these were either not specifically on eHealth,

its implementation or on its utilisation.

This left 47 papers that did meet the inclusion criteria. Of these 47:

• 11 were published between 2010 and 2011,
• 15 between 2012 and 2014, 10 in 2015 and
• 11 between 2016 and June of 2017.

Challenges to the implementation and utilisation of eHealth were classified into one of five areas
(Figure 2). These areas were identified by grouping challenges into categories based on recurring
concepts and themes. Once identified, these areas were given suitable names which were associated
with their major characteristics. The details and the characteristics by which each category was identified
is as follows:

4



• C1: Stakeholders and System Users (78.7%; n = 37/47) - Many papers discussed challenges
relating to the wide array of personnel involved with eHealth projects e.g. patients, healthcare
professionals, etc.,

• C2: Technology and Interoperability (66.0%; n = 31/47) - Two-thirds of papers discussed
challenges relating to the various aspects of technologies involved in eHealth projects such as
integrity of data, security concerns, etc.,

• C3: Cost-Effectiveness and Sustainability (21.3%; n = 10/47) - Several papers discussed challenges
relating to the capital involved in eHealth projects, such as acquiring funding to costs associated
with on-going maintenance, etc.,

• C4: Legal Clarity and Legal Framework (21.3%; n = 10/47) - Several papers discussed
challenges relating to the legalities surrounding eHealth projects such as privacy concerns and
existing/upcoming laws, etc

• C5: Organisational Context and Regional Differences (53.2%; n = 25/47) - More than half of
papers discussed challenges relating to the settings in which eHealth projects are applied, these
settings range from within the hospital site to a country-wide context

Figure 2. Number and percentage of papers identifying challenges categorised, into each challenge area.

Like the categorisation of challenges, opportunities were grouped together into one of four areas
(Figure 3). As the focus of this review is on the implementation and utilisation of eHealth, it was
deemed fitting to base these areas around the key stages of a project life cycle i.e. analysis, design
and implementation. However, due to the breadth of studies focussing on the implementation of
eHealth solutions, this phase was further divided between opportunities discussing existing solutions
and opportunities discussing future solutions.
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• O1: Participation and Contribution (55.3%; n = 26/47) - Many papers discussed opportunities
relating to the initiation and analysis phases of eHealth projects

• O2: Foundation and Sustainability (51.1%; n = 24/47) - More than half of papers discussed
opportunities relating to the design phase of eHealth projects

• O3: Improvement and Productivity (46.8%; n = 22/47) - Several papers discussed opportunities
relating to the implementation and deployment phases of existing eHealth projects

• O4: Identification and Application (55.3%; n = 26/47) - Many papers discussed opportunities
relating to the implementation and deployment phases of future eHealth projects

Figure 3. Number and percentage of papers identifying opportunities, categorised into each opportunity area.

The results of the categorisation of these 47 manuscripts are detailed in Table 1 below.

Discussion
This section will elaborate upon and discuss the individual challenges and opportunities identified within
the analysed set of literature.

6



Ta
bl

e
1.

Li
te

ra
tu

re
A

bs
tra

ct
io

n
an

d
A

na
ly

si
s.

R
ef ID

A
ut

ho
r(

s)
/

(Y
ea

r
of

P
ub

lic
at

io
n)

C
ou

nt
ry

of
P

ub
lic

at
io

n

To
pi

c
of

P
ap

er
A

re
as

of
C

ha
lle

ng
es

A
re

as
of

O
pp

or
tu

ni
tie

s

C
ha

lle
ng

es
/

O
pp

or
tu

ni
tie

s/
B

ot
h

Im
pl

em
en

ta
tio

n/
U

til
is

at
io

n/
B

ot
h

C
1

C
2

C
3

C
4

C
5

O
1

O
2

O
3

O
4

[5
]

M
ol

le
da

L,
B

ah
am

on
M

,S
t

G
eo

rg
e

S
M

,e
ta

l.
(2

01
7)

U
ni

te
d

S
ta

te
s

B
ot

h
Im

pl
em

en
ta

tio
n

X
X

X
X

[6
]

A
ls

ul
am

e
K

,K
ha

lif
a

M
,

H
ou

se
h

M
.(

20
15

)
S

au
di

A
ra

bi
a

B
ot

h
B

ot
h

X
X

X
X

[7
]

M
oo

re
Z,

A
ng

el
D

,
B

je
rr

eg
aa

rd
J,

et
al

.(
20

15
)

Ire
la

nd
B

ot
h

Im
pl

em
en

ta
tio

n
X

X
X

X
X

X
X

[8
]

La
nd

is
-L

ew
is

Z,
M

an
jo

m
o

R
,G

ad
ab

u
O

J,
et

al
.(

20
15

)
U

ni
te

d
S

ta
te

s
C

ha
lle

ng
es

U
til

is
at

io
n

X
X

X

[9
]

S
ha

rifi
M

,A
ya

tM
,

Ja
ha

nb
ak

hs
h

M
,e

ta
l.

(2
01

3)
M

al
ay

si
a

C
ha

lle
ng

es
Im

pl
em

en
ta

tio
n

X
X

X
X

X
X

X

[1
0]

D
ev

rie
nd

tE
,W

el
le

ns
N

I,
Fl

am
ai

ng
J,

et
al

.(
20

13
)

B
el

gi
um

B
ot

h
Im

pl
em

en
ta

tio
n

X
X

X
X

X
X

[1
1]

H
en

riq
ue

z-
C

am
ac

ho
C

,
Lo

sa
J,

M
ira

nd
a

JJ
,e

ta
l.

(2
01

4)
Pe

ru
B

ot
h

Im
pl

em
en

ta
tio

n
X

X
X

X
X

[1
2]

Zu
lm

an
D

M
,J

en
ch

ur
a

E
C

,
C

oh
en

D
M

,e
ta

l.
(2

01
5)

U
ni

te
d

S
ta

te
s

B
ot

h
U

til
is

at
io

n
X

X
X

[1
3]

C
ha

n
A

H
,R

ed
de

lH
K

,A
pt

er
A

,e
ta

l.
(2

01
3)

N
ew

Ze
al

an
d

O
pp

or
tu

ni
tie

s
U

til
is

at
io

n
X

X
X

X

[1
4]

H
ar

di
ke

rN
R

,G
ra

nt
M

J.
(2

01
0)

U
ni

te
d

K
in

gd
om

B
ot

h
U

til
is

at
io

n
X

X
X

X
X

[1
5]

M
ai

rF
S

,M
ay

C
,O

’D
on

ne
ll

C
,e

ta
l.

(2
01

2)
U

ni
te

d
K

in
gd

om
B

ot
h

Im
pl

em
en

ta
tio

n
X

X
X

[1
6]

C
hr

is
te

ns
en

H
,R

ey
no

ld
s

J,
G

rif
fit

hs
K

M
.(

20
11

)
A

us
tra

lia
B

ot
h

U
til

is
at

io
n

X
X

X
X

[1
7]

G
rie

be
lL

,S
ed

lm
ay

rB
,

P
ro

ko
sc

h
H

U
,e

ta
l.

(2
01

3)
G

er
m

an
y

O
pp

or
tu

ni
tie

s
Im

pl
em

en
ta

tio
n

X
X

X

[1
8]

Pe
te

rs
en

LS
,B

er
te

ls
en

P,
B

jrn
es

C
.(

20
13

)
D

en
m

ar
k

C
ha

lle
ng

es
Im

pl
em

en
ta

tio
n

X
X

X

[1
9]

A
lk

ha
ld

iB
,S

ah
am

a
T,

H
ux

le
y

C
,e

ta
l.

(2
01

4)
A

us
tra

lia
C

ha
lle

ng
es

Im
pl

em
en

ta
tio

n
X

X
X

X

7



Ta
bl

e
1

co
nt

in
ue

d
fr

om
pr

ev
io

us
pa

ge

[2
0]

G
us

ew
N

,G
er

la
ch

A
,

B
ar

tk
ie

w
ic

z
T,

et
al

.(
20

10
)

G
er

m
an

y
B

ot
h

Im
pl

em
en

ta
tio

n
X

X
X

X

[2
1]

K
lu

ge
E

H
.(

20
11

)
C

an
ad

a
C

ha
lle

ng
es

Im
pl

em
en

ta
tio

n
X

X
X

X
X

[2
2]

G
us

ew
N

,B
ar

tk
ie

w
ic

z
T,

B
au

ts
ch

W
,e

ta
l.

(2
01

2)
G

er
m

an
y

B
ot

h
Im

pl
em

en
ta

tio
n

X
X

X
X

X

[2
3]

K
ou

ri
P.

(2
01

5)
Fi

nl
an

d
B

ot
h

Im
pl

em
en

ta
tio

n
X

X
X

X
X

[2
4]

H
ol

lm
ar

k
M

,L
ef

ev
re

S
kj

ld
eb

ra
nd

A
,A

nd
er

ss
on

C
,e

ta
l.

(2
01

5)
S

w
ed

en
C

ha
lle

ng
es

Im
pl

em
en

ta
tio

n
X

X
X

X
X

X
X

[2
5]

Zh
ao

J,
Zh

an
g

Z,
G

uo
H

,e
t

al
.(

20
11

)
C

hi
na

C
ha

lle
ng

es
Im

pl
em

en
ta

tio
n

X
X

X

[2
6]

Zh
ao

J,
Zh

an
g

Z,
G

uo
H

,e
t

al
.(

20
10

)
C

hi
na

C
ha

lle
ng

es
Im

pl
em

en
ta

tio
n

X
X

X
X

[2
7]

H
og

an
TP

,W
ak

efi
el

d
B

,
N

az
iK

M
,e

ta
l.

(2
01

1)
U

ni
te

d
S

ta
te

s
O

pp
or

tu
ni

tie
s

Im
pl

em
en

ta
tio

n
X

X
X

X

[2
8]

M
ad

ha
va

n
S

,S
an

de
rs

A
E

,
C

ho
u

W
Y,

et
al

.(
20

11
)

U
ni

te
d

S
ta

te
s

B
ot

h
U

til
is

at
io

n
X

X
X

X
X

[2
9]

K
re

ps
G

L,
N

eu
ha

us
er

L.
(2

01
0)

U
ni

te
d

S
ta

te
s

B
ot

h
Im

pl
em

en
ta

tio
n

X
X

X
X

X
X

[3
0]

G
u

Y,
K

en
ne

ly
J,

W
ar

re
n

J,
et

al
.(

20
16

)
U

ni
te

d
S

ta
te

s
/

N
ew

Ze
al

an
d

O
pp

or
tu

ni
tie

s
Im

pl
em

en
ta

tio
n

X
X

X
X

[3
1]

Ja
ro

sl
aw

sk
iS

,S
ab

er
w

al
G

.
(2

01
4)

In
di

a
C

ha
lle

ng
es

U
til

is
at

io
n

X
X

X
X

[3
2]

M
an

di
ro

la
B

rie
ux

H
F,

B
hu

iy
an

M
as

ud
JH

,K
um

ar
M

eh
er

S
,e

ta
l.

(2
01

5)
A

rg
en

tin
a

C
ha

lle
ng

es
Im

pl
em

en
ta

tio
n

X
X

X
X

X

[3
3]

K
am

pm
ei

je
rR

,P
av

lo
va

M
,

Ta
m

bo
rM

,e
ta

l.
(2

01
6)

Th
e

N
et

he
rla

nd
s

O
pp

or
tu

ni
tie

s
U

til
is

at
io

n
X

X
X

X
X

X

[3
4]

B
ol

ka
A

,Z
ad

el
B

,Z
or

ko
M

.
(2

01
1)

S
lo

ve
ni

a
C

ha
lle

ng
es

B
ot

h
X

X
X

X
X

[3
5]

B
or

re
lli

B
,R

itt
er

ba
nd

LM
.

(2
01

5)
U

ni
te

d
S

ta
te

s
B

ot
h

B
ot

h
X

X
X

X
X

[3
6]

D
e

V
lie

ge
rP

,B
oi

re
JY

,
B

re
to

n
V,

et
al

.(
20

10
)

Fr
an

ce
C

ha
lle

ng
es

Im
pl

em
en

ta
tio

n
X

X
X

[3
7]

M
oe

n
A

,H
ac

kl
W

O
,H

of
di

jk
J,

et
al

.(
20

13
)

N
or

w
ay

C
ha

lle
ng

es
Im

pl
em

en
ta

tio
n

X
X

X
X

X
X

X

8



Ta
bl

e
1

co
nt

in
ue

d
fr

om
pr

ev
io

us
pa

ge

[3
8]

Th
ou

ve
no

tV
I,

H
ar

di
ke

rN
.

(2
01

6)
B

el
gi

um
O

pp
or

tu
ni

tie
s

U
til

is
at

io
n

X
X

X

[3
9]

N
un

es
Fe

rr
ei

ra
R

,L
op

es
da

R
os

a
T,

B
en

ev
en

ut
o

de
C

am
po

s
Li

m
a

C
,e

ta
l.

(2
01

5)

B
ra

zi
l

C
ha

lle
ng

es
U

til
is

at
io

n
X

X
X

X
X

[4
0]

K
ib

er
u

V
M

,M
ar

s
M

,S
co

tt
R

E
.(

20
17

)
S

ou
th

A
fr

ic
a

B
ot

h
Im

pl
em

en
ta

tio
n

X
X

X
X

[4
1]

Jo
ne

s
R

B
,A

sh
ur

st
E

J,
Tr

ap
pe

s-
Lo

m
ax

T.
(2

01
6)

U
ni

te
d

K
in

gd
om

O
pp

or
tu

ni
tie

s
Im

pl
em

en
ta

tio
n

X
X

[4
2]

K
w

an
ka

m
S

Y.
(2

01
2)

S
w

itz
er

la
nd

O
pp

or
tu

ni
tie

s
Im

pl
em

en
ta

tio
n

X
X

X
X

[4
3]

H
ef

fe
rn

an
K

J,
C

ha
ng

S
,

M
ac

le
an

S
T,

et
al

.(
20

16
)

A
us

tra
lia

O
pp

or
tu

ni
tie

s
Im

pl
em

en
ta

tio
n

X
X

X
X

[4
4]

N
ev

ill
e

C
,D

a
C

os
ta

D
,

R
oc

ho
n

M
,e

ta
l.

(2
01

6)
C

an
ad

a
O

pp
or

tu
ni

tie
s

U
til

is
at

io
n

X
X

[4
5]

Ti
on

g
S

S
,K

oh
E

S
,D

el
an

ey
G

,e
ta

l.
(2

01
6)

A
us

tra
lia

O
pp

or
tu

ni
tie

s
U

til
is

at
io

n
X

X
X

X

[4
6]

Is
so

m
D

Z,
Zo

ss
o

A
,E

hr
le

r
F,

et
al

.(
20

15
)

S
w

ed
en

B
ot

h
U

til
is

at
io

n
X

X
X

[4
7]

D
us

ab
e-

R
ic

ha
rd

s
JN

,
Te

sf
ay

e
H

T,
M

ek
on

ne
n

J,
et

al
.(

20
16

)

U
ni

te
d

K
in

gd
om

B
ot

h
U

til
is

at
io

n
X

X
X

X
X

[4
8]

W
u

Y
P,

S
te

el
e

R
G

,C
on

ne
lly

M
A

,e
ta

l.
(2

01
4)

U
ni

te
d

S
ta

te
s

C
ha

lle
ng

es
Im

pl
em

en
ta

tio
n

X
X

X
X

X
X

X
X

[4
9]

S
an

er
H

.(
20

13
)

S
w

itz
er

la
nd

C
ha

lle
ng

es
B

ot
h

X
X

X
X

X

[5
0]

S
ca

nd
ur

ra
I,

H
gg

lu
nd

M
,

Pe
rs

so
n

A
,e

ta
l.

(2
01

4)
S

w
ed

en
B

ot
h

U
til

is
at

io
n

X
X

X
X

X

[5
1]

A
ar

do
om

JJ
,D

in
ge

m
an

s
A

E
,V

an
Fu

rt
h

E
F.

(2
01

6)
Th

e
N

et
he

rla
nd

s
B

ot
h

U
til

is
at

io
n

X
X

X
X

X

9



Challenges
The identified challenges to the implementation and utilisation of eHealth are as follows:

C1: Stakeholders and System Users - The functional and non-functional requirements along with the
best interests of individual stakeholders should be better integrated into the design and implementation
of eHealth applications. There is a need for active involvement and collaboration from all those involved;
therefore, requiring the need for common understanding between all those concerned as well as combined
participation and familiarity with associated processes [5]. For eHealth to progress, key factors relating
to the end-user such as their attitudes [6], [7], [8] and their education [9], [10], [11], [12] prior to
implementing an eHealth service should be considered. However, additional factors such as the level of
training provided to an end-user [7], [9], [13] after an eHealth service has been implemented should also
be considered. Further barriers such as negative user engagement and technological disconnect [14], [15],
[16], [17] need to be measured and can be overcome by putting greater importance on the development
of new user skills as well as uniting such ideas with organisational changes e.g. providing regular on-the-
job training (theory and practical). The examined literature consequently emphasises the significance of
the role of end-users and therefore highlights the importance of user-centred design, i.e. to develop an
improved appreciation of the design and development process from the users point of view and to focus
on developing a detailed representation of the users perspective [18].

C2: Technology and Interoperability - Challenges surrounding integration/interoperability [19], [20],
[21], [22], [23], [24] and standardisation of technologies/lack of data standards [9], [25], [26] were two
barriers that appeared often in the analysed set of literature. Interoperability should allow for the unified
integration of varied technologies to enable secure and fast access to health data and to patient information
situated in different locations. However, the barriers identified also suggest a need for the standardisation
of system components and services so that healthcare providers can avoid issues such as lack of data
standards permitting the exchange of clinical data [26]. One such recent technology that can be used to
overcome such hurdles is FHIR (Fast Healthcare Interoperability Resources). FHIR is the latest standard
developed by HL7, which describes data formats and elements known as resources and provides users
an API (Application Programming Interface) for the exchange of electronic health records. The literature
also states that despite the availability of eHealth interoperability, data standards adoption has been slow
and requires more effort and commitment to progress its growth. Barriers such as user-friendliness, user-
interfaces [7], [27] and legacy systems [21], which still play an integral role in everyday healthcare
service delivery, contribute to this problem. This highlights the discrepancy and potential of developing
interoperable and standardised technologies [28] that facilitate developing user-friendly, engaging and
easily accessible eHealth applications [29].

C3: Cost-Effectiveness and Sustainability - The availability of funding [30], [31] and other resources
[11], [32] directly contribute to the impact of the other identified categories of challenges as well as on
how well implemented a solution is in practice. Much of the costs are associated with the development
of eHealth services/technologies throughout the System Development Life Cycle (SDLC) such as the
costs associated with deployment and training [9] as well as the costs for ongoing maintenance of the
service/technology in question. A lack of sustained and sufficient funding from stakeholders such as
governing bodies e.g. the government [33] indirectly affect the quality of service that healthcare providers
can provide to their patients. A further problem, agreeing on reimbursement [24], can be a challenge
for new technologies especially as they are of unproven value [7] as well as when some technologies
are initially viewed as too expensive to integrate into everyday clinical practice [31]. The literature,

10



therefore highlights the need to improve cost-effectiveness and avoid initiatives, which are considered
as wasteful [32]. The literature also recommends that future eHealth programs should demonstrate the
cost-effectiveness of eHealth programs [25]. A further recommendation is for new initiatives to invest in
developing areas of eHealth and emerging trends such as in the field of social computing, deep learning
and Internet of Things (IoT).

C4: Legal Clarity and Legal Framework Another major area of challenges revolves around the
legalities and legislation involved when developing and introducing an eHealth solution into everyday
clinical practice. Legal challenges [9], [21], [34] such as the lack of a legal framework can limit end-user
confidence and needs to be addressed prior to any implementation. Legal barriers appear to emerge over
time and with the growing use of eHealth technologies and services, make it a challenge to predict and
prevent unforeseen legal barriers. There is also the responsibility of adapting to changing legal barriers
e.g. when a law has been updated/amended. In terms of security, the obligation for confidentiality [7]
and clarity around health data ownership [23], [35] indicate these should be considered carefully and
specified in the documentation accompanying the design and implementation of an eHealth application.
The literature discusses how end-users prefer using tools and services, whilst safe in the knowledge
that their privacy is being protected and is not being compromised [9], [23], [36]. However, a grey area
that has not been discussed or elaborated upon by the analysed set of literature, which requires further
examining, is the concern of liability. An example of liability is in the case of unwanted events such as
technical failures or other circumstances that results in severe harm to a patient and/or to their personal
information.

C5: Organisational Context and Regional Differences - The final key barrier to note from the literature
is that of challenges that arise from within the local environment and challenges that affect different
demographics. The analysed literature reveals that first world citizens have comparatively more wealth
and resultantly better education [22] whereas the developing world is often faced with hurdles such
as having a larger population [37] and larger geographical areas to cover [11], [37] as well as having
slower internet adoption rates. In terms of population health, health inequalities also exist between urban
and rural areas in less developed countries [11], [37], [38]. However, a problem that exists globally
is that even within regions, there can be challenges due to local organisational context [6], [15], [37],
[39]. Different hospitals and healthcare centres, for example, adopt and practice their own rules and
regulations [11]. These establishments are also tied to organisational bureaucracy, human resources
[6], various unconnected ICT systems/services [11] and organisational workflow support [20]. One key
message from the literature suggests that many organisations fail to acknowledge that many barriers to
the implementation and utilisation of eHealth lie and emerge from within the organisation itself [40]. For
eHealth to advance healthcare services in this area, the literature recommends that eHealth applications
could potentially be implemented at a level above existing organisation-centred and process-controlled
systems.

Opportunities
The identified opportunities for the implementation and utilisation of eHealth are as follows:

O1: Participation and Contribution - Participation and Contribution signify the need for communities
and backing stakeholders (both internal and external) to participate in active policy forums and knowledge
generation [15]. Not only will this help stakeholders to understand each others viewpoints but also
establish a shared platform between one another. Within this category key areas of discussion and interest
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as stated in the literature include identifying funding/resourcing, [32], agreeing upon policy/practice
[7], [32], [37], establishing standardisation [7], [19], [32] and data sharing. Another area of interest is
the research into improving and maximising access to healthcare data and relevant health information
through online and [41] IT services [14]. As mentioned previously, one way this could be tackled is
by using standards such as HL7’s FHIR. The literature recommends that discussion and development
efforts will need to take place throughout several scheduled and recorded meetings, therefore allowing
all stakeholders sufficient time to come to mutual understandings and common agreements. Further
discussion areas include recognising and addressing the factors that affect the healthcare system from
a governing perspective and clarifying where eHealth fits into the continuum of care [7], [15]. There
also seems to be a great need to develop eHealth policies and strategies on a national level, which can be
addressed by forming special bodies responsible for developing an integrated plan for the implementation
of eHealth initiatives [6].

O2: Foundations and Sustainability - Foundations and Sustainability relate to all the work surrounding
building the initial infrastructure of any eHealth project. It also relates to the establishing of IT
architectures/services as well as targeting appropriate design and delivery of eHealth projects [14].
Within this category, key areas surrounding foundation include connectivity, [14], [19], [32], health
centre infrastructure [22], [42] infrastructure management [7], eHealth network [20], [22] and shared
services and integration [20], [22]. There is also a need to improve and enhance information security and
privacy, along with the development of relevant laws and regulatory frameworks. Stakeholders of eHealth
projects should also consider how they would overcome challenges that arise due to barriers associated
with liability. A gap identified from the literature was the need to make more data available for secondary
use such as research and the development of more uniform guidelines [43]. Further gaps also highlighted
the need to improve existing IT architecture and the usability of IT systems themselves. In terms of
sustainability, an imperative need here was to create and achieve economies of scale, to ensure both
combined and local efforts are long-lived [7]. By doing so it is intended that this will help stakeholders
to see the implications of any key decisions they make, especially decisions that would influence the
direction of growth of an eHealth project.

O3: Improvement and Productivity - Improvement and Productivity relate to the service delivery
provided to the public, more specifically, to opportunities where eHealth offers a supplemental or
improvement to healthcare services. Thus, maximising the benefits of these existing services. The
emphasis is on improving the efficiency and effectiveness of eHealth solutions and healthcare services
[44], [45], [46] along with the responsibility to develop process support and change management. The
argument here is that there are already enough eHealth solutions in use in everyday practice, but how
can we improve upon these solutions so that they are being utilised well into the long term [47]. Within
this category, the areas of interest here include alternate service delivery models [35], decision support
[29], telehealth/telemedicine [29] and supported peer collaboration. The literature also indicates that
many systems fail to fulfil security, patient privacy, data ownership [38] and data quality requirements
[48], highlighting these and other similar areas that need to be considered and addressed before the
implementation of any eHealth project. Researchers and developers also need to learn how to apply these
eHealth tools and services fully in order to extend their ability to study and influence health behaviour
as well as engage patients [44] [49]. They also need to ensure that these solutions achieve the intended
effects that they were set out to achieve during the inception of the project [50].
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O4: Identification and Implementation - Identification and Implementation relates to the recognition
of eHealth applications and subsequent implementation into routine practice. Clinical Decision Support
Systems (CDSSs) and community appropriate information management solutions for patients and the
public are two examples of where information processing can contribute to better models of care. In
this category, key areas of interest include exploiting the use of Electronic Medical/Health Records
(EMR/HER) [36], public health information [12], [16], administrative and information systems [20],
[25] and performance monitoring and benefits evaluation, [17], [22]. According to the literature, the
introduction of new solutions into daily healthcare practice is still lacking or missing [20], [22]. Other
literature, instead argues that there are too many solutions in practice, regardless of whether these
solutions deliver the intended results or not. Implementing solutions listed in the above key areas of
interest could narrow this gap as well as open further opportunities for novel and innovative solutions. The
literature also highlights the fact that many solutions either fail to offer ease of use or are not considered
affordable everyday solutions. Therefore, supporting a growing demand for original eHealth solutions,
that are easy-to-use and good value but also provide users with a range of societal benefits [29] as well as
calls for solutions that lie at the heart of exploiting the potential of ICT in order to improve public health.

Conclusion

To appreciate the benefits of eHealth, the challenges mentioned in this paper must be overcome or at
least reduced to a more manageable outcome. By confronting these challenges, this increases eHealth’s
potential for rapid growth whether it is via the introduction of new solutions or through the improvement
of existing ones. As established, many of the papers identified management of human resources along
with skills in relation to information systems design and implementation as huge areas that are crucial to
the successful application of eHealth within the health sector. Before eHealth can fully transform health,
there must be improved reliability and robustness with the aim of realising more long-term benefits
going forward. Governments and national bodies should ensure that eHealth becomes an integral part
of all health organisations. They should also take the initiative to build competencies for eHealth as
well as find and retain skilled/knowledgeable individuals. These individuals should continually seek to
discover new and overcome the existing challenges as well as seize the opportunities mentioned in this
paper. Upon deployment of eHealth solutions, stakeholders need to ask themselves have the eHealth
initiatives they have implemented made enough efforts in uniting the health community by examining
means of providing the correct foundations as well as ask have these initiatives provided suitable access
to knowledge suited to the health requirements of all those concerned.

A major limitation of this study is due to the rapid advancement of medical research and technology,
which forces researchers to update their findings constantly to avoid publishing outdated information.
Conversely, this limitation was also one of the motivations behind the justification of this review.
However, it is acknowledged that this review in time would also need to be updated to accommodate
future changes in the field. A further limitation of this study was that it did not account for the biases
of authors, therefore the identification of challenges and opportunities by these authors could have been
influenced by unknown reasons. It is recommended that future papers in the field take into consideration
the bias of authors in their works. Nonetheless, this paper identified challenges to implementing eHealth
solutions that cut across several categories. Unsurprisingly, the most prominent challenges to eHealth
implementation appear to be technology and human-related and it is largely because the core of eHealth
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lies in the interaction between a person and a technology. Within these two categories, the two biggest
opportunity areas identified were:

(i) The delivery and participation of stakeholders in active policy forums and knowledge generation,
especially to analyse and design how an eHealth solution influences routine clinical practice and
healthcare service delivery.

(ii) The introduction of new and novel eHealth solutions that make use of existing and proven
technologies such as clinical decision support systems and community appropriate information
management solutions.

It follows that the development of future eHealth based projects would benefit most from close
collaboration of healthcare professionals with IT specialists throughout, as these projects demand equal
awareness and engagement from experts in both fields. However, many of the literature analysed,
highlight the requests of these professionals for further research to bring the field of eHealth forward
and to determine its place and identity within the healthcare service delivery environment. The literature
analysed also address the fact that the potential for improving health outcomes through innovative
methods of ICT and eHealth utilisation is vast. Solutions must not only aim to solve current problems
but also anticipate future needs, therefore, stakeholders need to address where the solution will be and
the impact it will have 5 to 10 years down the line in order to facilitate the best long-term outcomes.
One potential way future solutions can benefit substantially is if they can build on prior studies and
technologies to measure the current effects that they are having in practice today. Developing tools and
systems that release the maximum potential of combining the unique skills of humans and ICT systems
will surely revolutionise public health. This review provides a framework to aid in the identification of
opportunities to take eHealth implementation to a new level by overcoming recognised challenges. Future
work will, therefore, focus on the realisation of the above opportunities.
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[24] Hollmark M, Lefevre Skjöldebrand A, Andersson C et al. Technology Ready to be Launched, but is
there a Payer? Challenges for Implementing eHealth in Sweden. Stud Health Technol Inform 2015;
211: 57–68.

[25] Zhao J, Zhang Z, Guo H et al. E-health–Oriented Community Health Information System in China:
Our Challenges, Solution, and Experience. Telemed J E Health 2011; 17(7): 584–588.

[26] Zhao J, Zhang Z, Guo H et al. E-health in China: challenges, initial directions, and experience.
Telemed J E Health 2010; 16(3): 344–349.

[27] Hogan TP, Wakefield B, Nazi KM et al. Promoting access through complementary eHealth
technologies: recommendations for VA’s Home Telehealth and personal health record programs.
J Gen Intern Med 2011; 26(Suppl 2): 628–635.

[28] Madhavan S, Sanders AE, Chou WY et al. Pediatric palliative care and eHealth opportunities for
patient-centered care. Am J Prev Med 2011; 40(5 Suppl 2): s208–s216.

[29] Kreps GL and Neuhauser L. New directions in eHealth communication: opportunities and
challenges. Patient Educ Couns 2010; 78(3): 329–336.

[30] Gu Y, Kennely J, Warren J et al. Identifying eHealth Opportunities to Support Medication
Adherence - Findings of a Focus Group Study. Stud Health Technol Inform 2016; 223: 150–157.

[31] Jarosławski S and Saberwal G. In eHealth in India today, the nature of work, the challenges and the
finances: an interview-based study. BMC Med Inform Decis Mak 2014; 14(1): 1–12.

[32] Mandirola Brieux HF, Bhuiyan Masud JH, Kumar Meher S et al. Challenges and Hurdles of eHealth
Implementation in Developing Countries. Stud Health Technol Inform 2015; 216: 434–437.

[33] Kampmeijer R, Pavlova M, Tambor M et al. The use of e-health and m-health tools in health
promotion and primary prevention among older adults: a systematic literature review. BMC Health
Serv Res 2016; 16(Suppl 5): 290.

16



[34] Bolka A, Zadel B and Zorko M. Personal information protection - exceptional challenges of
integrated systems of eHealth. Stud Health Technol Inform 2011; 165: 74–79.

[35] Borrelli B and Ritterband LM. Special issue on eHealth and mHealth: Challenges and future
directions for assessment, treatment, and dissemination. Health Psychol 2015; 34(Suppl): 1205–
1208.

[36] De Vlieger P, Boire JY, Breton V et al. Sentinel e-health network on grid: developments and
challenges. Stud Health Technol Inform 2010; 159: 134–145.

[37] Moen A, Hackl WO, Hofdijk J et al. eHealth in Europe - Status and Challenges. Yearb Med Inform
2013; 8: 59–63.

[38] Thouvenot VI and Hardiker N. Facilitating eHealth for All Through Connecting Nurses and the
Women Observatory for eHealth. Stud Health Technol Inform 2016; 225: 777–779.

[39] Nunes Ferreira R, Lopes da Rosa T, Benevenuto de Campos Lima C et al. The Challenge of
e-Health Presence on a Petroleum Platform: Using Telemedicine to Make Operation of Pre-Salt
Wells a Reality. Stud Health Technol Inform 2015; 216: 937.

[40] Kiberu VM, Mars M and Scott RE. Barriers and opportunities to implementation of sustainable
e-Health programmes in Uganda: A literature review. Afr J Prim Health Care Fam Med 2017; 9(1):
e1–e10.

[41] Jones RB, Ashurst EJ and Trappes-Lomax T. Searching for a sustainable process of service user
and health professional online discussions to facilitate the implementation of e-health. Health
Informatics J 2016; 22(4): 948–961.

[42] Kwankam SY. Successful partnerships for international collaboration in e-health: the need for
organized national infrastructures. Bull World Health Organ 2012; 90(5): 395–397.

[43] Heffernan KJ, Chang S, Maclean ST et al. Guidelines and Recommendations for Developing
Interactive eHealth Apps for Complex Messaging in Health Promotion. JMIR mHealth and uHealth
2016; 4(1): e14.

[44] Neville C, Da Costa D, Rochon M et al. Development of the Lupus Interactive Navigator as an
Empowering Web-Based eHealth Tool to Facilitate Lupus Management: Users Perspectives on
Usability and Acceptability. JMIR Res Protoc 2016; 5(2): e44.

[45] Tiong SS, Koh ES, Delaney G et al. An e-health strategy to facilitate care of breast cancer survivors:
A pilot study. Asia Pac J Clin Oncol 2016; 12(2): 181–187.

[46] Issom DZ, Zosso A, Ehrler F et al. Exploring the Challenges and Opportunities of eHealth Tools
for Patients with Sickle Cell Disease. Stud Health Technol Inform 2015; 216: 898.

[47] Dusabe-Richards JN, Tesfaye HT, Mekonnen J et al. Women health extension workers: Capacities,
opportunities and challenges to use eHealth to strengthen equitable health systems in Southern
Ethiopia. Can J Public Health 2016; 107(4/5): e355–e361.

17



[48] Wu YP, Steele RG, Connelly MA et al. Commentary: Pediatric eHealth Interventions: Common
Challenges During Development, Implementation, and Dissemination. J Pediatr Psychol 2014;
39(6): 612–623.

[49] Saner H. eHealth and telemedicine: current situation and future challenges. Eur J Prev Cardiol
2013; 20(2 Suppl): 1–2.
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